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Verilink® isa registered trademark of the Verilink Corporation.

All other brand and product names used herein are trademarks or registered trademarks of their
respective manufacturers.

This document does not create any express or implied warranty about Verilink or about its prod-
ucts or services. Verilink’s sole warranty is contained in its product warranty. The end-user doc-
umentation is shipped with Verilink’s products and constitutes the sole specifications referred to
in the product warranty. Verilink has made reasonable efforts to verify that the information con-
tained herein is accurate, but Verilink assumes no responsibility for its use or for any infringe-
ment of patents or other rights of third parties that may result. The customer is solely
responsible for verifying the suitability of Verilink’s products for its use. Specifications are sub-
ject to change without notice.

Verilink's product warranty is included at the back of this document.

This equipment has been tested and found to comply with the limits for a Class A digital device
pursuant to Part 15 of the FCC Rules. These limits are designed to provide reasonabl e protection
againgt harmful interference when the equipment is operated in a commercial environment.
Operation of this equipment in aresidentia areaislikely to cause harmful interference, in which
case the user is required to correct the interference at the user’s own expense.

This equipment generates, uses, and can radiate radio frequency energy, and, if not installed and
used in accordance with the instruction manual, may cause harmful interference to radio com-
munications. However, there is no guarantee that interference will not occur in a particular
ingtallation. If this equipment does cause harmful interference to radio or television reception
(which can be determined by turning the equipment off and on), the user is encouraged to try to
correct the interference by taking one or more of the following measures:

*  Reorient or relocate the receiving antenna
»  Increase the separation between the equipment and receiver

*  Plug the equipment into an outlet on acircuit different from that to which the receiver is currently con-
nected

»  Consult the dedler or an experienced radio/TV technician for help

This device must also accept any interference received, including interference that may cause
undesired operation.

WARNING: The 8108 and 8508 are to be used only with a certified Class 2 power supply.
See Appendix C, “ Specifications.”

WARNING: Changes or modifications to this unit not expressly approved by the party
responsible for compliance could void the user’s authority to operate the
equipment.




The 8x08 complies with Part 68 of the FCC Rules and the requirements adopted by the ACTA.
On the bottom of the 8x08 unit is alabel that contains, among other information, a product iden-
tifier in the format of US:GICDDNANNEBSx08. If requested, this number must be provided to
the telephone company.

All direct connections to network lines must be made using standard plugs and jacks
(compliant with Part 68 and the requirements adopted by the ACTA). A compliant telephone
cord with a modular plug is provided with this product. It is designed to be connected to a
compatible modular jack that is also compliant. See installation instructions for details. The
table below presents a list of applicable registration jack USOCs and facility interface codes
(FIC). These are required when ordering service from the telco.

IAD

Port 1D REN/SOC FIC usoC

8108
8508

ADSL 0.0B RJ11C
SHDSL 0.0B RJ11C

Canadian Emissions
Requirements

Safety Precautions

If the unit appears to be malfunctioning, it should be disconnected from the network lines
until the source of trouble is determined to be your equipment or the telephone line. If your
equipment needs repair, it should not be reconnected until it is repaired.

If your telephone equipment causes harm to the telephone network, the telephone company
may discontinue your service temporarily. If possible, they will notify you in advance.
However, if advance notice is not practical, you will be notified as soon as possible. You will
be informed of your right to file a complaint with the FCC.

Your telephone company may make changes to its facilities, equipment, operations, or
procedures that could affect the proper functioning of your equipment. If they do, you will
be notified in advance so you can have the opportunity to maintain uninterrupted tel ephone
service.

If you experience trouble with the 8108/8508 units, please contact Verilink for information
on obtaining service or repairs (refer to “ Support from Verilink” on page xxv). The telephone
company may ask that you disconnect this equipment from the network until the problem has
been corrected or until you are sure the equipment is not mafunctioning. No user serviceable
parts are contained in this equipment. This equipment may not be used for coin service
provided by the telephone company. Connection to party lines is subject to state tariffs.
Contact the state Public Utilities Commission or Corporation for information. Do not attempt
to repair this equipment yourself.

This digital apparatus does not exceed the Class A limits for radio noise emissions from digita
apparatus set out in the Radio Interference Regulations of the Canadian Department of Commu-
nications.

Le présent appareil numérique n’émet pas de bruits radioélectriques dépassant les limites appli-
cables aux appareils numériques (de la class A) prescrites dans le Réglement sur le brouillage
radioél ectrique edicté par le ministére des Communications du Canada.

When handling this equipment, follow these basic safety precautions to reduce the risk of elec-
tric shock and injury:
»  Follow al warnings and instructions marked on the product and in the manual.

*  Unplug the hardware from the wall outlet before cleaning. Do not use liquid cleaners or aerosol clean-
ers. Useadightly damp cloth for cleaning.

» Do not place this product on an unstable cart, stand, or table. It may fall, causing serious damage to
the product.

» Sotsin the unit are provided for ventilation to protect it from overheating. These openings must not
be blocked or covered. Never place this product near aradiator or hegt register.

e This product should be operated only from the type of power source indicated on the marking label

and manud. If you are unsure of the type of power supply you are using, consult your dealer or loca
power company.

* Do not dlow anything to rest on the power cord. Do not locate this product where the cord interferes

with the free movement of people.



iv

8000 Series

Do not overload wall outlets and extension cords, asthis can result in fire or e ectric shock.

Never push objects of any kind into the unit. They may touch dangerous voltage points or short out
partsthat could result in fire or electric shock. Never spill liquid of any kind on this equi pment.

Unplug the equipment from the wall outlet and refer servicing to qualified service personnel under the
following conditions:

*  When the power supply cord or plug is damaged or frayed

* If liquid has been spilled into the product

* If the product has been exposed to rain or water

*  If the product has been dropped or if the housing has been damaged

To reduce the risk of electrical shock, do not remove the cover from the unit or external power supply.
There are no user-servicesble parts inside this unit. Contact qualified Verilink service personnel.
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reproduced, transmitted, transcribed, stored in aretrieval system, or translated into any language
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Manual Reorder # 34-00333.B
September 2004

Verilink® isa registered trademark of the Verilink Corporation.

All other brand and product names used herein are trademarks or registered trademarks of their
respective manufacturers.

This document does not create any express or implied warranty about Verilink or about its prod-
ucts or services. Verilink’s sole warranty is contained in its product warranty. The end-user doc-
umentation is shipped with Verilink’s products and constitutes the sole specifications referred to
in the product warranty. Verilink has made reasonable efforts to verify that the information con-
tained herein is accurate, but Verilink assumes no responsibility for its use or for any infringe-
ment of patents or other rights of third parties that may result. The customer is solely
responsible for verifying the suitability of Verilink’s products for its use. Specifications are sub-
ject to change without notice.

Verilink's product warranty is included at the back of this document.

This equipment has been tested and found to comply with the limits for a Class A digital device
pursuant to Part 15 of the FCC Rules. These limits are designed to provide reasonabl e protection
againgt harmful interference when the equipment is operated in a commercial environment.
Operation of this equipment in aresidentia areaislikely to cause harmful interference, in which
case the user is required to correct the interference at the user’s own expense.

This equipment generates, uses, and can radiate radio frequency energy, and, if not installed and
used in accordance with the instruction manual, may cause harmful interference to radio com-
munications. However, there is no guarantee that interference will not occur in a particular
ingtallation. If this equipment does cause harmful interference to radio or television reception
(which can be determined by turning the equipment off and on), the user is encouraged to try to
correct the interference by taking one or more of the following measures:

*  Reorient or relocate the receiving antenna
»  Increase the separation between the equipment and receiver

*  Plug the equipment into an outlet on acircuit different from that to which the receiver is currently con-
nected

»  Consult the dedler or an experienced radio/TV technician for help

This device must also accept any interference received, including interference that may cause
undesired operation.

WARNING: The 8208 is for use only with a certified Class 2 power supply. See Appendix B,
“ Specifications.”

WARNING: Changes or modifications to this unit not expressly approved by the party
responsible for compliance could void the user’s authority to operate the
equipment.
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The 8208 complies with Part 68 of the FCC Rules and the requirements adopted by the ACTA.
On the bottom of the 8208 unit is alabel that contains, among other information, a product iden-
tifier in the format of US:GICDDNANNE8208. If requested, this number must be provided to
the telephone company.

All direct connections to network lines must be made using standard plugs and jacks
(compliant with Part 68 and the requirements adopted by the ACTA). A compliant telephone
cord with a modular plug is provided with this product. It is designed to be connected to a
compatible modular jack that is also compliant. See installation instructions for details. The
table below presents a list of applicable registration jack USOCs and facility interface codes
(FIC). These are required when ordering service from the telco.

IAD

Port 1D REN/SOC FIC usoC

8208

8308

1.544 Mbps SF 6.0N 04DU9-BN RJ-48C jack
1.544 Mbps SF, B8ZS 04DU9-DN

1.544 Mbps ANSI ESF 04DU9-1KN

1.544 Mbps ANSI ESF, B8ZS 04DU9-1SN

SDSL 0.0B RJ11C

2

If the unit appears to be malfunctioning, it should be disconnected from the network lines
until the source of trouble is determined to be your equipment or the telephone line. If your
equipment needs repair, it should not be reconnected until it is repaired.

If your telephone equipment causes harm to the telephone network, the telephone company
may discontinue your service temporarily. If possible, they will notify you in advance.
However, if advance notice is not practical, you will be notified as soon as possible. You will
be informed of your right to file a complaint with the FCC.

Your telephone company may make changes to its facilities, equipment, operations, or
procedures that could affect the proper functioning of your equipment. If they do, you will
be notified in advance so you can have the opportunity to maintain uninterrupted tel ephone
service.

If you experience trouble with the 8208/8308 units, please contact Verilink for information
on obtaining service or repairs (refer to “ Support from Verilink” on page xxv). The telephone
company may ask that you disconnect this equipment from the network until the problem has
been corrected or until you are sure the equipment is not mafunctioning. No user serviceable
parts are contained in this equipment. This equipment may not be used for coin service
provided by the telephone company. Connection to party lines is subject to state tariffs.
Contact the state Public Utilities Commission or Corporation for information. Do not attempt
to repair this equipment yourself.

This digital apparatus does not exceed the Class A limits for radio noise emissions from digita
apparatus set out in the Radio Interference Regulations of the Canadian Department of Commu-
nications.

Le présent appareil numérique n’émet pas de bruits radioélectriques dépassant les limites appli-
cables aux appareils numériques (de la class A) prescrites dans le Réglement sur le brouillage
radioél ectrique edicté par le ministére des Communications du Canada.

When handling this equipment, follow these basic safety precautions to reduce the risk of elec-
tric shock and injury:
*  Follow al warnings and instructions marked on the product and in the manual.

*  Unplug the hardware from the wall outlet before cleaning. Do not use liquid cleaners or aerosol clean-
ers. Useadightly damp cloth for cleaning.

» Do not place this product on an unstable cart, stand, or table. It may fall, causing serious damage to
the product.

» Sotsin the unit are provided for ventilation to protect it from overheating. These openings must not

be blocked or covered. Never place this product near aradiator or hegt register.



This product should be operated only from the type of power source indicated on the marking label
and manud. If you are unsure of the type of power supply you are using, consult your dealer or loca
power company.

Do not alow anything to rest on the power cord. Do not locate this product where the cord interferes
with the free movement of people.

Do not overload wall outlets and extension cords, asthis can result in fire or e ectric shock.

Never push objects of any kind into the unit. They may touch dangerous voltage points or short out
partsthat could result in fire or electric shock. Never spill liquid of any kind on this equi pment.

Unplug the equipment from the wall outlet and refer servicing to qualified service personnel under the
following conditions:

e When the power supply cord or plug is damaged or frayed

* If liquid has been spilled into the product

* If the product has been exposed to rain or water

*  If the product has been dropped or if the housing has been damaged

To reduce the risk of electrical shock, do not remove the cover from the unit or external power supply.
There are no user-servicesble parts inside this unit. Contact qualified Verilink service personnel.

Vi



8216, 8224s, 8316s,
8324s, 8512s, 8516s,
8524s

Copyright Notice

Trademarks

Documentation
Disclaimer

Warranty

FCC Requirements

~7
<7

viii 8000 Series

Copyright © 2004 Verilink Corporation. All rights reserved. No part of this publication may be
reproduced, transmitted, transcribed, stored in aretrieval system, or translated into any language
in any form by any means without the written permission of Verilink.

Manual Reorder # 34-00333.B
September 2004

Verilink® isa registered trademark of the Verilink Corporation.

All other brand and product names used herein are trademarks or registered trademarks of their
respective manufacturers.

This document does not create any express or implied warranty about Verilink or about its prod-
ucts or services. Verilink’s sole warranty is contained in its product warranty. The end-user doc-
umentation is shipped with Verilink’s products and constitutes the sole specifications referred to
in the product warranty. Verilink has made reasonable efforts to verify that the information con-
tained herein is accurate, but Verilink assumes no responsibility for its use or for any infringe-
ment of patents or other rights of third parties that may result. The customer is solely
responsible for verifying the suitability of Verilink’s products for its use. Specifications are sub-
ject to change without notice.

Verilink's product warranty is included at the back of this document.

This equipment has been tested and found to comply with the limits for a Class A digital device,
except for the 8512, which complies with Class B limits, pursuant to Part 15 of the FCC Rules.
These limits are designed to provide reasonable protection against harmful interference when
the equipment is operated in a commercial environment. Operation of this equipment in a resi-
dentid areais likely to cause harmful interference, in which case the user is required to correct
the interference at the user’s own expense.

This equipment generates, uses, and can radiate radio frequency energy, and, if not installed and
used in accordance with the instruction manual, may cause harmful interference to radio com-
munications. However, there is no guarantee that interference will not occur in a particular
ingtallation. If this equipment does cause harmful interference to radio or television reception
(which can be determined by turning the equipment off and on), the user is encouraged to try to
correct the interference by taking one or more of the following measures:

*  Reorient or relocate the receiving antenna
»  Increase the separation between the equipment and receiver

*  Plug the equipment into an outlet on acircuit different from that to which the receiver is currently con-
nected

»  Consult the dedler or an experienced radio/TV technician for help

This device must also accept any interference received, including interference that may cause
undesired operation.

WARNING: The 8224/8324 and 8524 are for use only with a certified Class 2 power supply.
See Appendix B, “ Specifications.”

WARNING: Changes or modifications to this unit not expressly approved by the party
responsible for compliance could void the user’s authority to operate the
equipment.

The NetEngine 8224/8524 complies with Part 68 of the FCC Rules and the requirements
adopted by the ACTA. On the bottom of the 8000 Series units is a label that contains, among
other information, a product identifier in the format of US:GICDDNANS85xx or
US:GICDDNANB82xx. If requested, this number must be provided to the telephone company.



1

All direct connections to network lines must be made using standard plugs and jacks
(compliant with Part 68 and the requirements adopted by the ACTA). A compliant telephone
cord with a modular plug is provided with this product. It is designed to be connected to a
compatible modular jack that is also compliant. See installation instructions for details. The
table below presents a list of applicable registration jack USOCs and facility interface codes
(FIC). These are required when ordering service from the telco.

Canadian Emissions
Requirements

Safety Precautions

IAD Port ID REN/SOC FIC usocC
8224s 1.544 Mbps SF 6.0N 04DU9-BN RJ48C jack
1.544 Mbps SF, B8ZS 04DU9-DN
1.544 Mbps ANSI ESF 04DU9-1KN
1.544 Mbps ANSI ESF, B8ZS 04DU9-1SN
8324s SDSL 0.0B RJ11C
8524s SHDSL 0.0B RJ11C

2 If the unit appears to be malfunctioning, it should be disconnected from the network lines
until the source of trouble is determined to be your equipment or the telephone line. If your
equipment needs repair, it should not be reconnected until it is repaired.

3 If your telephone equipment causes harm to the telephone network, the telephone company
may discontinue your service temporarily. If possible, they will notify you in advance.
However, if advance notice is not practical, you will be notified as soon as possible. You will
be informed of your right to file a complaint with the FCC.

4 Your telephone company may make changes to its facilities, equipment, operations, or
procedures that could affect the proper functioning of your equipment. If they do, you will
be notified in advance so you can have the opportunity to maintain uninterrupted tel ephone
service.

5 If you experience trouble with the 8000 Series units, please contact Verilink for information

on obtaining service or repairs (refer to “ Support from Verilink” on page xxv). The telephone
company may ask that you disconnect this equipment from the network until the problem has
been corrected or until you are sure the equipment is not mafunctioning. No user serviceable
parts are contained in this equipment. This equipment may not be used for coin service
provided by the telephone company. Connection to party lines is subject to state tariffs.
Contact the state Public Utilities Commission or Corporation for information. Do not attempt
to repair this equipment yourself.

This digital apparatus does not exceed the Class A limits for radio noise emissions from digita
apparatus set out in the Radio Interference Regulations of the Canadian Department of Commu-
nications.

Le présent appareil numérique n’émet pas de bruits radioélectriques dépassant les limites appli-
cables aux appareils numériques (de la class A) prescrites dans le Réglement sur le brouillage
radioél ectrique edicté par le ministére des Communications du Canada.

When handling this equipment, follow these basic safety precautions to reduce the risk of elec-
tric shock and injury:

*  Follow al warnings and instructions marked on the product and in the manual.

*  Unplug the hardware from the wall outlet before cleaning. Do not use liquid cleaners or aerosol clean-
ers. Useadightly damp cloth for cleaning.

» Do not place this product on an unstable cart, stand, or table. It may fall, causing serious damage to
the product.

» Sotsin the unit are provided for ventilation to protect it from overheating. These openings must not
be blocked or covered. Never place this product near aradiator or hegt register.

e This product should be operated only from the type of power source indicated on the marking label
and manud. If you are unsure of the type of power supply you are using, consult your dealer or loca
power company.

» Do not dlow anything to rest on the power cord. Do not locate this product where the cord interferes
with the free movement of people.
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Do not overload wall outlets and extension cords, asthis can result in fire or e ectric shock.

Never push objects of any kind into the unit. They may touch dangerous voltage points or short out
partsthat could result in fire or electric shock. Never spill liquid of any kind on this equi pment.

Unplug the equipment from the wall outlet and refer servicing to qualified service personnel under the
following conditions:

*  When the power supply cord or plug is damaged or frayed

* If liquid has been spilled into the product

* If the product has been exposed to rain or water

*  If the product has been dropped or if the housing has been damaged

To reduce the risk of electrical shock, do not remove the cover from the unit or external power supply.
There are no user-servicesble parts inside this unit. Contact qualified Verilink service personnel.
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PREFACE

About this Manual

This reference guide for the 8000 Series describes IAD features and
specifications, configuration, and cabling. It is not a users guide containing
step-by-step procedures. This manual is designed to be used as a reference
regarding commands, interface ports, configuration parameters, and other
information specific to your IAD.

Products Covered by this Manual

ADSL: 8104, 8104s, 8108, 8108s

T1/E1: 8208, 8208s, 8216s, 8224s

SDSL: 8304, 8304s, 8308, 8308s, 8316s, 8324s
SHDSL : 8504, 8504s, 8508, 8508s, 8512s, 8516s, 8524s

Manual Organization

The chapters and appendices in this manual are arranged for quick reference
when you need it. We recommend that you first read the Quick Start Guide
and then refer to the remaining chapters for more detailed information.
Appendices are designed to complement the main chapters.

® Chapter 1, "Introduction" — introduces the features of the 8000 Series |ADs,
including the hardware, indicators, and ports.

* Chapter 2, "Quick Start Guide" — describes the process of getting an IAD up
and running in atypica customer premises. This chapter is helpful if you're
new to Verilink 8000 Series products, because it lists each step, beginning
with unpacking the IAD. It also providesinformation about logging on, using
the menu interface, setting the |P address, basic configuration tasks, and
restarting the IAD. The subsequent chapters provide more detailed
information.

® Chapter 3, "Administration" — provides information about security,
configuring Simple Network Management Protocol (SNMP), upgrading
ACOS, system utilities, and other topics.

* Chapter 4, "Configuration" — details how to configure the 8000 Series for
physical connection to the network (T1/E1 and SDSL, framerelay and ATM,
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and TDM voice for channelized T1/E1 circuits) as well asrouter, bridge,
voice path, firewall, DHCP, Multicast, and NAT configuration.

* Chapter 5, "Reports" — describes the reports you can run.

® Chapter 6, "Command Line Interface" — describes how to enter and exit CLI
mode, and how to use each command in the command line interface. You
may use these commands instead of using the corresponding commands in
the menu interface.

® Chapter 7, "Troubleshooting and Diagnostics' — shows you how to
troubleshoot and diagnose your configuration when abnormal symptoms
occur in the voice or computer network.

* Chapter 8, "Verification" — describes the steps you take to verify normal
operation once you' ve installed, connected, and configured your IAD. It aso
covers maintenance and how to display the current configuration.

* Appendix A, "Menu Map" — provides a graphic view of your IAD’s menu
interface, illustrating its navigation and organization.

* Appendix B, " Specifications" — defines the specifications for the 8000 Series
IADs. In addition, this section provides ordering information and all the
connector pin assignments for the interfaces on the back of the 8000 Series
IADs.

* Appendix C, "Applications Notes" — provides various applications details.
* Appendix D, "Glossary" — provides a glossary of terms used in this manual.
Typographic Conventions

The following table lists the conventions used throughout this guide.

Convention Description

v A Notice calls attentions to important features or instructions.
A Caution alertsyou to serious risk of dataloss or other

? resultsthat may causeyou or the IAD trouble if thewarningis
not heeded.
A Warning alertsyou to therisk of serious damagetothelAD
or injury and possible death to the end user.

Customer Service and Technical Support

Verilink provides easy access to customer support information through a
variety of services. This section describes these services.

Support from Your Network Supplier

If assistance is required, contact your network supplier. Many suppliers are
authorized Verilink service partners who are qualified to provide a variety of
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services, including network planning, installation, hardware maintenance,
application training, and support services. When you contact your network
supplier for assistance, have the following information ready:

* Diagnostic error messages
® A list of system hardware and software, including revision levels
¢ Details about recent configuration changes, if applicable

Support from Verilink

If you are unable to receive support from your network supplier or want to
contact us directly, Verilink offers worldwide customer support by telephone,
e-mail, and through Verilink’s Internet Web site.

Telephone

Customer support is available 85 CST, Monday—Friday. To speak directly
with a Verilink customer service representative, you may dial one of the
following numbers:

eSales and Marketing:  800-VERILINK (837-4546)

*Technica Support: 800-285-2755 (toll-free)
256-327-2255 (local)

*Customer Service: 800-926-0085 ext. 3002 (toll-free)
*Qut-of-Warranty Repair FAX Number for Purchase Order:

256-772-3388
E-mail

You can request sales and marketing information or pose a technical support

question about your Verilink product by contacting us at the e-mail addresses
provided below. Verilink will respond to e-mailed requests for support during
regular business hours (8-5 CST, Monday—Friday).

*Sales and Marketing: info@verilink.com
*Technical Support:  support@verilink.com

Internet

Vidt Verilink’s Web site to access the latest Verilink product information,
technical publications, news releases, contact information, and more:

http://www.verilink.com

If this reference manual is revised to reflect code changes or other updates,
the most recent version will be posted to the Verilink Web site.
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Returning a Unit to Verilink

XXVi

8000 Series

If for any reason you must return your Verilink product, it must be returned
with the shipping prepaid, and packaged to the best commercial standard for
electronic equipment. For in-warranty repair, Verilink will pay shipping
charges for delivery on return. You are responsible for mode and cost of
shipment to Verilink.

You must have a Return Material Authorization (RMA) number marked on
the shipping package. To obtain an RMA number, call Customer Service at
800-926-0085, extension 3002. Products sent to Verilink without RMA
numbers will be returned to the sender unopened, at the sender’ s expense.

When calling Verilink for an RMA, please have the following information
available:

* Model number and serial number for each unit
* Reason for return and symptoms of problem

* Purchase order number to cover charges for out- of -warranty items (Faxed
purchase order required)

¢ Name and phone number of person we can contact if we have questions about
the unit(s)

The address for you to use when returning a unit to Verilink will be provided
when the RMA is issued. The standard delivery method for return shipments

is Standard Ground for domestic returns and International Economy for
international returns (unless otherwise specified).



INTRODUCTION

This chapter introduces the Verilink 8000 Series integrated access devices
(IADs) and describes their hardware and software.

As competition in the telecommunications market intensifies, carriers find
themselves under growing pressure to reduce network costs and deliver
differentiated, highly competitive services. In response to this challenge,
Verilink provides a family of IADs that incorporates the capabilities of
multiple networking devices capable of supporting multiple networking
protocols such as TDM, Frame Relay, and ATM, and multiple applications
such as the integration of voice/data and high-speed internet access. By
consolidating multiple network devices, converging multiple services, and
moving intelligence to the network’s edge, Verilink’s 8000 Series IADs lower
requirements for capital equipment, minimize operational expenditures, and
maximize carriers’ profits. Using the Verilink Series 8000 IADs to integrate
legacy networks into evolving infrastructures, service providers can now aso
enable budget-constrained customers to leverage the power of wide-area
communications for competitive advantage. In particular, these new services
allow SMBs, often lacking the resources to install and manage multiple
communications devices, to compete effectively with their larger counterparts
in the global marketplace.

The 8000 IADs are access devices that terminate a network WAN, and
provide the end user with the ability to send and receive both voice calls and
data transmissions via a single connection. The network WAN connection
may be either T1, E1, SDSL, ADSL, or SHDSL. The High POTS Port models
have from 12 to 24 POTS ports that have metal housing and a Universal
Serial Interface (USI). The Low POTS Port models have from 4 to 8 POTS
ports that provide service via individual RJ-11 ports. Low POTS Port models
are encased in a plastic housing. All models are equipped with a
10/100Base-T Ethernet interface with integrated routing protocols and
functionality.

The built-in flexibility of the 8000 Series, supporting emerging protocols such
as MGCP and SIP, enables the IAD to evolve with the network, and provides
an easily managed, cost-effective migration to VolP. The “s” version of the
8000 Series IADs provides a single unit solution that can support VoOATM
and VolP applications in a single unit. The 8208s, 8216s, and 8224s also
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support TDM. This provides the user with CPE investment protection,
reduced inventory and training requirements, as well as a built-in migration
path from TDM or VOATM to VolP by a simple reconfiguration of the unit.
No costly truck rolls or forklift upgrades are required.

The Verilink IADs are ideal for service providers, offering small businesses or
home offices high-quality voice and data service over broadband circuits. The
8000 Series supports any POTS device via a voice subsystem, and any
IP-based computer system (Ethernet printers; personal computers, including
Windows, Macintosh, Unix, Linux, etc.; network file servers, and other
network devices via a LAN subsystem.

Interfaces and Features of the
Low POTS Port Platform Architecture

Low POTS Port Platform Architecture

The Low POTS Port IADs are based on a single-board, fixed-configuration
architecture. Each unit supports one WAN interface (TL/E1, SDSL, ADSL,
SHDSL), one LAN interface, and four or eight POTS interfaces. The units are
housed in a plastic enclosure with an external power supply.

All units are based on a common core design consisting of a Motorola Power
QUICC CPU, 16 or 8 Mbytes of dynamic memory, and 2 Mbytes of FLASH
memory. Voice packetization and processing are handled by Texas
Instruments Digital Signal Processors (DSP).

Low POTS Port Features

1-2
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The Verilink Low POTS Port IADs provide a highly interoperable,
cost-effective voice and high-speed data integration solution that is compatible
with industry-leading DSLAM and Voice Gateway manufacturers. These
IADs prioritize voice packets and dynamically allocate bandwidth between
voice and data services. Features include the following:

* For SDSL, supportsthe following DSLAMs:
ATM: Lucent, Nortel, and Nokia
Frame Relay: AccessLan, CopperMountain, and Paradyne.
* Supports the following V oice Gateways: CopperCom, JetStream, TdSoft,

Broadsoft, MetaSwitch, Cirpack, NUERA Tollbridge, Nortel, General
Banadwidth, Accelerated

* Provides seamless voice and high-speed data integration over SDSL, T1/EL,
ADSL, or SHDSL

* Supports data from POTS and 10/100Base-T customer premise interfaces

® Compatible with standards-based IP, ATM, and Frame Relay WAN
protocols

* Provides RJ-11 POTS interface with Loop Start or Ground Start



® Provides dynamic and static IP routing and bridging capabilities
* Providesfirewall support vialP filtering
¢ Offers DHCP and NAT to support | P address management

®* The*“s’ versions provide support for MGCP and SIP with the flexibility to
support TDM/VOoATM/Vol P applications al in one unit

* Provides management capabilities including Telnet, SNMP, and TFTP
The Low POTS Port IADs are characterized by their different WAN
interfaces:

® 8208 — provides voice services and WAN access via T1or E1.

* 8308/8304 — provides voice services and WAN accessvia SDSL.

* 8108/8104 — provides voice services and WAN accessviaADSL.

* 8508/8504 — provides voice services and WAN access via SHDSL.

Physical and electrical specifications for the 8208, 8308/8304, 8108/8104, and
8508/8504 IADs are listed in Appendix B, Specifications.

Low POTS Port Front Panel LED Status Indicators

The Low POTS Port front panels contain five LED status indicators. Each is
described in the table below.

Figure1.1 Low POTSPort Non-"s" Version Front Panel

i

POWER  LANLINK LANACT WANLINK VOICE 8000 Series IADs

POWER LANLINK LANACT WANLINK VOICE 8000 Series IADs 2% "VVEFﬂUNK'

LED Description

POWER [lluminates when the IAD is powered on.

LAN LINK [luminates when there is an operational LAN connection on the
Ethernet port.

LANACT Flashes when there is activity on the Ethernet port.
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LED Description

WAN LINK Flashes asthe IAD is establishing alink, and illuminates solid
when there is a proper connection on the WAN port and
synchronization has been achieved.

VOICE [lluminates when there is activity on the voice ports. When
connected to a CopperCom and Jetstream V oice Gateway, it
remains lit, and blinks when there is activity. (This LED does not
remain lit when other types of voice gateways are connected, but
will illuminate when acall isactive.)

Low POTS Port Rear Panel Connectors

The Low POTS Port rear panels have the following connectors: 10/100 LAN,
CONSOLE, WAN, LIFE LINE, LINE 1-8 telephone connectors, and PWR. Each
of these connectors is described below. Each unit has a Ground, the use of
which isillustrated in Figure 2.1.

Figure 1.3 T1/E1 Low POTSPort Rear Panel Connectors

Console (DB-9) WAN Module POTS Telephone Lines
Serial Connector (RJ-48) RJ-11 Jacks

IR L 1 | [Tl Tl

|[10M00LAN]  CONSOLE | WAN | LIFELINE LINE1 LINE2 LINE3 LINE4 LINE 5 LINE 6 LINE 7 LINE 8

Ethernet Ground Life Line

(RJ-45) (RJ-11) Power Receptacle

Figure 1.4 SDS. Low POTSPort Rear Panel Connectors

Console (DB-9) WAN Module POTS Telephone Lines
Serial Connector RJ-11 (SDSL) RJ-11 Jacks

(o
[10M00LAN]  CONSOLE | wan | LIFELINE LINE1 LINE2 LINE3 LINE4  LINE 5 LINE6 LINE 7 LINE 8

Life Line
(RJ-11)

Ground

Ethernet

(RJ-45) Power Receptacle
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POWER (DC Power
Adapter)

Console (RS-232 Serial
Port)

10/100LAN
(10/100Base-T
Ether net Port)

LINE 1-8 (Telephone
I nter faces)

LIFELINE

v

WAN

Figure 1.5 ADSL Low POTSPort Rear Panel Connectors

Console (DB-9) POTS Telephone Lines
Serial Connector RJ-11 Jacks

AAAA *

POWER  CONSOLE  |101100 LAN| LINE1LINE ZLINEILINE4  LINE 5 LINE 6 LINE 7 LINE S/LIFELINE | WaN |

Ground

Power Ethernet WAN Module
Receptacle (RJ-45) (RJ-11)

Figure 1.6 SHDSL Low POTSPort Rear Panel Connectors
Ground

Life Line
(RJ-11)

o-em- i [D000)0000) @

POWER CONSOLE 10100 LAN| LINE1LINE2ZLINE3LINE4  LINE 5 LINE & LINE 7 LINE 8/ | wan |

Console (DB-9)
Serial Connector

POTS Telephone Lines
RJ-11 Jacks

Ethernet WAN Module
(RJ-45) (RJ-11)

Power
Receptacle

Connects the IAD to any AC 100-240 V outlet (adapter included).

Connects the IAD to a PC using a straight-through nine-pin serial (DB-9)
cable, for the purpose of using a terminal emulator for IAD configuration and
management.

Connects the IAD to the local area network using a CAT-5 straight-through
Ethernet cable, or directly to a PC for accessing via Telnet (using a
cross-over, customer-supplied cable).

Supports eight analog telephones via RJ-11 POTS ports.
Provides access to a telephone line when there is no power or voice gateway

to the IAD. Refer to Life Line Connection on page 2-12 for a description of
which unit uses which port for the Life Line connection.

NOTICE: The 8108 also uses the WAN connection for the Life Line connection.

Connects through WAN interface as follows:

® 8208 — T1/E1 (uses an RJ-48 connector)

® 8308/8304 — SDSL (uses an RJ-11 connector)
® 8108/8104 — ADSL (usesan RJ-11 connector).
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® 8508/8504 — SHDSL (uses an RJ-11 connector).

DataInterfaces The data connection through the IAD supports |EEE 802.1-compliant bridging

and routing. When the IAD is configured for routing, it supports Routing
Information Protocol (RIP) version 1, version 2, or static |P routing. The IAD
complies with RFC-1812 when interfacing with IPV4 routers. The IAD can
terminate the following data interfaces:

* ATM datatransport viaSDSL, SHDSL, and T1/E1 per RFC 1483 or RFC
2364

* Frame Relay datatransport via SDSL and T1/E1 per RFC 1490
* Frame Relay data transport per RFC 1483 with Q.922 frames

Interfaces and Features of the
High POTS Port Platform Architecture

High POTS Port Platform Architecture

The High POTS Port IADs are based on a single-board, fixed-configuration
architecture. Each unit supports 1 WAN interface (T/E1, SDSL, SHDSL), 1
LAN interface, and 12, 16, or 24 POTS interfaces via an RJ-21 connector.
These units are housed in a metal enclosure with an internal power supply.
All units are based on a common core design consisting of a Motorola Power
QUICC CPU, 16 Mbytes of dynamic memory, and 4 Mbytes of FLASH
memory. Voice packetization and processing are handled by Texas
Instruments Digital Signal Processors (DSP).

High POTS Port Features
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The Verilink High POTS Port IADs provide a highly interoperable,
cost-effective voice and high-speed data integration solution that is compatible
with industry-leading DSLAM and Voice Gateway manufacturers. These
IADs prioritize voice packets and dynamically allocate bandwidth between
voice and data services. Features include the following:

* For SDSL, supportsthe following DSLAMSs:
ATM: Lucent, Nortel, and Nokia
Frame Relay: AccessLan, CopperMountain, and Paradyne.
* For SHDSL, supportsthe following DSLAMS for ATM: Lucent, Nortel, and
Nokia

* Supports the following V oice Gateways: CopperCom, JetStream, TdSoft,
Broadsoft, MetaSwitch, Cirpack, NUERA Tollbridge, Nortel, General
Bandwidth, Accelerated

* Provides seamless voice and high-speed data integration over SDSL, T1/EL,
or SHDSL

® Supports data from POTS and 10/100Base-T customer premise interfaces



® Compatible with standards-based IP, ATM, and Frame Relay WAN
protocols

* Interworking feature allows Frame Relay and ATM networks to exchange
data using either FRF.5 or FRF.8 protocol

* Provides RJ-21 POTS interface with Loop Start or Ground Start
* USI supports V.35 and EIA-530

® Provides dynamic and static IP routing and bridging capabilities
* Providesfirewall support vialP filtering

¢ Offers DHCP and NAT to support | P address management

® Supports MGCP and SIP with the flexibility to support TDM/VoATM/VolP
applications all in one unit

* Provides management capabilities including Telnet, SNMP, and TFTP

The High POTS Ports are characterized by their different WAN interfaces:

* 8216s/8224s — provides voice services and high-speed Internet or corporate
connectivity over T1 or E1.

* 8316s/8324s — provides voice services and high-speed Internet or corporate
connectivity over SDSL.

® 85125/85165/8524s — provides voice services and high-speed Internet or
corporate connectivity over SHDSL.

High POTS Port Front Panel LED Status Indicators

The High POTS Port front panels contain seven LED status indicators. Each
is described in the table below.

Figure 1.7 High POTSPort Front Panel
8000 Series |IADs
) i L] ) )

LAN WAN Voice DCE DCE
Activity  Link Link  Activity

‘¥ VERILINK

LED Description
POWER [lluminates when the IAD is powered on.
LAN LINK [lluminates when there is an operational LAN connection on the

Ethernet port.
LAN Activity Flashes when there is activity on the Ethernet port.

WAN Link Flashes asthe IAD is establishing alink, and illuminates solid
when there is a proper connection on the WAN port and
synchronization has been achieved.

VOICE [lluminates when there is activity on the voice ports. Remains it
when connected to a Jetstream V oice Gateway, and blinks when
there isactivity.
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LED Description

DCE LINK [lluminates when there is alink between the IAD and data
communi cations eguipment (DCE).
DCE ACT [1luminates or blinks when there is activity on the DCE link.

High POTS Port Rear Panel Connectors

The High POTS Port rear panels have the following connectors: 10/100 LAN,
CONSOLE, T1 (or DSL, depending on model), DCE V.35/RS-530 (USI),
BATTERY BACKUP, Voice Lines, LIFE LINE, On/Off Switch, and AC POWER
INPUT. Each of these is described below. Each unit also has a Ground, a
typical diagram of which is shown in Figure 2.1.

Figure 1.8 T1/E1 High POTS Port Rear Panel Connectors

Console T Battery Voice On/Off
RS-232 "I "I l'Backup [Lines
| . | | 1 T Tamn®
. . . ) ‘ (I ()
LRl e — ] § (% L]
| 10100 LAN %E Ll w mcw, - UFEIUNE 0 o 0 0 R?Jmi%’ﬁ
I—DCE V.35 / RS-530 |—Life Line AC Power
Input
Ground
Figure 1.9 SDS. and SHDS. High POTS Port Rear Panel Connectors
Console DSL Battery Voice On/Off
RS-232 "l I' ]'Backup Lines Switch
| - | - Oﬁﬁ ® Oﬁﬁ ®
El ol ‘m () (B
'“'W" ‘?.;;“:;‘ vasfRh a0 e - - Sl ® ® Bimie
L [ [
10/100 LAN DCE V.35 /RS-530 Life Line AC POWBTJ
Input

Ground

10/100 LAN  Connects the IAD to the local area network using a CAT-5 straight-through
(10/100Base-T  Ethernet cable, or directly to a PC for accessing via Telnet (using a
Ethernet Port) cross-over, customer-supplied cable). The data interfaces connect through the
IAD supporting | EEE 802.1-compliant bridging and routing. When configured
for routing, supports Routing Information Protocol (RIP) version 1, version 2,
or static IP routing. The IAD complies with RFC-1812 when interfacing with
IPV4 routers. The IAD can terminate the following date interfaces:

* ATM datatransport viaSHDSL, SDSL, and T1/E1 per RFC 1483 or RFC
2364

* Frame Relay datatransport via SDSL and T1/E1 per RFC 1490
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Console (RS-232 Serial
Port)

WAN (T1lor DSL,
Dependingon | AD
Model Number)

DCE V.35/RS-530
(USl)

Battery Backup
VoicelLines

LIFELINE

AC Power I nput

Data I nterfaces

* Frame Relay data transport per RFC 1483 with Q.922 frames

Connects the IAD to a PC using a straight-through nine-pin serial (DB-9)
cable, for the purpose of using a terminal emulator for IAD configuration and
management.

Connects through WAN interface as follows:

® 8216s/8224s — T1/E1 (uses an RJ-48 connector)

® 8316s/8324 — SDSL (uses an RJ-11 connector)

® 85125/86165/8524s— SHDSL (uses an RJ-48 connector).

When configured as an RS-530 port with a straight-through DB-25 serial
cable, connects to your leased-line DSU/CSU eguipment. When configured
for use as V.35, Black Box Corporation provides a cable (FA058) for
conversion. To convert from RS-530 to RS-449, Black Box provides a cable
EDN57J. Contact Black Box for availability of and support for these cables.

Connects a battery backup accessory (future feature).
Supports 12, 16, or 24 analog telephones via RJ-21 connectors.

Provides access to a telephone line when there is no power or voice gateway
to the IAD. Refer to Life Line Connection on page 2-12 for a description of
which unit uses which port for the Life Line connection.

Connects the IAD to any AC 100-240 V outlet.

The data connection through the IAD supports |EEE 802.1-compliant bridging
and routing. When the IAD is configured for routing, it supports RIP version
1, version 2, or static IP routing. The IAD complies with RFC-1812 when
interfacing with 1PV4 routers. The IAD can terminate the following data
interfaces:

* ATM datatransport viaSDSL, SHDSL, and T1/E1 per RFC 1483 or RFC
2364

* Frame Relay datatransport via SDSL and T1/E1 per RFC 1490
* Frame Relay data transport per RFC 1483 with Q.922 frames
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QUICK START GUIDE

This chapter describes the steps to install, connect, and set the IP address of
the 8000 Series IAD. It introduces the menu interface and describes how to
perform basic configuration for common LAN and WAN environments. It
also describes basic operations such as resetting the IAD and logging off.

In many cases, all the information you need to get an IAD up and running is
included in this single chapter. In most ingtallations, you will proceed through
these topics in order. If your situation varies, you will find more detailed
information on installation, connection, configuration, and troubleshooting in
the chapters that follow this Quick Start Guide.

Unpacking the IAD

| AD Package
Components

Each IAD is packed and shipped in a durable container. Unpack and carefully
remove the IAD from the package and packing material.

Each IAD is shipped with the components listed below. As you unpack them,
note their condition and identity and compare the list with the packing list in
the package.

* AC power adapter and cord (6 feet long), or AC power cord
* Agency Complianceinformation sheet

* Ethernet cable (straight through), 7 feet long

* WAN cable, 7 feet long

If you note any visible damage or missing components, notify the shipping
company immediately to make a damage claim. Contact the company from
which the IAD was purchased (Verilink, or an authorized distributor) to
obtain a Return Material Authorization (RMA) for return of damaged
equipment or to order missing components. (Refer to Support from Verilink
on page XXxVv.)

NOTICE: \Verilink suggests you keep the shipping container and packing material
for future storage or shipping of the unit.
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Installing the IAD

After you unpack the IAD, find a suitable location to install the unit. Ideal
locations include a computer equipment room or a telephone or wiring closet.
You can locate the IAD on atable or shelf, or it may be wall-mounted. Install
the IAD in alocation that is generally protected and where it will be
undisturbed.

AC Power and Uninterruptible Power Supply

The IAD requires access to AC power (NEMA 15-3R). Make sure the IAD is
located within 6 ft of an AC power outlet. Locate the nearest power outlet and
plug in the supplied AC power adapter or AC power cord. If thereis an
uninterruptible power supply on premises, plug the AC power adapter or cord
into that power source.

Ensure the power cord conveniently and safely reaches the rear panel of the
IAD where the power plug or adapter jack is located.

V NOTICE: Do not attach the AC power adapter or power up the unit at this time.

Clearance Requirements

When you install the IAD horizontally, make sure you maintain at least 2
inches of horizontal distance from other IADs or other electronic equipment
to ensure adeguate ventilation and heat dissipation.

NOTICE: Due to generated heat, 8000 Series |ADs should not be stacked on top
of each other.

Wiring Requirements

Make sure the telephone wiring, LAN, and WAN cables reach the IAD and
can be dressed in a manner that is safe for the wiring, does not pull or create
lateral stress on the connectors or ports on the rear of the IAD, and does not
present a trip hazard to personnel working in the vicinity of the equipment.
Do not connect any cables or wiring at this time.

Connecting the IAD Via a Terminal Emulator

The IAD is configured and managed from either the console or Ethernet port.
A Telnet session is usually used to access the IAD via Ethernet. After you use
atermina emulator program via the console port (refer to Console Port Pin
Assignments (DB-9) on page B-6 for console port specifications) to set the IP
address, you may continue to use a terminal emulator via the console port.
The factory-set default IP addressis 192.168.1.254 for the Ethernet port.
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NOTICE: After a period of inactivity (3 min by default), the IAD automatically
terminates console-based and Telnet sessions to maintain security. To
change this value, see Configure Console Timeout on page 3-15.

Before you can connect to the IAD via Telnet, make sure the |P address is set
correctly for this network by following these steps:

* Connect the lAD toaPC
* LogintothelAD
® Set the IP address

Each of these steps is described in detail below.

NOTICE: Ensurethe IAD and PC are both powered OFF before connecting the
console cable. If both devices are not turned off when you connect the
cables, you may place the IAD in an unstable state, and you may need
to reset one or both devices before you can perform configuration tasks.

Connecting the IAD to a PC
To connect the IAD to a PC via the console port, follow the steps below.

1 Turn off both devices and insert the male connector of aDB9 serial cable
into the console port on the IAD.

2 Insert the female connector of the cable into a serial (COM) port on your
PC.

WARNING: For Ground Sart applications, ensure the I1AD is properly grounded. Refer to
Figure 2.1.
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Figure 2.1 Typical Grounding Diagram

Ground Wire

AC-to-DC Power Adapter

Telco Ground Base

[TTTTs

Preferred

Alternate* (I_.I "

-

——=
(1)
.

3 With the console cable connected, plug the AC power adapter into the IAD.
This starts the IAD, and it executes the boot process to begin normal
operation. Verify that the Power indicator on the front panel illuminates.

NOTICE: For “cold start” access, the IAD default (factory-set) |P addressis
192.168.1.254 on the Ethernet side.

NOTICE: For “ Ground Start” applications, all elements in the voice path must be
set to “ Ground Sart.”

NOTICE: AsthelAD boots, it sends status messages to the console port. If you
are connected, you will see the boot sequence progress.

NOTICE: This unit should be installed by qualified service personnel only, and
must be connected to a socket outlet with protective earthing
connection.

Logging in via a Terminal Emulation Program
With a serial cable connected, follow the steps below to log in to the IAD:

1 Openatermina emulation program (Hyperterminal, for example).



2 Select the COM port to which the IAD is connected.
3 Typeor select the settings described in the table below and save your

changes.
Setting Value Setting Value
Bits per second 19,200 Stop hits 1
Data bits 8 Flow control None
Parity None Emulation ANSI or VT100

4  Press Enter. The IAD displays the login message:

Enter Login

ID >

the cable and connections, and review the settings.

V NOTICE: If the IAD does not respond, make sure the IAD is powered up, check

5 Typethedefault supervisor level user ID (Supervisor) (or your user ID,
if changed) and press Enter. Note that both the user ID and password are
case-sensitive. The table below lists the default user IDs and passwords.

all IAD administrative tasks. Follow these procedures after performing

V NOTICE: Refer to Chapter 3, “ Administration” , for detailed procedures regarding

the basic set-up functions described in this “ Quick-Sart Guide’ .

Security L evel User ID Passwor d
User <Enter> <Enter>
Network Administrator | NetMan <Enter>
Supervisor Supervisor supervisor

6 ThelAD displays the password message:

Enter Passwo

rd >

7 Typethe default password (supervisor, or your password if different)
and press Enter. If login is not successful, the IAD displays the following

message:

Invalid UserID or Password - Try again
Press any key to continue...

8 Pressany key, and repeat the login sequence. If you cannot log in, call your

support provider for assistance.

When you first log in, the IAD displays the Main menu (Figure 2.2). The

menu may vary, depending on the IAD.

Quick Start Guide 25




configuration, refer to Managing Configuration Files on page 4-1 to

V NOTICE: If you are entering the menu to change a previously established

v
v

save the current configuration for fast restoration in case the new
configuration does not work.

Figure2.2 Main Menu

636363636 3 363636 3636 363636 36 IE 36 363636 3633333633633 3636363

3*

Main Menu *

636363636 3 363636 3636 363636 36 IE 36 363636 3633333633633 3636363

1.
2.
3.
5.
6.
7.
8.
9.
I.
D.
.
M.
T.
2.
C.
1.
P.
R.

Reports HMenu

Configure IP Router
Confiqure Bridge
Confiqure WAH

Confiqure LAH

Configqure SHHP

Configure Login

System Utilities
Interworking Connections
Configure DHCP Serwver
Configure Multicast
Configure HAT

Telephony Clock Recouvery
Diagnostics Henu

Command Line Interface
PPP Options Henu
UoicePath Configure
Reset Zystem

NOTICE: Options vary depending on the voice gateway selected in the Voice Path

Configure command. Refer to Voice Path Configuration on page 4-60.

NOTICE: Wnen the IAD prompts you for input, the current value is displayed in

parentheses. To conveniently accept the current value, just press Enter.

Setting the Ethernet Port IP Address

Before you configure the Ethernet |P address, you should know the IP address
and subnet mask that are to be assigned to this port. They may be displayed
on the work order, or you may obtain or determine the appropriate |P address
by consulting with the network administrator.

The IAD is shipped with the IP address set to 192.168.1.254 and the
subnet mask set to 255.255.255.0. To configure a port |P address, follow
the steps below.
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1 OntheMain menu, type “2.” ThelAD displaysthe Router Configuration
menu (Figure 2.3).



Figure 2.3 Router Configuration Menu
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C. Configure Port IP Address

U. Unconfiqure Port IP Address

M. Configure Port HMax Transmission Unit
5. Add/Remove a Static Route

R. Enable/Disable RIP

U. Configure RIP Uersion by Port

P. Confiqure RIP Poisoned Reverse by Port
H. Configure DHS Client

H. Configure DHCP Client

L. Configure DHCP Relay

T. Configure Telnet Server Port

A. Configure IP QoS

F. Configure IP Filtering

0. Configure IP Header Compression

B. Configure LAH IP Broadcast Destination
G. Configure Domain Hame

T roanfFinonra Hact Hamo

2 Type“c” toselect Configure Port IP. The IAD displaysthe available
interfaces. The available interfaces that display depend on the specific IAD
as shown in Figure 2.4 and Figure 2.5 below.

Figure 2.4 8308 Available Interfaces

Available Interfaces :

1. SDSL
2. 18/7188BaseT Ethernet
8. (Abort)

Selection :

Figure 2.5 8208 Available Interfaces
Available Interfaces :

1. T17E1
2. 187188BaseT Ethernet
8. (Abort)

Selection :

3 Type “2” to set the IP address for the Ethernet port. If the IP addressis
configured for the port, the IAD displays information about the interface
and a prompt such as that shown in the example below:

IF interfaces on port 1:
ID IPAddyr

a 192 168 xxx.®xx

255 255 255 128

MORHMAL

Enter connection to configure:
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4  Typethe ID number of the connection you want to configure (in this case,
“07) and press Enter.

5 Typethe new I P address, and press Enter (or press Enter to retain the
current |P address). The IAD displays the Current Subnet Mask and
prompts you for a new one.

6 Typethenew Subnet Mask (usually 255.255.255.0) and press Enter. The
IAD prompts you to select High or Normal priority.

7 Togivetheinterface normal priority, type “N” or press Enter.

8 Type “Y” or Enter to save the new | P address and subnet mask.
9 To exit, press Escape, and then type “Y” to terminate the session.
10 Quit the terminal emulator program.

11 Reset the IAD as described below (“ Resetting the IAD” ) for the new IP
address to be in effect.

NOTICE: Wnen you configure the IAD, you must restart the IAD each time you
change the settings for those changes to take effect. You may make
several configuration changes before resetting.

If you plan to use Telnet for configuration tasks (Connecting via Telnet on
page 2-9), thisis a good time to disconnect the serial cable from the PC and
IAD.

Setting the WAN Port IP Address

To set the WAN port IP address, follow the same procedures as those listed in
Setting the Ethernet Port IP Address on page 2-6.

Resetting the IAD
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Many configuration tasks require that you reset (or restart) the IAD before the
new settings or configuration will take effect. When you use the menu
interface (or the Command Line Interface - Chapter 6, “ Command Line
Interface” ) to make changes, or change the physical characteristics of the IAD
(such as the Ethernet port MAC address), you must reset the IAD.

The IAD stores all configuration settings in memory. When it restarts, it loads
the last configuration saved before it was powered down or restarted. When
restarting is required, it will be included as a step in the configuration process.

You can reset the IAD in one of the two following ways:
To reset the IAD from the menu:
1 OntheMain menu, type “R” to select Reset System.

2  Type “R” again at the prompt. This resets and starts the |AD with your
new settings.

3 Tologinagain, enter your user ID and password.



v

To reset the IAD manually, unplug the power adapter from the IAD and then
plug it back in.

CAUTION: Be sure to complete your task and return to the Main menu before
restarting the IAD manually. Resetting the IAD terminates all
telephone calls and computer sessions in progress. You should ensure
there are no services being rendered before resetting the 1AD.

Connecting via Telnet

“ “

To manage the IAD viathe LAN (or Intranet), you must set an IP address for
the Ethernet port before you can use Telnet to access the IAD.

Although you can also access the IAD using Telnet via the WAN (provided a
management DLCI or PVC is configured along with a WAN [P address), this
section describes connecting via the LAN. For information about setting the
IP address of the WAN port (Refer to Managing Configuration Files on

page 4-1.)

If you configure a RADIUS Client, you must use a RADIUS-authenticated
User ID/password for Telnet access. If the RADIUS server or the connection
to the RADIUS Client goes down, Telnet access will not be permitted. For
information about configuring a RADIUS client (Refer to RADIUS Server
Settings on page 3-4.)

Running Telnet

Before you use Telnet to log into the IAD, ensure the IAD and your PC are
connected to the same network via straight-through Ethernet cables (or
directly connected via a cross-over cable), and you know the | P address of the
IAD. Both devices must be on the same subnet.

To log in, follow the steps below.
1 Run Telnet onyour PC.

2 Typethe IP address of the Ethernet port (refer to Setting the Ethernet Port
IP Address on page 2-6), click Connect and then press Enter to gain the
attention of the IAD. The IAD responds by prompting you to enter your
Login ID.

3 Typeyour user ID and press Enter. The IAD will then prompt you to enter
your Password.

NOTICE: After a period of inactivity (three minutes by default), the IAD
automatically terminates console-based and Telnet sessions to maintain
security. To change this value, refer to Configure Console Timeout on
page 3-15.

NOTICE: Default user IDs and passwords are listed in the table on page 2-5. For
information on security levels, and user 1D and password management
see IAD Security on page 3-1.
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Navigating the IAD
Menu Interface

Entering Settings and

2-10

Values

Using Default or
Current Values

Exiting the Menu
Interface

v

8000 Series

4  Typeyour password and press Enter to display the Main menu (Figure 2.2).

NOTICE: Theuser ID and password transmit as clear text, which may be
captured by unauthorized individuals. If you are concerned with
network security, you may not want to use Telnet to configure the IAD.

Menus in the IAD configuration system are arranged hierarchically. That is,
you select single-key options to navigate down to display specialized menus
and specific tasks, and press the Escape key successively to return back to
menus higher in the interface.

The specific menus, submenus, and commands that display depend on the
interfaces for the specific |AD, the options configured, and the security level
you use to log in.

To select a menu item, type the option displayed to the left of the item.
Although character options are displayed in upper case, the IAD accepts both
upper- and lower-case options. It is not necessary to press Enter after typing
the selection — the IAD immediately responds with a request for input or
another menu for more options.

For a hierarchical map of the Main menu, its menus and commands, see
Appendix A.

When the IAD requests input for a setting or configuration value, type it at
the prompt. Press the Enter key to terminate the input and proceed to the next
step. The IAD responds with error messages if a value is incorrect, or it
displays the current menu so you can continue with related tasks.

The IAD displays a default or current value in parentheses immediately to the
right of each message, just to the left of the command prompt. To accept this
value, press the Enter key.

For example, when the prompt asking you to enter a new Subnet mask
displays, you may press Enter to cause the IAD to set 255.255.255.0 as the
Subnet Mask value. Using the Enter key to skip through default or current
values often speeds the process of proceeding through a family of input steps
to more quickly reach the input step where you wish to change a value.

To exit the menu interface, return to the Main menu using the Escape key,
and press Escape one more time. When the IAD asks you to confirm, press
vy to exit or press Return to accept the default value “N” to cancel the exit.

NOTICE: After exiting, you can quit the terminal emulator or Telnet session. If
you made changes to the configuration that require resetting the 1AD,
be sure to do so before exiting.




Basic IAD Configuration

Each IAD is shipped with a default configuration set in the file default.st.
Once you make any changes to your IAD, anew file is created to store the
new configuration—config.st—to preserve the default settings.

After you have configured the IAD for correct operation in a customer’s
premises, the current system settings in the config.st file may be saved as the
default configuration file (custdef.st), and you may choose to set the IAD to
boot from this file each time it is reset. Y ou may also copy thisfile to a PC or
TFTP server for downloading to other identically configured IADs. Once you
have replaced the original custdef.st file, you cannot retrieve it. Consider
copying the custdef.st file to a safe location before replacing it.

To perform basic IAD configuration, follow the steps below.
* Configurethe LAN IP address, if not already completed (page 2-6).

* Configure each of the WAN options and the DSLAM profile (page 4-2 and
the pages following 4-1).

* Create and configure at least one DLCI (page 4-32) or PVC (page 4-24) for
datatraffic and set the WAN |P address (page 2-6).

* Configure static or default route (page 4-42) or enable bridging (page 4-53)
for all data traffic.

® Create and configure aDCLI (page 4-32) or PV C (page 4-24) for voice
where required, and select appropriate voice gateway settings (page 4-61).

* Reset the IAD (page 2-8) to enable all configuration changes.

NOTICE: You must reset the IAD after configuring |P addresses before you may
add routes.

Connecting LAN, WAN, and Telephones

This section details how to connect the IAD to the computer and telephone
systems the IAD is intended to support.

Before proceeding, make sure you have an appropriate seria cable for your
PC, identify the LAN switching equipment where you'll connect the IAD,
identify the telephone cables, and verify that WAN service is installed and
configured by the service provider.

When you've completed this section, reset the IAD so it can synchronize
these physical connections.

Ethernet LAN Connection

The Ethernet LAN port on the rear of the IAD is an RJ-45 jack for
10/100Base-T Ethernet cables. If the IAD is intended to act as an Internet
gateway for the LAN in the customer’s premises, connect the IAD to the
switch, hub, or router using an Ethernet straight-through cable.
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NOTICE: You may temporarily connect the IAD directly to a PC for Telnet
configuration (without going through a hub or router). The Ethernet
receiver automatically detects the type of Ethernet cable
(customer-supplied).

WAN Connections

WAN connections vary, based on the WAN interface on your IAD. The 8308
isan SDSL-equipped IAD and uses an RJ-11 connector to connect to the rear
panel WAN connection. To make the connection, plug the SDSL cable into
the R}11 WAN connector. (Refer to page B-6.) The 8208 is a
T1/El-equipped IAD and uses an RJ-48 connector on the IAD rear panel for
WAN connection. To make the connection, plug the cable from the ATM
network into the RJ-45 WAN connector. Refer to page B-6 to see the pinouts
for the T/E1 connection.

Telephone Connections

The 8000 Series IADs provide eight RJ-11 ports for POTS devices. These
devices may be POTS telephones, modems, FAX machines, or other
POTS-compatible devices.

Life Line Connection

The |ADs have an RJ}11 Life Line associated with the POTS line. (Refer to
the table below.) The Life Line is an analog line that can be directly
connected to the PSTN. In case of power loss or loss of voice gateway
connection, the designated POTS line automatically switches to the Life Line
connection.

Product LifeLine Port
8208/8208s, 8308/8308s/8304/8304s, POTSLinel
82165/82245/83165/83245/85125/85165/8524s

8104/8104s, 8504/8504s POTSLine4
8108/8108s, 8508/8508s POTSLine8

NOTICE: The 8104/8108 uses the WAN connection for the Life Line connection.

USI Connection

If your IAD is equipped with a USI port, you may connect it now. Located on
the rear panel, the port uses a shielded, DB25 connector. The connector is
DCE - data is transmitted on the receive pin and received on the transmit pin.
The V.35 and EIA-530 interfaces use different voltage levels. You must
supply the appropriate cable for each interface. Refer to Appendix B for
pinout connections.



Confirming Proper Setup

When you have completed the tasks in this chapter, reset the IAD and test
your configuration for proper data and voice operation. Reset the IAD

(page 2-8) to synchronize the physical connections using the verification
procedure described in Chapter 8.
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IAD Security

ADMINISTRATION

This chapter describes how to control security to your IAD, validate users
using a RADIUS Server, configure SNMP via IP or AAL2 Embedded
Operations Channel (EOC), upgrade |AD software, and perform other general
and utility-oriented tasks.

NOTICE: Wnen the IAD prompts you for input, the current value is displayed in
parentheses. To conveniently accept the current value, just press Enter.

v

NOTICE: After setting IAD Security parameters, you must reset the 1AD
(page 2-8) for the new settings to take effect.

To maintain |AD security, the IAD provides multi-level login access using a
single user ID and password, which you can set at the following levels:

® User

* Network Administrator

® Supervisor

The user ID at the User security level may be modified, but the user ID at the
Network Administrator and Supervisor levels may not.

The password for each security level may be changed. Although you may use
the same password for al security levels, Verilink recommends that you use a
different one for each level. The table below lists the privileges available at
each security level.
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Security level

Privileges

Supervisor

This user level isthe highest level. Userswho log in as
Supervisor have full accessto all IAD features (menu
and command line interface, including changing User
security level, user ID, and any level passwords, plus
complete IAD configuration capability.

Network Administrator

At thislevel, users may perform tasks that alter the
network settings of the |AD, plus are able to accessto al
data networking configuration menus, and can update
routing and bridging information and status.

This user can change the password at thislevel, and also
can change the User-level User ID and password, and
can access all display-only menus.

At thislevel, users user cannot modify WAN or LAN
settings, alter derived timing, use the Command Line
Interface, or modify voicepath settings.

User

At thislevel, the user has access to display-only menus,
and can view the current configuration, interface, and
media statistics, routing and bridging information, and
status. The user may change this level User ID and
password, but cannot make or save any changes to the
configuration of the IAD.

To maintain IAD security, a user with Supervisor privileges should modify
the User security level user ID and passwords for both User level and
Network Administrator level prior to placing the IAD into production.

The table below lists the default values for the user IDs and passwords:

Security L evel User 1D Passwor d
User <Enter> <Enter>
Network NetMan <Enter>
Administrator

Supervisor Supervisor supervisor

The user ID and password may contain up to 17 alphanumeric characters.
These values are case sensitive; spaces and punctuation characters are not

allowed.

The |AD can store only one user ID and password at each security level.

Password Configuration Menu

To access the Password Configuration menu, type “8” (Configure Login) on

the Main menu.
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Figure 3.1 Password Configuration Menu
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. Display RADIUS Configuration

. Disable RADIUS Confiquration
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Change User ID

To change the user ID for the User security level (the only security level that
allows the user 1D to be changed), follow the steps below.

1 Type“1” tochangetheuser ID for the User security level.

2 Typethe new User ID (up to 17 characters) and press Enter. The IAD
informs you that the user 1D has been updated.

3 ResetthelAD.

Including User I Ds and Passwordsin Config Filesfor Multiple Site
Distribution

If you create master configuration files for distribution to multiple IADs, you
may include the user ID and passwords directly in the configuration file to
reduce configuration tasks.

NOTICE: Wnen the user ID and passwords are stored in a configuration file, the
IAD saves the configuration file immediately upon rebooting, without
requiring the log-in process. The user ID and passwords are stripped
from the configuration file before saving to prevent a security risk.

Using atext editor, update the config file by adding the following attributes in
the [user] category:

userid={string}
password={string}
netman-password={string}
support-password={string}

The password parameter is for User-level access, the “netman” password is
for Network-Administrator-level access, and the “supervisor” password is for
Supervisor-level access.
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Change User Password

To change a password at any security level, you must sign on at or above the
security level you're changing and follow the steps below.

1 Typev2”,“3”,0r “4” onthePassword Configuration menu to change the
password for the selected level.

2 Enter the password for the current level.

3 Enter the new password after the prompt, or press Enter to enter a null
password.

4  Enter the new password (or Enter) again, to confirm the change.

The IAD immediately updates the password. The next time you log in at that
level, the new password will be in effect.

NOTICE: You cannot use the Escape key to exit the password update command.
To exit, deliberately enter an incorrect password at the confirmation
step, or reset the IAD.

RADIUS Server Settings

You can use a RADIUS Server to determine the validity of unknown user
ID/password pairsin your IAD. Verilink does not provide a RADIUS Server;
the user must provide a RADIUS Server to use this feature. For more
information on RADIUS Server, see RFC 2865.

If you configure a RADIUS Server, the IAD must be able to successfully
connect to the RADIUS Server. This requires WAN configuration, 1P
configuration, static or default routes, and other configurations for your
network. Additionally, you must use a RADIUS-authenticated user
ID/password for Telnet access. If the RADIUS Server becomes inoperative,
Telnet access will not work.

To use a RADIUS Server, set the following options:

® Change the primary or secondary RADIUS Server Address

® Change the primary or secondary RADIUS Server Encryption Secret
* Display RADIUS Server Configuration

Each of these settings is described below.

Change Primary (or Secondary) RADIUS Server Address

To change the primary or secondary RADIUS Server address, follow the steps
below.

1 Type “5” onthe Password Configuration menu to select Change Primary
RADIUS Server Addressor Type “7” to select Change Secondary
RADIUS Server Address. The IAD displays the current Radius Server and
prompts you to enter a new one by IP Address or name.

2 Typethe IP addressin one of the following formats and press Enter.



IP address
Fully-qualified host and domain names
(for example: radius.Verilink.com—maximum 42 bytes)

NOTICE: If you enter host and domain names, you must configure the IAD as a
DNSclient (see page 4-45).

3 ResetthelAD.

Change Primary (or Secondary) RADIUS Encryption Secret
To change the primary or secondary RADIUS encryption key, follow the
steps below.

1 Type “6” onthe Password Configuration menu to select Change Primary
RADIUS Encryption Secret or type “8” to change Secondary RADIUS
Encryption Secret. The IAD displays the current Radius Encryption Secret
and prompts you to enter a new one.

2 Typethe new encryption key and press Enter.
3 ResetthelAD.

Display RADIUS Configuration
To display the current RADIUS Server configuration, follow the steps below.

1 Type “9” onthe Password Configuration menu to select Display RADIUS
Configuration. The IAD displays the following information:

Primary RADIUS Server:
Primary RADIUS Secret:
Secondary RADIUS Server:
Secondary RADIUS Secret:

Disable RADIUS Configuration

To disable the RADIUS Server configuration, type “x” on the Password
Configuration Menu (Figure 3.1). The IAD disables both the Primary and
Secondary RADIUS Server configurations.

Setting Up SNMP

v

NOTICE: After updating SNMP settings, you must reset the 1AD (refer to
page 2-8) for the new settings to take effect.

SNMP is supported via Internet Protocol (IP) and the Loop Emulation System
Embedded Operation Channel (LESEOC). The LESEOC interface is only
available with either the AAL2/LES CAS or ELCP voice gateway. This
interface allows the voice gateway to monitor and control specific IAD
operationa parameters.
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NOTICE: Some voice gateways with this feature require a read-write community
name of LESEOC to be configured in the IAD.

The SNMP Configuration menu is accessible from the Main menu. Y ou may
enable SNMP via IP, EOC, or both. Traps may be sent to a configurable IP
address, the EOC, or both. The System Contact, System Name, and System
Location may aso be configured. These values are accessible via the RFC
1213 MIB.The IAD supports the following SNMP settings:

¢ System Contact

* System Name

® System Location

* SNMP Community

* SNMP Trap Host IP Address

The following SNMP traps are supported:

® System reset

* Attemptsto access SNMP with an invalid community name
® Starting and stopping TFTP within SNMP

The |AD supports MIBs for RFCs 1213, 1317, 1406, 1493, and 1463 as well
as af-vmoa-0174 (AAL2/LES MIB).

SNMP Configuration Menu

3-6

To display the SNMP Configuration menu, type “7” on the Main menu. Each
of the menu’s configuration options is described below.

Figure 3.2 SNMP Configuration Menu
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E. Enable/fDisable SHMP wia IP

F. Enable/fDicable SHMP via EOC

A. Enable SHHMP via both IP and EOC

B. Disable SHMP via both IP and EOC

P. Configure System Contact

H. Configure System Hame

L. Configure System Location

T. Configure SHMP Trap Host IP Address

U. EnablefDisable SHHMF Traps via EOC

D. Configure Restart Trap Hax Delay

3. SHHP Uersion 3 Henu

V NOTICE: The strings you enter in SNMP are not case sensitive.
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Enable/Disable SNMP via IP
To Enable or Disable SNMP via IP, follow the steps below.

1

Type “E” onthe SNMP Configuration menu to enable or disable SNMP via
IP. The IAD displays the current status of SNMP.

To enable SNMP, type “E” or “D” to disable. ThelAD savesthe
configuration (if changed).

Continue with other SNM P settings, or press Escape to return to the Main
menul.

Reset the IAD.

Enable/Disable SNMP via EOC
To Enable or Disable SNMP via EOC, follow the steps below.

1

Type “F” onthe SNMP Configuration menu to enable or disable SNMP via
EOC. The IAD displaysthe current status of SNMP.

To enable SNMP, type “E” or type “D” to disable. The IAD savesthe
configuration (if changed).

Continue with other SNM P settings, or press Escape to return to the Main
menul.

Reset the IAD.

Enable SNMP via Both IP and EOC
To Enable SNMP via Both IP and EOC, follow the steps below.

1

2

3

Type “2A” on the SNMP Configuration menu to enable SNMP via |P and
EOC. The IAD saves the configuration.

Continue with other SNM P settings, or press Escape to return to the Main
menul.

Reset the IAD.

Disable SNMP via Both IP and EOC
To Disable SNMP via both IP and EOC, follow the steps below.

1

2

3

Type “B” on the SNMP configuration menu to disable SNMP via IP and
EOC. The IAD saves the configuration.

Continue with other SNM P settings, or press Escape to return to the Main
menul.

Reset the IAD.

Configure System Contact

To configure the System Contact, follow the steps below.
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Type “P” on the SNMP Configuration menu to configure system contact
(up to 39 aphanumeric characters). The |lAD displays the current system
contact and prompts you to enter anew one.

Type the name of the new contact person or department and press Enter.
The lAD save the configuration.

Continue with other SNM P settings, or press Escape to return to the Main
menul.

Reset the IAD.

Configure System Name

To configure the System Name, follow the steps below.

1

Type “N” on the SNMP Configuration menu to configure the system name
(up to 39 aphanumeric characters). The |lAD displays the current system
name and prompts you to enter anew one.

Type the new system name and press Enter. The |AD saves the
configuration.

Continue with other SNM P settings, or press Escape to return to the Main
menul.

Reset the IAD.

Configure System Location

To configure the System Location, follow the steps below.

1

Type “L” on the SNMP Configuration menu to configure the system
location (up to 39 alphanumeric characters). The IAD displays the current
system location and prompts you to enter anew one.

Type the name of the new server location and press Enter. The IAD saves
the configuration.

Continue with other SNM P settings, or press Escape to return to the Main
menul.

Reset the IAD.

Configure SNMP Community

The value you set must match the write community name of the SNMP host
to enable the SNMP Set operation. If you enable SNMP and the read-write
Community Name is null, SNMP enters read-only mode with a community
name of “public.”

1

Type “L” on the SNMP Configuration menu to select Configure System
Location. The IAD displays the current community name and prompts you
to enter anew one.

Type the name of the SNM P community to which your system belongs and
press Enter. The IAD saves the configuration.



3 Continue with other SNM P settings, or press Escape to return to the Main
menul.

4 ResetthelAD.

Configure SNMP Trap Host IP Address
To configure the SNMP Trap Host 1P Address, follow the steps below.

1 Type“T” onthe SNMP Configuration menu to select Select Configure
SNMP Trap Host |P Address of the system setup for trap operations. The
IAD displaysthe current | P address and prompts you to enter anew one.

2 Typethe IP address and press Enter. The | AD saves the configuration.

3 Continue with other SNM P settings, or press Escape to return to the Main
menul.

4 ResetthelAD.

Enable/Disable SNMP Traps via EOC
To Enable or Disable SNMP Traps via EOC, follow the steps below.

1 Type “u” onthe SNMP Configuration menu to enable or disable SNMP
trapsvia EOC. The IAD displays the current status.

2 Toenabletrapsvia EOC, type E. To disable them, type D. The IAD saves
the configuration.

3 Continue with other SNM P settings, or press Escape to return to the Main
menul.

4 ResetthelAD.

Configure Restart Trap Maximum Delay
To configure Restart Trap Maximum Delay, follow the steps below.

1 Type “D” onthe SNMP Configuration menu to configure the restart trap
maximum delay time. The |AD prompts you to input a new value.

2 Typethe new value in seconds and press Enter. The IAD saves the
configuration.

3 Continue with other SNM P settings, or press Escape to return to the Main
menul.

4 ResetthelAD.

Defining Different SNMP Version 3 Categories

SNMP 3.0 requires the configuration of six data structures on the SNMP 3.0
menu (Figure 3.3), which is accessible from the SNMP Configuration menu.
Menu options are available to configure a default set of structures, which will
allow SNMP 1.0 or SNMP 3.0. Choose Option 3 on the SNMP 3.0
Configuration menu to set a simple default configuration.
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Figure 3.3 SNMP V3 Configuration Menu
* SHMP U3 Configuration Menu *
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A. Configure SHHMP Community Entry

B. Configure SHHMP Target Entry

C. Configure SHHMP Group Entry

D. Configure SHHMP fccess Entry

E. Configure SHHP VUiew Entry

F. Configure SHHMP User Entry

G. Delete SHHP Community Entry

H. Delete 5HHWP Target Entry

I. Delete SHHP Group Entry

J. Delete 5HHP Access Entry

K. Delete SHHP Uiew Entry

L. Delete 5HHMP User Entry

M. Display SHMP Community Entries

H. Display SHHP Target Entries

0. Display SHHP Group Entries

P. Display SHHP Access Entries

0. Display SHHP Uiew Entries

R. Display SHHP User Entries

1. Set Default Version 1 Configuration
3. Set Default Uersion 3 Configuration

Two SNMP “community entries’ are generated: public (read-only
community), and a read-write community. Since a read-only community of
public is the default for all SNMP implementations, you are encouraged to
reconfigure the first community entry to a more secure value.

The “target entries” specify who may access the IAD via SNMP. The first
entry, named “everyone,” allows access from the entire Internet. Entries are
added if an IP trap host is configured, or if EOC access is configured. For
example, if you want only IP addresses 1.2.3.0 through 1.2.3.255 to have
SNMP access to the IAD, you will reconfigure the target entry with the
address of 1.2.3.0, and the mask 255.255.255.0. Note EOC access is specified
by the reserved | P address 255.255.255.255.

The “group entries” specify which version of SNMP to allow: 1.0 or 3.0 (user
security model).

The “access entry” specifies which version of SNMP to allow, the security
level (MD5 authorization encryption), and which views are accessible.

The “view entry” specifies which portion of the MIB is accessible or not
accessible. For example, it is possible to create a view to allow access to the
ATM Forum LES MIB from the EOC, and alow the entire MIB to be
accessible from an I P location.

The “user entry” applies to SNMP 3.0 only. This is where you configure the
MD5 authorization encryption password.



LAN Configuration Menu

The IAD LAN port may be set for full duplex Ethernet operation if your IAD
is set up as a router (page 4-38). Full duplex mode allows simultaneous
transmission and receipt of Ethernet packets.

On the Main menu, type “6” (Configure LAN) to display the LAN
Configuration menu.

Figure 3.4 LAN Configuration Menu
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Current Duplex Hode : - Line is detected as Half Duplex
- Transceiver is manually set to Half Duplex

Current Ethernet Speed : - AUTO HEGOTIATED - 18 mbit/s

1. 18 Hbps Full Duplex

2. 18 HMbps Half Duplex

3. 188 Hbps Full Duplex

4. 188 Hbps Half Duplex

L. Auto Hegotiate the Speed, Full Duplex

6. Auto Hegotiate the Speed, Half Duplex

7. Auto Hegotiate the Speed and Full/Half Duplex Hode

8. Display HMII & FEC Registers

Establishing LAN Speed and Duplex Mode

1 Typethe option number of the speed and duplex mode. The IAD savesthe
configuration.

2 Press Escape to return to the Main menu.
3 ResetthelAD.

is set to full duplex, you may enable it in the IAD. If you enable
full-duplex Ethernet in the IAD when the switch is operating in normal
half-duplex mode, your 1AD will not communicate on the LAN.

V NOTICE: Full duplex Ethernet operation is controlled by the switch. If the switch

You can display the current LAN settings using the Display Current
Configuration command in the Reports menu (page 5-1).

Upgrading the System

Periodically, Verilink may provide new software that you will download to
the IAD to upgrade the system. Y ou must use TFTP to perform the file
transfer when upgrading the entire system.
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IADs. For information, refer to the Voice Gateway manufacturer’s

V NOTICE: Some gateways directly support file transfer as a means of upgrading
operating manual .

To use TFTP, you must configure both the IAD and the computer that
contains the TFTP Server program, a program for the computer that you
license separately.

Using TFTP Servers via LAN or WAN

Before the IAD can access a LAN or Intranet-based TFTP server, you must
configure the I P address of the Ethernet port (page 2-6) on the same subnet as
your TFTP server, and the IAD must be connected to the LAN.

To access a WAN-based server, you must configure the T/E1 or SDSL
Interface with a management DLCI or PVC and a WAN |P address. For
information about setting the IP address of the WAN port, see Setting the
WAN Port IP Address on page 2-8 or WAN Configuration Menu on page 4-4.

Copying the Source Files

Typicaly, you will receive two ZIP files (a core ZIP file and an application
ZIP file) for each upgrade.

First, extract each file into a single directory on your PC. Then, set the
directory as the path that the TFTP Server will use to send files to the IAD
(often identified as upload/download or outbound directory).

Upgrading via TFTP

If your TFTP Server is not running, start it now and note the |P address of the
computer it is running on. To upgrade the IAD software, follow the steps
below.

1 OntheMain menu, type “9” to display the Utilities menu (see).
2 Type “x” to display the File Transfer menu.

Figure 3.5 File Transfer Menu
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. Load Boot ROH

Update ACOS [acos.bin]

Update Entire System

. File Transfer Utilities

- TFTP 3Server Menu

- D X om
.

3 Type “x” to update the entire system (you must use TFTP).
4 Respond by typing “Y” to continue.
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5 ThelAD prompts you to enter the IP address of the TFTP Server.
6 Typethe IP address of the TFTP Server and press Enter.

As file transfer progresses, the IAD reports the status of each file being
copied. Two files — acos.bin and boot.bin — will only be copied if they match
the platform to guard against loading incorrect system files onto an IAD.

NOTICE: If the IAD cannot locate the first file to download (typically
release.dat), the update will fail. Make sure you have assigned a valid
IP address and subnet mask, and you're on the same subnet as the
TFTP Server. Use the Ping command to ping the IAD and try again.

Upon completion, the IAD reports the success or failure of each file transfer,
and then reports the completion of file transfer and resets.

Verifying the Upgrade

To verify that the files downloaded successfully after being transferred,
observe the boot sequence. The IAD displays the software version in the
Verilink banner.

You may also display the current configuration (page 8-2) to validate the
firmware version.

Utilities Menu

The Utilities menu contains utility commands, including several menus to
upgrade IAD software and support ACOS application development.

To display the Utilities menu, type “9” on the Main menu. Option “U”
(high-port count IADs only) will display the US| port menus.

Administration 3-13



Ping Utility

314

8000 Series

Utilities Menu
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P. Ping Utility

T. Trace Route

Z. Configure Console Baud Rate

U. Configure Console Timeout

R. Hard Reset or Reload ACDS from FLASH

. Set System Defaults

. Save System Settings as Defaults

E. Display Event Log

L. Clear Event Log

A. Clear "Last Reset Reason'

M. Time Zone Henu

H. Display Configuration File

F. File System Henu
G. Debug Henu
%. File Transfer Menu

Each option on this menu is described in detail below.

To check for a device on a network, follow the steps below:
1 Type “P” on the Utilities menu.

2 Typethe IP address or complete host name. If you enter a host name, you
must enter the domain name also (i.e., mycomputer .mydomain. com) .

3 Typethe ping packet size.

4 Typethe number of timesto ping (0 causes Ping to run until you press
Escape).

The IAD displays the following report:

Pinging: 192_168 xxx.xxx
Size: 32 bytes...

Ping Humber 1 of 1 (Esc to quit)
Reply from: 192 168 HXH.XXX
Size: 32 bytes

Time: < 5 mS

=x%% Ping Summary seex

Packets Sent -1
Packets Received : 1
Packets Lost bl i
Average Ping Time - { 5 ms



Trace Route
1 Type“T” onthe Utilities menu and press Enter.

2 Typethe IP address or complete host name. If you enter a host name, you
must also enter the domain name (i.e., mycomputer.mydomain.com). The
IAD displays each hop, as shown in the following sample report:

Trace Route Results 192 168 . xx=_mxxl
1 <5ns 192 168 xxd.¥xx

Configure Console Baud Rate

To set the console port baud rate (for connecting to Hyperterminal via a serial
cable), follow these steps:

1 Type “z" onthe Utilities menu to display the following menu:

Current Console Baud Rate is: 19288

Enter Hew Console Baud Rate

B. Unset {(use Default)

1. 9680
2. 19288
3. 384088
L. 57608
5. 115288

2 Type“0” toreset the baud rate to the default (19200 bps), or select a
specific baud rate and press Enter.

3 Reset the IAD to use the new console port settings. Be sure the terminal
settings are the same as the console port settings.

NOTICE: The new baud rate table will take effect only after you either recycle the
power or reset the IAD.

Configure Console Timeout

To maintain security, you can set the amount of time a console or Telnet
session remains alive before termination due to inactivity. To set the timeout
period, follow these steps:

1 Type “v” onthe Utilities menu to display the Console Timeout Statusand a
prompt for you to enter a new Timeout value or disable the Timeout.

2 Typeavalue between 0-60 minutes (default 3) and press Enter or type “0”
(zero) to disable the Timeout feature.
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indefinitely, and may pose a security risk. Quitting a terminal
emulator session does not terminate the console port session. You
must log off before quitting to avoid creating a security risk.

W CAUTION: Wnen the Timeout value is set to zero, sessions will stay alive
@)

Reset or Reload ACOS from FLASH

When you perform a hard reset, the IAD resets, using all values set during the
active session and reloads ACOS from flash memory. To perform a hard
reset, follow these steps:

1 Type “R” onthe Utilities menu. The IAD displays the following:
Sure you want to do a Hard Reset? (Y/N)->

2 Enter “v” toimmediately perform ahard reset and reload ACOS, replacing
it.

Set System Defaults

You may set the IAD to boot from the previoudy saved custom configuration,
or boot from the factory-supplied configuration file as described below.

1 Type “D” onthe Utilities menu. The IAD displays the following menu:

Figure 3.6 System Default Menu
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1. Custom Defaults
2. Factory Defaults

2 Type “1” to set the previously saved custom configuration file as the boot
file
Type “2"” to set the default.st config file as the boot file.

3 ThelAD displays awarning and asks you to confirm your decision.

4  Type “Y” to confirm the process. The IAD updates the setting and displays
the Utility menu.

5 Reset thelAD to reboot with the new config file.

Save System Settings as Defaults

To save the current configuration as the custom default or backup
configuration, follow the steps below.

1 Type “w” onthe Utilities menu. The IAD displays awarning and asks you
to confirm your decision.
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2 Type “Y” todelete the default.st file and save the current configuration
(stored in config.st) as custdef.st, a custom default configuration file.

The IAD saves the custom configuration file and displays the Utility menu.

Display Event Log
To display the event log, type “E”. The IAD displays the event log (sample

:11.588
:51.95%

Systen
System
system
System
System
System
Systenm
Systen
Systen
TELHET
TELHET
TELHET
TELHET

shown):

Figure 3.7 Event Log

reset

soft reset from menu

reset

soft reset from menu

reset

soft reset from menu

reset

soft reset from menu

reset

session
session
session
session

command
command
command
command
started from 192_168 . Xxx. XXX
ended from 192_168 . XxXx.®XxX

started from 192168 Xx=.¥xXx
ended from 192168 _xxx.xx¥Xx

L4L:38.245% TELHET session started From192.168  xxH.=xx
12:57:43.9088 TELHET session ended from 192,168 xxH.xx:

1:21:7:13.118 TELHET session started from 192,168 .xxX.X%x%
1:21:18:29.67% TELHET session ended from 192.168 . xxX.X%x%
1:21:11:26.345 TELHET session started from192.168 Xx®.XXX
1:21:28:8.818 TELHET session started from 192.168 XXX XxX
1:21:28:36.388 TELHET session started from192.168 . xxXx.xxx
1:21:38:52_.775% TELHET session ended from 192 168 Hxx.xxx

Clear “

Press any key to page through the log.

Last Reset Reason”

Under certain circumstances, the IAD is able to determine the reason the IAD
was reset. Thisinformation is stored and displayed when the IAD reboots, and
is also displayed on the Current Configuration screen (Displaying the Current
Configuration on page 8-2), when known.

After the reset reason is noted, you can delete the currently stored reset reason
from the IAD. To do so, type “A” on the Utilities menu. The IAD deletes any
existing reset reason, and displays the Utility menu.
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Time Zone Menu

The Time Zone menu () is used to help set the current time. When the IAD is
reset or the power is cycled, the IAD will use Network Timing Protocol
(NTP) to obtain the current time.Time Zone Menu

36 36 I 36 36 3636 36 36 I IE I 36 36 36 IEIE IE-I6IE I3 I I -IEIEIE-IE I I3 I IE I I3 I3 I I I I EIHEE

* Time Zone Henu *
3636 3636 3636 36 36 36 3636 36 363636 36363633336 336363636 I I NI NN

Current time zone offset is -8 hours B minutes.
Time zone is currently: Pacific Zone

0. Configure Time Zone Offset

H. Configure Time Zone Hame

C. Clear Time Zone Hame

In the Time Zone menu, you may specify your time zone so the time
displayed on statistics screens will be your loca time. To set, type “0” and
then type in your time zone offset from Greenwich Mean Time (GMT). For
example, for Pacific Standard Time (PST), you would type in an offset of
“—8.” Type “N” to enter a text label for your time zone.

Display Configuration File

Select this option to view the IAD’s current configuration. You may also
capture the configuration for documentation or debug purposes.

File System Menu

The File System menu contains commands to manage files on the IAD. To
display the File System menu, type “F” on the Utilities menu.

Figure 3.8 File System Menu

36 3636 36 36 36 36363636 336 3E-IE-I6 I -363E 36 3636 36336366 I IE I 3636363636 36 IE 3636363636 I I 36 I3 I IIEHE
* File System Henu *
363636 36 36 IE I 36 36 36 336 I IE-IE I I3 36 I I I 633636 I IE I 3636 I I IE I 6336 I I I I

D. Directory of all files

C. Copy file

R. Rename File

X. Remove File by name

F. Format File System drive

5. Space left in File System

To perform atask, type the option and read how to proceed by referring to the
appropriate section below.
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Directory of all Files

To display the files stored in flash memory, type “D” on the File System
menu. The IAD displays the files and size. Page down the list by pressing any
key. The IAD displays the amount of free memory at the end of the list.

Copy File
To duplicate a file with a new name, follow the steps below.

1 Type“c” ontheFile System menu. The IAD promptsyou for the name of
the source file.

2 Typethe name of the existing file (including the suffix) and press Enter.
The lAD prompts you for the name of the new file.

The IAD copies and saves the file with the new name. When the operation is
complete, the IAD displays the File System menu.

Rename File
To rename afile, follow the steps below.

1 Type “R” onthe File System menu. The IAD prompts you for the name of
the file to rename.

2 Typethe new name of the file (including the suffix) and press Enter. The
IAD prompts you for the name of the new file.

The IAD renames the file with the new file name. When the operation is
complete, press any key to display the File System menu.

CAUTION: Renaming files is permanent, and may render the |AD inoperative or
unable to boot.

Delete File
To permanently remove afile, follow the steps below.

1 Type “x” ontheFile System menu. The IAD prompts you for the name of
thefileto delete.
2 Typethe name of thefile (including the suffix) and press Enter.

The IAD deletes the file. When the operation is complete, the IAD displays
the File System menu.

CAUTION: Déleting files is permanent, and may render the |AD inoperative or
unable to boot.
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Format File System Drive

Reformatting the file system permanently removes al filesin the IAD. This
command is reserved for use by Verilink network engineers.

WARNING:The Format File System command is reserved for use by Verilink
engineers. Use of this command permanently erases every file in the |AD,
rendering it inoperative.

Space Left in File System

To display the amount of free space in the file system (flash memory), type
vs” on the File System menu. The |AD displays the free space.

File Transfer Menu

3-20
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The File Transfer menu allows you to transfer groups of files to or from the
IAD. To display the File Transfer menu (see Figure 3.5 on page 3-12), type
»x” on the Utilities menu. To perform a specific task, type the option and
proceed to the corresponding section below.

Load Boot ROM

1 Type “B” ontheFile Transfer menu to download the Boot ROM to the file
system on the IAD.

Figure 3.9 File Transfer Method Menu

3636 36 I3 3363636 I IE-IE-2IEIE-IEIIE I I IEIE-I-IEIE-H-IEIEIE 36 IE-I-IEIEEIE I

* File Transfer HMethod *
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1. Receive via TFTP
2. Receive via XMODEHW

2 Type“1” touse TFTP, or “2” to use XMODEM to transfer the file to the
IAD.

The IAD displays the prompts you for the | P address of the TFTP server.
Typethe IP address of the TFTP server and press Enter.
The |AD displays the following prompt for the file name to transfer:

o 01~ W

Type the name of the file and press Enter. To exit without transferring the
file, press Escape or Enter without typing the file name.

7 When XMODEM isselected, if thefileis not located, the IAD promptsyou
for the file transfer speed.

8 ThelAD transfersthefilevia TFTP or XMODEM.

Perform a hard reset to reset the IAD (page 3-16) whenever you load a new
version of boot ROM. Performing a normal reset is not recommended.



Update ACOS [acos.bin]

1

Type “0” on the File Transfer menu to display the File Transfer Method
menu and download V erilink’s Atlas Communications Operating System
(ACOS) tothefile system in Flash memory onthe lAD. Thefileis stored on
the IAD as acos.bin. The IAD displaysthe File Transfer Method menu.

Type“1” touse TFTP, or “2” to use XMODEM to transfer the new
version of ACOSto the IAD. If you select XMODEM, proceed to step 5
below.

The lAD prompts you to enter the IP address of the TFTP server.

Typethe |P address of the TFTP server and press Enter. The IAD displays
the following prompt for the file name to transfer:

Type the name of the file and press Enter. To exit without transferring the
file, press Escape or Enter without typing the file name. When XMODEM is
selected, if the fileis not located, the IAD prompts you for thefile transfer
speed. The IAD transfersthe file via TFTP or XMODEM.

Perform a hard reset (page 3-16) to reset the IAD whenever you load a new
version of ACOS. Performing a normal reset is not recommended.

Update Entire System

1

Type “xX” onthe File Transfer menu to update the IAD by transferring the
upgrade package of files provided by Verilink. The number and type of files
varies by IAD. The IAD uses TFTP to download files sequentially to the
IAD. The IAD displays a confirmation prompt.

Type “y” to continue, or any other character to escape. The IAD prompts
you for the IP address of the TFTP Server.

Typethe IP address of the TFTP server and press Enter. The IAD transfers
each of the system files.

When the file transfers are complete, perform a hard reset (page 3-16) to
restart the IAD. Performing a normal reset after updating the system is not
recommended.

File Transfer Utilities

To perform file transfers for any files, type *A” on the File Transfer menu to
display the File Transfer Method menu to download a file to the file system in
the IAD. The IAD displays the File Method menu.

1

Type“1” touse TFTP, or “2” to use XMODEM to transfer the file to the
IAD. If you select XMODEM, proceed to step 3. The IAD prompts you to
enter the |P address of the TFTP server.

Typethe IP address of the TFTP server and press Enter. The IAD displaysa
prompt for the file name to transfer.

Type the name of the file to transfer and press Enter. To exit without
transferring the file, press Escape or Enter without typing the file name.
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When XMODEM s selected, if the file is not located, the IAD prompts you
for the file transfer speed.

After the IAD transfers the file via TFTP or XMODEM, reset the IAD
(page 2-8) to use the new file. If you transfer acos.bin using this option,
perform a hard reset (page 3-16).

TFTP Server Menu

Type “T” on the File Transfer menu to display the TFTP Server menu
(Figure 3.10) where you can enable and disable read access, write access, and
console outpuit.

Figure 3.10 TFTP Server Menu

3636 36363 36 I 3363636 3636 IE I I IEIEIEIEIEIEIE-IE I I IEIE-IIEIEIE I I I IEIE-IEIE M-I I I

* TFTP Server HMenu *
36 3636 36 I I I I I 3636 I 36 I IE I3 I I I IE I IE I IE I IE I IE I IE I I IE I IEIEIE I IEIEIE I I
IP Read access = enabled
IP Write access = disabled

EOC Read access enabled
EOC Write access = disabled
Console output = disabled

R. Toggle Read Access via IP
W. Toggle Write Access wvia IP
5. Toggle Read fAccess via EOC
&%. Toggle Write fAccess wia EOC
]. Toggle Console Output

E. Enable All TFTP Transfers
D. Disable All TFTP Transfers

The |AD displays the current settings directly below the menu heading. To
successively enable or disable access or output, execute the option again. The
IAD saves the configuration and displays the menu. When the options are set
correctly, reset the IAD for the changes to take effect.
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Introduction

CONFIGURATION

v
v

This chapter describes WAN, Router, Bridge, Voice Path, Firewall, DHCP
Server, and NAT Configuration.

NOTICE: Wnen the IAD prompts you for input, it displays the default or current
value in parentheses. To conveniently accept this value, just press Enter.

NOTICE: You must reset the IAD (refer to page 2-8) for configuration changes to
take effect.

Managing Configuration Files

Each IAD is shipped with a factory default configuration set in the file
default.st. Once you make any changes to your 1AD, a new file (config.st) is
created to store the new configuration.

After you have configured the IAD for correct operation in a customer’s
premises, the current system settings in the config.st file may be saved as the
custom default configuration file (refer to Set System Defaults on page 3-16).
You may also copy this file to a PC or TFTP server for downloading to other
identically configured IADs. Once you have copied over the custom default
file (custdef.st), you cannot retrieve it. Y ou should consider copying the
custdef.st file to a safe location before replacing it.
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WAN Configuration

Basic WAN Setup Tasks

The IAD WAN can be configured for ATM, Frame Relay, or HDLC
protocols, depending on the interface. (Refer to the flowchart in Figure 4.1.)
The T1/E1 and SDSL interfaces support ATM, Frame Relay, and HDLC. The
ADSL and SHDSL interfaces support ATM only. The USI interface supports
Frame Relay and HDLC. To set up the IAD for voice and data operation, you
must first perform these basic tasks listed below:

4-2
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* :Configure the WAN interface for your IAD (page 4-4)
* Select ATM or Frame Relay as the datalink protocol (page 4-3)
* For ATM protocol, configure ATM PV Cs (page 4-24) and ATM options

(page 4-30)

* For Frame Relay protocol, configure Frame Relay DLCI s (page 4-32) and
Frame Relay options (page 4-35)

* Configure the voice path (page 4-61).

Figure4.1 WAN Configuration Flowchart

System Defaults

¢

FR Options

Physical
Interface
Data Link
ATM Options ATM Frame
Relay
Define Define
PVCs DLClIs
Voice Data Voice
Select ‘ Bridge Select
Voice IP ‘ Voice
Gateway . Gateway
| IP over Bridge |
Configure Configure
Voice Voice
App. App.

Data

‘IP Bri‘dge

IP over Bridge



Setting the WAN Port IP Address

Before you configure the WAN port | P address, you must get the proper |P
address and subnet mask address identified for Internet access by your
network administrator.

1 Type“2” ontheMain menu (Figure 2.2). The IAD displays the Router
Configuration menu (Figure 2.3).

2 Type “C” to select Configure Port IP Address. The IAD displays the
availableinterfaces, which depend on the specific IAD as shown in Figure
2.4 and Figure 2.5.

3 Select the option for the interface you wish to configure with the | P address.
I P addresses already configured will be listed with an ID such asis shownin
the example below.

IP interfaces on port 1:
ID IPAddr IPHask Priority

a 192168 . HHK. 2xXR 255 255 255 .128 HORMAL

Enter connection to confiqure:

4 Typethe ID number of the connection you want to configure and press
Enter. To overwrite alisted |P address, select the corresponding I1D number
(inthiscase“0"). To add | P addresses on the interface, select adifferent ID
number (in thiscase“1-7").

5 Typethe new IP Address, and press Enter (or press Enter to retain the
current |P address). The IAD displays the Current Subnet Mask and
prompts you for a new one.

6 Typethe new Subnet Mask and press Enter. The IAD prompts you to select
High or Normal priority.

7 Togivetheinterface normal priority, type “N” or press Enter. Select “H”
for high.

8 Type “Y” or Enter to save the new |P Address and Subnet M ask.

9 Reset the |AD as described below (also refer to Resetting the |AD on
page 2-8) for the new | P address to be in effect.

ldentifying the WAN Interface and Datalink Protocol

The sections you'll refer to in this manual for WAN configuration depend on
the IAD model and the datalink protocol you choose.

Voice and data traffic are each carried in their own PVCs (ATM protocol) or
DLClIs (Frame Relay protocol). You may define up to eight PVCs or DLCls
for voice and data.

For avoice circuit, asingle PVC or DLCI can carry the voice traffic for all
voice ports on the IAD. (Refer to Voice Path Configuration on page 4-60.)
The high-port IADs aso have a Universal Seria Interface (USI) port. Menus
for the USI port are included on the high-port IADS” WAN configuration
menus.
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First, identify your IAD and datalink protocol using the information listed in
the tables below. Then, perform the tasks as directed.

T1EL, SDSL,or 1. Configure T1/E1 (page 4-10), or configure SDSL (page 4-6), or
USI with Frame configure USI (page 4-21)

Relay 2. Set the datalink protocol to Frame Relay (page 4-21)

3. Configure DLCIs (page 4-32)

4. Configure Frame Relay options (page 4-35)

5. Configure the voice path (page 4-60))
TVUEL, SDSL, 1. Configure T1/EL (page 4-10), or configure SDSL (page 4-6), or
ADSL, configure ADSL (page 4-18), or configure SHDSL (page 4-19)
SHDSL with Set the datalink protocol to ATM (page 4-21)
ATM

2

3. Configure PV Cs (page 4-24)

4. Configure ATM (page 4-30)

5. Configure the voice path (page 4-60)

WAN Configuration Menu
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Configuring the IAD for voice transmissions across the WAN involves several
tasks. Tasks in this chapter are described beginning at the WAN
Configuration menu, which varies based on the WAN interface and datalink
protocol.

Figure 4.2 WAN Configuration Menu - Configuring SDSL
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= WAN Configuration Menu *

636 3636 33636 IE-3E-IE-IEIE I I I IE I IEIE-I-IE I I IEIEIE DI I I M-I

Configuring SDSL

. Quick Configuration

. Configure Datalink Protocol
. Configure Physical Interface
. Configure PUCs

. Configure ATH Dptions

LMo

Figure 4.3 WAN Configuration Menu (ATM) - Configuring TI/E1
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* WAH Configuration Henu *
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Configuring T1/E1

. Configure Datalink Protocol
. Configure Physical Interface
. Configure PUCs

. Configure ATH Options

-~



NOTICE: The options displayed on the WAN Configuration menu above are the
options you will see if ATM is the configured Datalink Protocol (refer to

“ Configure Datalink Protocol” below).

NOTICE: You must sign on as Supervisor to configure the WAN interface. Be sure

to reset the IAD when you have finished making changes to WAN
settings. Resetting the |AD causes the configuration changes to take
effect.

Figure 4.4 WAN Configuration Menu (Frame Relay) - Configuring TL/E1
JE-3E 36 3636 IE I I I I I I I IE I I3 I IE I I I I I IE I I IE I I I I

* WAN Configuration Henu *
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Configuring T1/E1

1. Configure Datalink Protocol
2. Configure Physical Interface
3. Configure DLCIs

4. Configure FR Dptions

Figure 4.5 WAN Configuration Menu - Configuring ADS_
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* WAH Configuration Henu *
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Configuring G7@878 ADSL ATU-R

1. Configure Datalink Protocol
2. Configure Physical Interface
3. Configure PUCs

4. Configure ATH Options

Figure 4.6 WAN Configuration Menu - Configuring SHDSL
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* WAN Configuration HMenu *
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Configuring G2237 xDSL

1. Configure Datalink Protocol
2. Configure Physical Interface
3. Configure PUCs

4. Confiqure ATH Options
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Figure 4.7 WAN Configuration Menu - Configuring US
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* WAH Configuration Menu =
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Configuring Universal Serial

1. Configure Datalink Protocol
2. Configure Physical Interface

Figure 4.8 WAN Configuration Menu - Configuring TDM
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* WaAH Configuration Henu *®
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Configuring T1/E1 TDM Uoice

1. Configqure Datalink Protocol
2. Configure Physical Interface

Figure 49 WAN Configuration Menu (USl) (High-Port-Count |ADs Only)
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* WAH Configquration Menu *
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Configuring Universal Serial

1. Configure Datalink Protocol
2_ Configure Physical Interface

Although you must reset the IAD when you have completed WAN
configuration, you may configure all WAN configuration (i.e., each numbered
option) before resetting the IAD.

Configure Physical Interface — SDSL

The tasks described in this section all begin on the SDSL Configuration menu
(Figure 4.10). Y ou should review and update each of these options as
necessary, and always reset the IAD when you finish SDSL configuration.

To configure the SDSL interface, Type “2” (Configure Physica Interface) on
the WAN Configuration menu to display the SDSL Configuration menu.
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Toggle SDSL Mode
(CPE or CO)

A4

Set SDSL Speed to
Auto Cycle (Nokia)

Set SDSL Speed to
Auto Sense (Copper
Mountain)

Figure 4.10 SDSL Configuration Menu
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* SDSL Configuration *
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Current SDSL confiquration:

CPE, AUTO Cycle, Bit Order: Sign.Hag,

SPEED = 1744 Kbps, Conexant AutoBaud: Disabled

. Toggle 3DSL Hode {(CO or CPE)

. Set SDSL Speed to Auto Cycle {Hokia)
. Set SDSL Speed to Auto Sense {Copper Hountain)
. Enable/Disable Conexant AutoBaud Hode
- 3et SDSL Sync Delay {Lucent)

- 5et SD5L to AccessLan CPE Hode

- 3et SDSL for IWMAS DSLAM {Hortel)

. Set SDSL Speed Hanually

. SDSL Interface Hode {Bit Order)

. Configqure SDSL Auto Cycle Speed Table
. Display SDSL Auto Cycle Speed Table

- - -~ B~ Y o I L I L B

ESC to return to previous menu

-

NOTICE: The options you see on the SDSL Configuration menu depend on the
specific DSLAM.

To select CPE or CO Mode, follow the steps below.
1 Type“1” onthe SDSL Configuration menu (Figure 4.10). The IAD
displays the current SDSL Mode and prompts you to change it.

2 Type“1” toselect CO, or type “2” to select CPE. The IAD sets the mode
and redisplays the SDSL Configuration menu.

NOTICE: The CO Mode is reserved for testing. CPE is the normal mode.

To select Auto Cycle - Nokia DSLAM, type “2” on the SDSL Configuration
menu to set the SDSL speed to Auto Cycle for connecting to a Nokia
DSLAM.

The IAD saves the configuration and redisplays the SDSL Configuration
menul.

To select Auto Sense — Copper Mountain DSLAM, type “3” on the SDSL
Configuration menu (Figure 4.10) to set the SDSL speed to Auto Sense for
connecting to a Copper Mountain DSLAM. The IAD saves the configuration
and redisplays the SDSL Configuration menu.
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Enable/Disable
Conexant Autobaud
Mode

Set SDSL Sync Delay

(Lucent)

Sat SDSL to AccessLan
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CPE Mode

Set SDSL IMAS
DSLAM (Nortd)

Set SDSL Speed
Manually

8000 Series

1 Type“4” onthe SDSL Configuration menu (Figure 4.10) to enable or
disable Conexant Autobaud mode. The IAD displays the current setting and
prompts you to changeit.

2 Type“E” toenableor “D” to disable Autobaud mode. The IAD savesthe
configuration and redisplays the SDSL Configuration menu.

To set the SDSL Sync Delay (Lucent), follow the steps listed below.

1 Type“5” onthe SDSL Configuration menu (Figure 4.10) to enable Sync
Delay, which is paired with Conexant Autobaud mode. The IAD displays
the current Autobaud setting and prompts you to change it.

2 Type “E” toenable or “D” to disable Autobaud mode. If you disable
Autobaud, you must set the SDSL data rate manually. The IAD prompts
you to enter the SDSL Rate.

3  Enter the rate (144 to 2320 kbps, evenly divisible by 8) and press Enter.

4 ThelAD savesthe configuration and redisplays the SDSL Configuration
menul.

Type “6” on the SDSL Configuration menu (Figure 4.10) to set the IAD to
CPE Mode for connecting to an AccessLan DSLAM. The IAD saves the
configuration and redisplays the SDSL Configuration menu.

1 Type“7” onthe SDSL Configuration menu (Figure 4.10) to set the SDSL
first-try speed for connecting to an IMAS (Nortel) DSLAM. The IAD
displaysthe IMAS First Speed Option menu (Figure 4.11).

Figure 4.11 IMASFirst Speed Option Menu
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* IMAS First Speed Option *
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Select First Speed to Try

. 2328 Kbps
- 1744 Kbps
. 1536 Kbps
- 1152 Kbps
. 768 Kbps
. 384 HKbps
. 192 HKbps
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2 Typethe option to select the appropriate SDSL speed.

The IAD saves the configuration and redisplays the SDSL Configuration
menul.

1 Type “8” onthe SDSL Configuration menu (Figure 4.10) to set the SDSL
speed manually. The |AD prompts you to enter the SDSL Data Rate.

2 Typetherate (144 to 2320 kbps, evenly divisible by 8) and press Enter. The
IAD asksyou if you wish to set Datato Framed Mode.



3 Enter “v” for Framed Mode, or any other character if you are connecting to
aDSLAM other than aNokiaDSLAM.

The |AD saves the configuration and redisplays the SDSL Configuration
menul.

Set SDSL Interface 1 Type “9” onthe SDSL Configuration menu (Figure 4.10) to set the SDSL
Mode interface mode (bit order). The IAD displays the current setting and prompts
you to set the DSL Interface Mode.

2 Type“1” to set Interface Mode to Magnitude, Sign, or type “2” to set
Interface Mode to Sign, Magnitude.

The |AD saves the configuration and redisplays the SDSL Configuration
menul.

ConfigureSDSL Auto 1 Type “c” onthe SDSL Configuration menu (Figure 4.10) to configure any
Cycle Speed Table of the 14 SDSL auto cycle speed table entries. The |AD prompts you to
enter the SDSL Auto Cycle Speed.

2 Typethe value of the entry to configure. The IAD prompts you for the
SDSL Data Rate.

3 Typethe datarate (144 to 2320 kbps, evenly divisible by 8).

The IAD saves the configuration and redisplays the SDSL Configuration
menul.

Display SDSL Auto  Type “P” on the SDSL Configuration menu (Figure 4.10) to display the
Cycle Speed Table SDSL Auto Cycle Speed Table as shown in below.

Figure 4.12 SDSL. Auto Cycle Speed Table

Entry 3SDSL Speed
23200088
23200088
1744008
1744008
1536008
1536008
115208088
11520088
7Gsea0
18 7Gsea0
11 J84000
12 J84000
13 1920088
14 1920088

L= T = T I T - P

Quick Configuration for SDSL WAN

NOTICE: The Quick Configuration menu is designed to easily configure
predefined settings for specified DSLAMSs.
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The 8000 Series contains a number of predefined configurations for physical
connections and PV Cs.

To use one of the predefined configurations, follow the steps below.

1 OntheWAN Configuration Menu (Figure 4.4), type “5” to display the
Quick Configuration menu.

Figure 4.13 Quick Configuration Menu
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* Quick Configuration *

3636 36 363636 3636 I I I I I I IIEIE-IEIE-HIEIE-IEIEIE 336336 I I I I

#x System will reset after changing confiquration ==

Current configuration:
Differs from listed configurations

. Lucent Stinger (Conexant Autobaud, Payload Scrambling
. Hokia (Auto Cycle)

. Copper Hountain (Auto Sense)

. Paradyne (Unframed 784kbps, Payload Scrambling)

. Accesslan CPE

. Hortel IHMAS

. ATH {Unframed, 1152kbps fixed)

. Frame Relay {784kbps fixed)
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2 Typethe option corresponding to the DSLAM to which the IAD is
connected. The IAD automatically resets.

3 To continue configuration, log back onto the IAD.

Configure Physical Interface — T1/E1

The tasks described in this section all begin on the T1 or E1 Configuration
menu. The tasks are described in order. Review and update each of the
options as necessary, and reset the IAD when you finish WAN configuration.

Type “2” on the WAN Configuration menu (Figure 4.4) to display the T1
Configuration menu (Figure 4.14).



Figure 4.14 T1 Configuration Menu

3636363636 36 363636 36 36 3636 363636 363636 3633636363636 363636363636 363636363636 3636363 I:E WK

= T1 Configuration HMenu =
FE-36- 3636 36 36 36 36 36 36 36 3636 36 36 IE 36363636 I I I I3 I I3 I3

T1 Frame Hode = E5F
Line Build Out = @ dB
B82S coding = EMABLED
Channels Enabled = 1-24
Idle Channel Code = Bx7F

Tx Clock Source External (Loop Clocking}

1. Select Frame HMode (D&% or ESF)
2. Select Line Build Out

d. Select B8Z25 or AMI

4. Configure Loopback

L. Configure Active Channels

6. Configure Idle Channel Code
8. Configure Clock Source

9. Change to E1 HMode

P. Display Physical Layer Stats and Alarm Log
Z. Clear Physical Layer Stats

The top part of the menu displays the current configuration. Y ou can change
the configuration by selecting the appropriate option in accordance with the
details provided below for each option. Remember always to reset the IAD
when you finish T1 configuration.

Sdect FrameMode (D4 To select the Frame Mode, follow the steps below.

or ESF) 1 Type“1” ontheT1 Configuration menu (Figure 4.14) to select Frame

Mode (D4 or ESF) and display the T1 Frame M ode menu:
Figure 4.15 Select T1 Frame Mode Menu

FE -3 36 3636 36 36 363 IE I3 IE-IE--IEIE-IEIIE I IIEIE-IE-IEIEIEIE I I

* Select T1 Frame Hode *
36 3E 36 336 3 3 36 36 I I 36 3 I I 36 I I 36 I I I I I I I I NF

T1 Frame Hode = ESF

1. E5F Frame Hode
2. D4 {or SF) Frame Hode

2 Type“1” to select ESF Frame Mode, or “2” to select D4 Frame mode.
The IAD resets the interface and redisplays the T1 Frame Mode menu.

3 Press Escape to return to the T1 Configuration menu.
4 Continue with other configuration tasks.

Sdlect Transmit Line  To select Line Build Out, follow the steps below.

Build Out 1 Type“2" ontheT1 Configuration menu (Figure 4.14) to display the Line

Build Out menu.
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Figure 4.16 Select Line Build Out Menu

363636 36 3636 3363633636 I 36 I I IE I3 IE-IE I IEIE-I-IEIE-IIEIEIIEIEIIE M

*

Select Line Build Out *

363636 36 3636 3363633636 I 36 I I IE I3 IE-IE I IEIE-I-IEIE-IIEIEIIEIEIIE M

Line Build Out = @ dB

. A To 133 Feet (Short haul)
. 133 To 266 Feet {(Short haul)
. 266 To 399 Feet {(Short haul)
. 399 To 533 Feet {(Short haul)
. 533 To 65%% Feet {Short haul)
. A dB (Long haul}
. —f.5 dB {Long haul}
. —1& dB (Long haul)
- —22.% dB {Long haul)

L =D I = T g Iy L L R

Type the option to select the line build out that corresponds to the T1 span
length in use. The IAD resets the interface and redisplays the Select Line
Build Out menu.

Press Escape to return to the T1 Configuration menu and continue with
other configuration tasks.

To select B8ZS or AMI, follow the steps below.

1

To set zero suppression, type “3” on the T1 Configuration menu (Figure
4.14) to select B8ZS or AMI. The IAD displays the current setting and
prompts you to changeit.

Type “Y” to change the setting.

Press Escape to return to the T1 Configuration menu and continue with
other configuration tasks.

To configure loopback, follow the steps below.

1

Type “4” onthe T1 Configuration menu (Figure 4.14) to configure
loopback. The IAD displays the current setting for each type of loopback
and ESP loopback commands, and the L oopback Configuration menu.

Typethe option number “17, “27, 37 “4a” or “5” to enable or disable
loopbacks. The IAD makes the change and resets the interface.

Type “6” to enable or disable receipt of ESF loopback commands. (This
option isvalid only when Framing Mode is set to ESF). The |AD savesthe
changes and redisplays the Select L oopback Configuration menu.

Type “7” to configure the loopback time-out period.

Press Escape to return to the T1 Configuration menu and continue with
other configuration tasks.

To configure Active Channels, follow the steps below.



1 Type “5” onthe T1 Configuration menu (Figure 4.14) to select the
Channel Configuration Menu (Figure 4.17). Use this menu to determine
which DS0s have data.

Figure 4.17 Channel Configuration Menu

3 36 3E I I3 IE I IEIE I I I IE I IE I I I IE I I I I

* Channel Confiquration Menu *
3 3E I I I3 I I I IE I IEIE-IEIEIEIE IE IE IE I I I I I I IE I I

Channels Enabled = 1-24

1. Enable All Channels

2. Disable All Channels

2. Toggle Individual Channels

4. Add Channel Range

L. Auto Detect D58 On Boot

6. Auto Detect D58 After Carrier Fail
7. Auto Detect D58 While Protocol Down
8. Disable Auto Detect DSA

5. 3tart D38 Search How

Each option on this menu is described in detail below.

Enable All Channels
Type *1” to enable al channels for voice traffic.

Disable All Channels
Type “2” to disable all channelsfor voice traffic.

Toggle Individual Channels

Type “3” to toggle channels on which to configure individual DSO0s for voice
traffic.

Add Channel Range

Type “4” to enable arange of channels on which to configure DSOs for voice
traffic.

NOTICE: The Channel Configuration menus options 5, 6, 7, 8, and S described
below are only accessible on the 8208 and 8208s units.

Auto Detect DSO On Boot

Type “5” to automatically search for voice DSOs immediately upon system
boot or reboot when the WAN has detected the carrier as “up.”

Auto Detect DSO After Carrier Fail

Type “6” to automatically search for voice DSOs every time the TI/E1 carrier
has dropped and re-synced. For this option, the T/E1 carrier can be physically
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interrupted or the service provider can send AlS. Either will cause the TI/E1
framer to lose frame sync and initiate a voice DS0 search.

Auto Detect DSO While Protocol Down

Type “7” to automatically search for voice DSOs while the TI/E1 carrier is
“up,” but the WAN layer protocol is“down.” When this option is selected, the
service provider changes to the voice DSO assignment on the WAN layer. The
WAN protocol should then go “down” (bounce/reset) and initiate a new voice
DS0 search. DSO detection will only occur when the WAN protocol transitions
from “down” to “up.”

Disable Auto Detect DSO
Type “8” to disable DSO auto detection.

Sart DSO Search
Type “s” to immediately begin a search for voice DSOs.

Type *6” on the T1 Configuration menu to assign a vaue to idle channels.

To Configure the Clock Source, follow the steps below.

1 Type “8” ontheT1 Configuration menu to select Configure Transmit
Clock Source, which will display the Select Tx Clock Source menu (Figure
4.18) with a status message.

Figure 4.18 Select Tx Clock Source Menu

63636 3636 36 336 I I3 336 IE-IE-IE 3636 I I3 363636 IEIEIE I I I

* Select Tx Clock Source *
36 36 36 3E I I 36 36 336 I I I I I IE 6 I I I3 IE I IE I I I I W

T% Clock is derived from Rx clock {Slave Hode).

1. External (5lave Hode)
2. Internal (HMaster HMode)

2 Type“1” to select Externa or Slave mode, or type “2” to select Internal
or Master mode. The IAD saves the configuration and resets the interface.

3 Press Escape to return to the T1 Configuration menu and continue with
other configuration tasks.

4 After youreset the IAD, you will see a prompt to type “1” to select
Externa or “2” to select Internal mode. Enter your selection.

The IAD saves the configuration and resets the interface.



Changeto E1 Mode

Type “9” on the T1 Configuration menu (Figure 4.14) to switch from T1 to
E1 mode (Figure 4.19). (This menu option changes to T1 when the IAD is
configured for E1.)

Figure 4.19 E1 Configuration Menu
363636 3€ 36 3 3636 36 3 I I 36363636 36 3636 I 3636 36 I I 3 336 36 I I3 363636 363636 36636

*® E1 Configuration Menu =
63636363636 36 36 36 IE 36 I I 363636 I 36 36 36 36 3 36363636 363636 36363636 363636 363636 636333

E1 Frame HMode = FAS
Channels Enabled = 1-31
Idle Channel Code = Bx7F

T% Clock Source External (Loop Clocking)

1. Select Frame/CRCY4 HMode

3. Configure S-Bits

4. Configure Loopback

5. Configure Active Channels
6. Configure Idle Channel Code
8. Configure Clock Source

9. Change to T1 Hode

P. Display Physical Layer Stats and Alarm Log
2. Clear Physical Layer Stats

Sdect Frame/CRC4  Type “1” on the E1 Configuration menu to display the E1 Frame Mode
Mode menu (Figure 4.20). From this menu, you may select the framing for the
network side of the DSU/CSU (default is FAS).

Figure 4.20 E1 Frame Mode Menu

€336 3636 I 363636 IE 36336 I IEIE-HIEIE-IE-IIEIE-I-IEIE I IE I

* Select E1 Frame Hode *

€336 3636 I 363636 IE 36336 I IEIE-HIEIE-IE-IIEIE-I-IEIE I IE I

E1 Frame Hode = FAS

1. FAS

2. FAS (CRCY Enabled)

3. Multi-Frame CAS

4. Multi-Frame CAS {CRCY4 Enabled)

Configure S-Bits Type “3” on the E1 Configuration menu to display the Configure S-Bits
menu (Figure 4.21). Toggle to display the status of specia bits found in
timeslot zero.
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Figure 4.21 Configure S-Bits Menu

36 363636 36 3 3 363636 36336 363636 36 I I I3 3636366363636 36 I 363633363636

* Configure S5-Bits Henu *
3E 363636 36 3636 36 363 36336 I6-IE 36 IE 366 IE-IEIE IE 33636336366 I 6366363636366 EE

Sa4 Bit = Cleared
Sat Bit = Cleared
Sa6 Bit = Cleared
Saf Bit = Cleared
%ag8 Bit = Cleared

. Toggle Sah Bit
. Toggle Sa5 Bit
. Toggle Sa6 Bit
. Toggle Sa? Bit
. Toggle Sa8 Bit

[= T ¥ I iy =

ConfigureLoopback Type “4” on the E1 Configuration menu to select Configure L oopback,
which will displace the menu shown in Figure 4.22

Figure 4.22 Select Loopback Configuration
36 36 3636 363636 363636 36 36 3636 36 36 36 36 3636 36 36 36 3636 26 36 36 36 36 6 E I

#  Select Loopback Configuration =
36 3636 36 36 36 36 36 3636 36 36 3636 36 3636 363636 3 336 3636 3636 363363 I W

Active Loopback : Hone
Loopback Timeout (Hinutes) : 20 Minutes

1. Start/3top Payload Loopback
2. Start/Stop Line Loopback
3. Start/Stop Local Loopback (Inward, HMaster mode only)

7. Configure Loopback Timeout

The Payload L oopback loops the data after the T1 framer back to the network.
The Line Loopback |oops the data before the T1 framer back to the network.
The Local (Inward) Loopback loops the data after the T1 framer back to the

user.

Configure Active Type “5” on the E1 Configuration menu (Figure 4.19) to select Channel

Channels Configuration menu (Figure 4.23). Use this menu to determine which DSOs
have data.
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Figure 4.23 Channel Configuration Menu

* Channel Confiquration Henu *
36 36363636336 36 336336 I I I3 I I3 IE I I I N

Channels Enabled = 1-24

1. Enable All Channels

?2_ Disable All Channels

2. Toggle Individual Channels

4. Add Channel Range

5. Auto Detect D38 On Boot

6. Auto Detect DSA After Carrier Fail
7. Auto Detect DSA Yhile Protocol Down
8. Disable Auto Detect DSA

5. Start D5EA Search How

This menu lets you enable or disable all channels, enable or disable individual
channels, or select a range of channels to enable/disable.

Type *6” on the E1 Configuration menu to assign a vaue to idle channels.

To Configure the Clock Source, follow the steps below.

1 Type “8" ontheE1 Configuration menu to select Configure Clock Source,
which will display the Select Tx Clock Source menu (Figure 4.24) with a
status message.

Figure 4.24 Select Tx Clock Source Menu

636 3636 336 IE-IE-3-IE-IE I3 IEIE I IEIEIE I IEIEIE-IEIEIE I I

* Select Tx Clock Source *

636 3636 336 IE-IE-3-IE-IE I3 IEIE I IEIEIE I IEIEIE-IEIEIE I I

T% Clock is derived from Rx clock {(Slave Hode}.

1. External (51lave Hode)
2. Internal (Haster Hode)

2 Type“1” to select Externa or Slave mode, or type “2” to select Internal
or Master mode. The IAD saves the configuration and resets the interface.

3 Press Escape to return to the E1 Configuration menu and continue with
other configuration tasks.

4 After youreset the IAD, you will see a prompt to type “1” to select
Externa or “2” to select Internal mode. Enter your selection.

The physical layer statistics displays the TL/EL error rate in errors per second
for the past second. An event log (up to 5 kB) is maintained for certain
events. The time stamp is relative to the last system reset. As new events are
added, older events are discarded when the file size is maximized.
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Events include the start and end of Telnet sessions, SNMP access with an
invalid community name, system reset and system reset from menu command,
and the WAN link going up or down.

1 Type “P” onthe TI/E1 Configuration menu (Figure 4.14) to display the
physical layer statistics and the alarm log.

Figure 4.25 Sample Physical Layer Stats and Alarm Log:

T1/E1 Error Counters

Total Errors:
Framing Bit Error
CRC Error Count
Line Code Uiolation
Far End Block Error
R® Loss of Frame
Severly Errored Frame

Errored Seconds:
Framing Bit Error
CRC Error Count
Line Code Uiolation
Far End Block Error
R® Loss of Frame
Severly Ervored Frame

2 Enter any key to continue paging through the report; press Escape to cancel
and return to the TI/E1 Configuration menu.

Clear Physical Layer Type “z” on the T1/E1 Configuration menu (Figure 4.14) to clear all
Sats Physica Layer statistics.

Configure Physical Interface — ADSL

The tasks described in this section all begin on the ADSL Configuration menu
(Figure 4.26). Y ou should review and update each of these options as
necessary, and always reset the IAD when you finish ADSL configuration.

To configure the ADSL interface, Type “1” (Configure Physical Interface)
on the WAN Configuration menu (Figure 4.5) to display the ADSL
Configuration menu.

Figure 4.26 ADSL Configuration Menu
36 36336 36 33636 36 36 36 3363636 36 33636 3336 3636 336 3636 363 3636 36336 3636 3633633 H

* G70878 ADSL ATU-R Configuration *

6363 3636 336 36 36 3363633636 36 36363636 3636 3636363636 363636 3636363636 36 6 36363636 36366 HHE

1. Configure ADSL Standard
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NOTICE: The options you see on the ADSL Configuration menu depend on the
specific DSLAM.

Set ADSL Standard 1 Type 1 to select Configure ADSL Standard. The IAD displays the ADSL
Standards menu.

Figure 4.27 ADSL Sandards Menu.

6336 3636 36363636 I3 30 IE-IIEIE-HIEIE-IEIEIE-IE-I-IEIE B IEIE-IEIE-IE-I-IEIEEIE I I I I I IEIHNE

*® ADSL Standard to use for Startup *®

63636 3636 363636 336363636 363636 36363363636 3636 36 3636363363636 36363636 33363636 363636 I I I

Current ADSL Standard :
Multi-Hode

- T1.813

. G.LITE

. G.DHT

. Alcatel 1.4
. Hulti-Hode
. ADI

. Alcatel

e’ =Y Il TE R L

2 Typethe option corresponding to the ATM Standard. The IAD setsthe
standard you select and displays the menu.

completes negotiation will be assigned as the default interface. If
multiple PPP interfaces are configured, this could result in the wrong
interface being assigned as the default. This applies to PPPoA and
PPPoOE.

V NOTICE: If no default route is configured on the 1AD, the first PPP interface that

Configure Physical Interface — SHDSL

The tasks described in this section all begin on the SHDSL Configuration
menu (Figure 4.28). Y ou should review and update each of these options as
necessary, and always reset the IAD when you finish SHDSL configuration.

To configure the SHDSL interface, Type “2” (Configure Physical Interface)
on the WAN Configuration menu (Figure 4.6) to display the SHDSL
Configuration menu.
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Figure 4.28 SHDSL Configuration Menu
36366 I3 IE 36 I I -IE I3 -3 I I I I3 I I3 IE I I I I I I IE I I I I IE I I I I I I K

= G2237 xDSL Configuration *

636 36363 36 36 I 363633636336 IE I I3 IEIE I IEIE I I I I IEIE-EIEIE-I-IEIE-I-IEIE-IIE I I I EIE

Current Interface Type is: G.SHDSL-A.

Mode: CPE, Rate Mode: FIXED, Line Rate: 2312K
Debug: DISABLED

1. Select x=DSL Interface Type
2. Select CPEFCO Hode

3. 5elect Rate Hode

4. Select Line Rate

Select SHDSL  To select the Interface Type, follow the steps below.
Interface Type 1 Type“1” onthe SHDSL Configuration menu (Figure 4.28). The IAD

displays the current SHDSL Interface Type menu. Type the option to select

SHDSL Annex A for operation in the U.S. or Annex B for operation in
Europe. The IAD sets the interface type and displays the menu

2 Press Escape to return to the SHDSL Configuration menu.

Sdect CPE or CO  To select CPE or CO Mode, follow the steps below.

Mode 1 Type 2" onthe SHDSL Configuration menu (Figure 4.28). The IAD
displays the current SHDSL Mode and prompts you to change it.

2 Type“1” toselect CO, or type “2” to select CPE. The IAD sets the mode

and redisplays the SHDSL Configuration menu.

V NOTICE: The CO Mode is reserved for testing. CPE is the normal mode.

Enable/Disable To configure the Adaptive Rate Mode, follow the steps below.
Adaptive Rate Mode

Configure SHDSL Rate Mode menu.

1 Type“3” onthe SHDSL Configuration menu (Figure 4.28) to display the

2 Type“1” toselect Fixed, or type “2” to select Adaptive. The IAD setsthe

rate mode and displays the menu.
3 Press Escape to return to the SHDSL Configuration menu.

Select LineRate To select a Line Rate, follow the steps below.

1 Type“4” onthe SHDSL Configuration menu (Figure 4.28) to display the

current line rate and a prompt to change it.
2 Typealinerate value (between 64 and 2320 kpbs). This value must be

divisible by 8. The IAD setstherate and displaysthe SHDSL Configuration

menu.
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Configure Physical Interface — USI

The tasks described below begin on the USI Configuration menu (Figure 4.29).
Review and update these options as necessary and always reset the IAD when
you have completed USI Interface configuration.

Figure 4.29 US Configuration Menu
363636 36 JE 36 363636 3636 3636 36 363636 IE I IE I 3636363636 3636 363 IEIEIE I IE I IEHEXE

* USI Configuration *
363636 36 JE 36 363636 3636 3636 36 363636 IE I IE I 3636363636 3636 363 IEIEIE I IE I IEHEXE

1. Set WAH interface type
2. Configure Data Rate and Clocking Options

1 Type“1” ontheUSI Configuration menu to see the menu below and select
the physical layer protocol for the US| port. Select either RS-530 or V.35
for the physical interface.

Figure 4.30 US Interface Type
3636 -3E 3636 36 36 36 36 36 3 3636 36 36 I I I 3636 I I IEIE I N

* USI Interface Type *

363636 36 36 36 IE 36 36 3636 I 36 I I I I I3 3363 3636363636 36 I I I I H

USI WAH mode is now: RS538 U.41 Termination Enabled
1. R5-538
2. U_35

2 Type “2” onthe USI Configuration menu to select the US| datarate and
clocking options. The datarateisin 64 kbpsincrements up to a maximum of
2.048 Mbps. The Receive Clock can be configured to use either an internal
or externa clock source.

Figure 4.31 Serial Interface Clock Speed Option Menu
33636 36 36 36 36 36 36 I I 363 I 36 3636 36 3636 36 I I I IE I I 3363 3636 36 3636 I I I I

# Serial Interface Clock Speed Option HMenu =
63636 3636 36 36-36-36-36-36-36-IE-IE-36-36-3E 36 36363636 3636363636 363636 3636 36 36 36 336N

- S%erial Data Rate is now: 1536888 Based on Internal Oscillator
- Receive Clock is External

2. 5et Clock Speed HManually
3. Use Internal Receive Clock
4. Use External Receive Clock

To set the speed manually, enter the desired multiplier of 64 kbps (maximum
is 32 or 2.048 Mbps).

Configure Datalink Protocol

If you are setting up voice and data channels, you can select ATM or Frame
Relay as you set up the channels as described below.

To select ATM or Frame Relay as the datalink protocol, on the WAN
Configuration menu, type *1”. The IAD displaysthe WAN Datalink Protocol
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Configuration menu (Figure 4.32), identifying the current datalink protocol
just below the banner.

Figure 4.32 WAN Datalink Protocol Configuration Menu

63 36 -IE 336 IE - IE-IE-I-IEIE-I-IEIE-I-IEIE-IIEIE I3 I I I I I I I IEIEIE-IEIEIE I3 I

*® WAN Datalink Protocol Configuration Henu *®
FE-3E-36-36-36-36-36-36-36-36-I6-I6-I6 36 36 36 36 36 3636 3636363636 36 36 36 36 36 3636 36 36 36 36 36 36 36 36 36 36 I I I IE I I MMM

Current DataLink Protocol : TDM Uoice + IP Plus compatible HDLC
Current Uoice Protocol : CAS

2. Raw HDLC

3. Cisco compatible HDLC
4. IP-Plus compatible HDLC
L. PPP {over Raw HDLC)

6. ATH

7. Frame Relay

E. TDM Voice with Data

internet link for Level 2 Transmission Convergence onto the physical
link. The following generic description of the options listed on this
menu are for information only. Specific encapsulation options are
shown and selected when configuring ATM PVCs (refer to page 4-24)
or Frame Relay DLCIs (refer to page 4-32).

V NOTICE: The WAN Datalink Protocol Configuration menu sets up the IAD

Raw HDLC

Level 2 framedelineation, link control services, and error detection are provided
at physical interface for non-encapsulated transport of |AD payload between
two paints.

Cisco Compatible HDLC

Same Level 2 functionality as described under Raw HDL C above, but with
awareness of Cisco-implemented HDL C control field changes (e.g.,
modifications in the control bytes to allow transparent implementation of the
Cisco Discovery Protocal).

| P-Plus Compatible HDLC
Provides support for |P Headers in the HDL C payload.

PPP (Over Raw HDLC)
Point-to-Point over raw HDL C encapsul ation.

ATM or Frame Relay

Multiprotocol over ATM (RFC 1483) encapsulation or Multiprotocol over
Frame Relay (RFC 1490) encapsulation.
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When you select ATM as the datalink protocol, the IAD displays the PVC
and ATM options on the WAN Configuration menu.

When you select Frame Relay, the IAD displays the Frame Relay options on
the WAN Configuration menu — options 3 and 4 on the menu shown below.

TDM Voice

To configure, on a per-DS0 basis, voice traffic for the POTS ports and data
traffic for the Ethernet port, follow the steps below.

1 Fromthe WAN Configuration menu (Figure 4.8), type “1” to seethe menu
shown in Figure 4.33.

Figure 4.33 WAN Datalink Protocol for Voice Channels.

FE-3E 36 IE 3 36 IE I 36 IE I IE 3363633636 IEIEIEIEIEIEIE I I I I 36 I I 3636363633633 36 I I I I I I I IEIE

* WaN Datalink Protocol Configuration Menu *
3636 36 36 36 36 36 36 36 36 36 36 36 36 36 36 36 36 36 36 36 36 36 36 36 I6 36 36 36 36 36 36 36 36 36 36 36 36 36 36 36 36 I 36 36 I I I I I I H

Current DataLink Protocol : TDH Upice + IP Plus compatible HDLC
Current UVoice Protocol : CAS

2. Raw HDLC

3. Cisco compatible HDLC
4_ IP-Plus compatible HDLC
L. PPP (over Raw HDLCG)

6. ATH

7. Frame Relay

E. TDH Voice with Data

2 Type “E” to configure the TDM Voice with Data and bring up the Current
Configuration Table shown in Figure 4.34.
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Figure 4.34 Current Configuration Table
3636 -3E 363 36 36 36 36 36 3 3636 36 36 I 363 36 36 36 I 333636 36 36 I 363636 36 3 3363636 I I3 I IE I I

= T1/E1 Channel Configuration Henu *
HEXEXEEEEXXEXEXEXENXXEXXEXEXEENXEXNENEXEXXENENXNXENXIEENENENNEXE

Current configuration table

vewlidbuoovuosuoppDpDUUDDUDUDUDUDUDUODU

y=upice channel D=data channel
U=unconfigqured ¥x=not available

CAS - HMEL T516
ATH

Uoice Protocol
Data Protocol

1. Configure Uoice Channels
2. Configure Uoice Protocol
3. Configure Data Channels
4. Configure Data Protocol
5. Unconfigure All Channels

3 Type“1” toseectachannd range for voice as shown in Figure 4.35.

Figure 4.35 Configure Voice Channels

-1
Enter Channel or Channel Range for voice {e.g., 1-8):

4 Type“2” onthe TYEL Channel Configuration menu (Figure 4.34) to
select the signaling protocol for voice channels.

Figure 4.36 Select Sgnaling Protocol for Voice Channels

FE 3636 3636 36 36363636 363633630 36663036 I I IE-IE I IEIEIIEIE--I6 36363 I-IEIE-IE I IE I I I

= Select 3ignaling Protocol For Voice Channels =
JE 36 36 36 36 36 36 36 36 36 IE I 36 IE 36 I I 3636 I I I I IE I I 3663636 I 36 I I I IEIE I I IE I I IEHEHE

2. CAS - AHSTI T1.483
3. CAS - MEL T516

5 Type“3” onthe TI/E1 Channel Configuration menu (Figure 4.34) to
select a channel range for voice channels. Y ou will see a screen similar to
that shown in Figure 4.35.

6 Type“4” ontheT1/E1 Channel Configuration menu (Figure 4.34) to
select the datalink protocol for the voice channels.Select Datalink Protocol
for Voice Channels.

Configure ATM PVCs

You may configure up to eight ATM PVCs on the IAD. Remember always to
reset the IAD to make PV Cs active.
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1 Type“3” onthe WAN™"3” menu (Figure4.4). The IAD displaysthe ATM
PV C Configuration menu (Figure 4.37)

ATM. If option 3 on the WAN Configuration menu displays Configure
DLCIs instead of Configure PVCs, your datalink protocol is set to
Frame Relay instead of ATM.

V NOTICE: Before you configure PVCs, you must first set the datalink protocol

Figure 4.37 ATM PVC Configuration Menu

3636 36 36 I I 36 I 36 I 36 36 3 IE I I I I I I 36 I3 I I I 3636 I3 I I I I
* ATH PUC Config Menu *
3636 36 36 36 36 36 36 36 36 3636 3 36 I I 36 336 I 36 36363 36 I 3636 336 33 36336 IHEHE

1. Add Hew PUC

2. Hodify Existing PUC

3. Delete PUC

4. 5how Current PUCs

2 Typethe option to perform atask. Each option is described below.

Add New PVC
To add a new PVC, follow the steps below.

1 Onthe ATM PVC Configuration menu, type “1”. The IAD promptsyou to
enter the VPI.

2 TypeaVPI value between 0 and 255 (default 0) and press Enter. The IAD
then prompts you for the VCI.

3 TypeaVCl value between 32 and 65535 and press Enter. The IAD displays
the ATM Encapsulation Configuration menu as shown in Figure 4.38.

Figure 4.38 ATM Encapsulation Configuration Menu
HENXFEEXFEXREEEENEEXEX XL XN EREEREERE XXX R
* ATH Encapsulation Configuration *
636 33 IE I3 I -3 3 I I I I3 I3 I I I I I -IE I I I3 I I I I I W
Current Encapsulation : HOHE

. AALS (Hone}

. AALAB (Hone}

- Proprietary Uoice

- AAL2 {LES, HBT)

- RFC 1483 (HMPoA)

- RFC 2364 (PPPoA)}

- RFC 2516 (PPPoE)

= Th WA LD RO -k

4 Typethe option for the encapsulation to configure for thisPVC. The IAD
displaysthe ATM Service Category Configuration menu (Figure 4.39). If
you select either RFC 2364 (PPPoA) from the above menu, follow the on-
screen messages to set the PPP authorization type.

NOTICE: The WAN Datalink Protocol Configuration menu sets up the IAD
internet link for Level 2 Transmission Convergence onto the physical
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link. The following generic description of the options listed on this
menu are for information only. Specific encapsulation options are
shown and selected when configuring ATM PVCs (refer to page 4-24)
or Frame Relay DLCIs (refer to page 4-32).

AAL50r AALO 1 Type“1” onthe ATM Encapsulation Configuration menu (Figure 4.38) to

v

select AALS, or "2~ to select AALO encapsulation. The IAD displaysthe
ATM Service Category Configuration menu (Figure 4.39).

Figure 4.39 ATM Service Category Configuration Menu
MMM MEEEMEEEEEEXEEEXEEXEXEXXEXXEXNXEXNEEXNENEXNEN

#= ATH Service Category Configuration =
E 366 I IE 66 IEIE-FE I IE I IE I I IE I IE-IE I I -IE I IE-IE I I I I I W

1. CBR
2. UBR
3. UBRnrt
4. UBRrt

2 Type“1” toselect CBR for high-priority data.
;;r;e_“w’ to select UBR for low-priority data.
;;r;e_“?)" to select VBRnrt for low-priority data.
;;r;e_“zl" to select VBRIt for high-priority data.

NOTICE: VBRrt is mapped to CBR and VBRnrt is mapped to UBR.; therefore,
only the PCR values are used.

3 Typethe PCR vaue or press Enter to set the PCR to the maximum rate for
the current line speed. The IAD saves the configuration and displays the
ATM PVC Configuration menu (Figure 4.40).

Figure 4.40 ATM Peak Cell Rate (PCR) Configuration Menu

JE-3E 36 3636 36 363636 3636 3633636 336363633 IEIE-IEIIEIEIE I IEIE I IEIEIE I I

* ATH Peak Cell Rate {PCR) Configuration =

636 36 I 36 I IE I IE I3 I 33636 I I3 I I3 I IE I I I I I I3 I I I I K
Current line speed for this interface is 1536888 bps

Flease type a PCR value, or
Press ENTER to accept allowed maximum PCR wvalue for this line speed

Enter Peak Cell Rate (PCR) [3622 cells per second] :

v

8000 Series

NOTICE: Do not use“0" for Voice PVC because “ 0" will use all available
bandwidth, including CBR bandwidth that is not being used. Do not
over subscribe available PCR. Use “ 0" for only one (1) PVC. Refer to
Peak Cell Rate (PCR) Considerations and Recommendations on
page C-2.




Proprietary Voice Type “3”on the ATM Encapsulation Configuration (Figure 4.38) menu to
Encapsulation select Proprietary Voice encapsulation over a specific PVC. The IAD saves
the configuration and displays the ATM PV C Configuration menu.

NOTICE: Proprietary Voice Encapsulation is used for Copper Com and Jetstream
voice PVCs only.

AAL2 (LES,NBT) Type *4”onthe ATM Encapsulation Configuration (Figure 4.38) menu to
select AAL2 encapsulation over a specific PVC. The IAD displays the AAL2
Audio Profile Format menu displayed in Figure 4.41.

Figure 4.41 AAL2 Audio Profile Format

36363636 36 36 IE 36 36 36 36 36 I 36 3 I I I I3 I 336 33636363636 I I I

* AAL? Audio Profile Format *

636 3636 336 IE-IE-3-IE-IE I3 I IEIEIEIE I I IEIEIE-IEIE-IEIEIEIE I I

Current Audio Profile Format : HOHE
1. ITU
2. ATH Forum

If you select ITU, your options will include ITU#1 or ITU#2. If you select
ATM Forum, you will choose from the following ATM Forum profiles: 7, 8,

9, 10, 11, or 12.

RFC 1483 (MPoA), 1 Type “5” onthe ATM Encapsulation Configuration (Figure 4.38) menu to
RFC 2364 (PPoA), or select RFC 1483 (MPoA), or type “6” to select RFC 2364 (PPPoA), or type
RFC 2516 (PPOE) w7 to select RFC 2516 (PPPOE). The IAD displays the menu shown in

Figure 4.42.

Figure 4.42 ATM Encapsulation Configuration Menu

6 3636 3 3636363636 36 36 36 3 3636363636 3636 36 33636 363636 363636 I 66NN

* ATM Encapsulation Configuration *
6 3636 3 3636363636 36 36 36 3 3636363636 3636 36 33636 363636 363636 I 66NN

1. LLC Encapsulation
2_ UC HMuxing

2 Type“1” toselect LLC Encapsulation or “2” to select VC Muxing. With
either option, the IAD displays the menu shown in Figure 4.43.

Figure 4.43 LLC Encapsulation or VC Muxing Configuration Menu
36 363636 I3 IE 36 I I3 I I I3 36363 I3 I IE I I I I I I3 I I IEIE I I

* ATH Encapsulation Configuration *

363636 36 3636 -3 IE-IE 336363336 IE-I-IE-IE-I-IEIE-IE-IEIEIE I IEIE-IE-IEIEEIEIE I

1. IP Routing
2. Bridging
3. HER (HMAC Encapsulated Routing)

3 If youtype “1” to select IP Routing, the IAD displays the same menu as
shown in Figure 4.39 and then displays the menu shown in Figure 4.40. If
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you type either “2” or “3”, the IAD displays the menu shown in Figure
444,

Figure 4.44 PPP Authorization Menu

PPP futhorization is currently Hone
Enter Hew Authorization type

8. Hone

1. PAP Client
2. PAP Server
3. CHAP Client
4. CHAP Server

4 ThelAD displays the current PPP authorization and prompts you to change
it. If you select options 1 through 4, the |AD displays the current PPP
authorization user 1D and prompts you to enter a new PPP user ID.

5 Enter the new user ID and press Enter and then type a password and press
Enter. If you select option O (None), the IAD displays the IPCP IP Address
Type menu.

Figure 4.45 |PCP Configuration Menu
36 3E 36 363636 363636 36 36 36 36 36 36 3636 36 3636363633 363 33636 33636 363636 3636 36 I I 363663 IEHEIE I

* IPCP IP Address Type HMenu *

36 36 3E I 36 I3 336 I 36 I 36 I I I I I IE I IE I I IE I IE IEIE IEIE I I I I3 IE I I I I
1. Static IP Address
2. IPCP Address Assignment
3. WAH Unnumbered IP

6 Typethe option corresponding to the IP address you want to use. The IAD
displays the status of the DNS server assignment for the selected port, and
prompts you to enable or disableit:

7 Type “E” toenable, or “D” to disable the DNS server assignment for T1/
E1 on this port. The IAD reports the change, displays the status of the DNS
server assignment for the port, and prompts you to enable or disableit:

8 Type“E” toenable, or “D” to disable the |P mask assignment for T1/E1 on
this port. The IAD transfers the IP address and mask assigned to aWAN
port to aLAN port and then displays the ATM Service Category
Configuration menu (Figure 4.39).

9 Type“1” toselect CBR for high priority data
Type “2” to select UBR for low priority data. The IAD displays the Peak
Cell Rate Configuration menu (Figure 4.40).

10 Typethe PCR value or press Enter to set the PCR to the maximum rate for
the current line speed. The IAD saves the configuration and displays the
ATM PVC Configuration menu.

11 Type “4” onthe ATM Encapsulation Configuration (Figure 4.38) menu to
select RFC 1483 encapsul ation with VC Muxing or type “5” to select RFC
1483 with LLC encapsulation. The IAD displaysthe ATM Service
Category Configuration menu (Figure 4.39).



Select Port: [1-8] _

12 Type “1” to select CBR for high-priority data.
;;r;e_“w’ to select UBR for low-priority data.
;;r;e_“?)" to select VBRnrt for low-priority data.
;;r;e_“zl" to select VBRIt for high-priority data.

NOTICE: VBRrt is mapped to CBR and VBRnrt is mapped to UBR.; therefore,
only the PCR values are used.

13 Typethe PCR value or press Enter to set the PCR to the maximum rate for
the current line speed. The IAD saves the configuration and displays the
ATM PVC Configuration menu (Figure 4.37).

Modify Existing PVC

1 Type“2” onthe ATM PVC Configuration menu (Figure 4.37). The IAD
displays the following port table, and prompts you to select the appropriate
port.

Encapsulation Type PCR  Service
RFC 1483 {with LLC Encapsulation) 8 UBR
Total B cps

nn
==
h
Ma
M
Ix!
-
0}

Maximum PCR this interface can support

2 Typethe port number and press Enter.The IAD prompts you to enter the
VPI:

3 TypeaVPI vaue between 0 and 255 (default 0) and press Enter. The IAD
then prompts you to enter the VCI:

4 TypeaVCl value between 32 and 65535 (the default is 38 for data and 39
for voice) and press Enter. The IAD displaysthe ATM Encapsulation
Configuration menu (Figure 4.38).

Select the encapsulation you want to assign to this PV C in accordance with
the following paragraphs.

Delete PVC
To delete a PVC, follow the steps below.

1 Type“3” onthe ATM PVC Configuration menu (Figure 4.37) to select
Delete PVC. The IAD displays the port list and a prompt.
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2 Typethe port number to delete and press Enter.

3 Todeletethe PVC, type “Y”, or cancel the deletion by typing any other
character. The IAD saves the configuration and displays the PVC
Configuration menu where you may continue with other PV C management
tasks.

Show Current PVCs

1 Todisplay alist of current PVCs, type “4” onthe ATM PVC
Configuration menu (Figure 4.37) to display the port table with associated
PVCs:

2 When you have finished viewing the list, press any key to return to the
ATM PVC Configuration menu.

Configure ATM Options

To configure ATM options, type “4” on the WAN Configuration menu
(ATM) to display the ATM Configuration menu (Figure 4.46). Current
datalink protocol on the WAN Configuration menu must be set to ATM to see
the ATM Configuration menu. Remember always to reset the IAD when you
finish ATM configuration. (You may wait to reset until all changes have been
made.)

Figure 4.46 ATM Configuration Menu
3 363 36 3 36 3636 36 36 36 36 36 36 36 336 36 36 3 36 36 36 336 36 3633636 36 363 I I IEIEFHEIF

* ATH Confiquration HMenu *
3636363636 36 363636 363 3636 336 3NN NN NN NENNEE
. Configure Payload Scrambling

. Configure F4 0AM UPI

- Configure F4 0AM Type

. Display F4 DAHM Configquration

- Send 0AM Loopback

. Configure EmptyCells

=Y g I L L B

Each of the options on this menu is described in detail below.

Configure Payload Scrambling

You must enable payload scrambling (which is disabled by default) for the
IAD to connect to a DSLAM that uses payload scrambling. To enable or
disable payload scrambling, follow the steps below:

1 Onthe ATM Configuration menu, type “1” to see aprompt that lets you
enable or disable Payload Scrambling.

2 To enable payload scrambling type “E”, or type *D” to disable. The IAD
saves the configuration and displaysthe ATM Configuration menu where
you may continue with other ATM tasks.



Configure F4 OAM VPI

One F4 OAM VPI may be configured at a time. When you are configuring an
F4 OAM VP, if one is not configured, the IAD displays the message, “F4
OAM not configured”; otherwise the current configuration is displayed.

To configure the F4 OAM VPI, follow the steps below.

1 Onthe ATM Configuration menu (Figure 4.46), type “2” to select
Configure F4 OAM VPI. This value must match one of the WAN PVCs.
For more information, refer to Show Current PVCs on page 4-30. The IAD
displays the status and prompts you to enter aVPI.

2 Typethe VPI on which to configure F4 OAM. The IAD saves the
configuration and displays the ATM Configuration menu where you may
continue with other ATM tasks.

Configure F4 OAM Type
To configure the F4 OAM Type, follow the steps below.

1 Onthe ATM Configuration menu (Figure 4.46), type “3” to select
Configure F4 OAM Type. The |AD displays the menu shown in Figure
4.47.

Figure 4.47 F4 OAM Type Configuration Menu
E 3663 36 I I I I3 I I I I3 I I -IE I IE-IE I I IE-IEIE I I IEIE I I I I I I IE I

* F4 DAHM Type Configuration Menu *®

6363636 36 IE 36 3636 36 3 I I 336 363636 3636 33636 36 I IE-IE 36 IE I I I I I I I3 336363636 36 I I3 I

8. Hone
4. F4 End to end 0AH

2 Type “0” toset F4 OAM to none, or type “4” to set for End to End OAM.
Thel AD saves the configuration and displaysthe ATM Configuration menu
where you may continue with other ATM tasks.

Display F4 OAM Configuration

To display the F4 OAM Type currently set, type “4” on the ATM
Configuration menu (Figure 4.46). The IAD displays the status message, and
then displays the ATM Configuration menu.

Send OAM L oopback

1 Type“5” onthe ATM Configuration menu (Figure 4.46) to select Send
OAM Loopback. The IAD displaysalist of al configured F4 OAM ports
and VPI values.

2 Typethe port on which to send the OAM Loopback and press Enter. The
IAD performs aloopback test on the selected port and reports the results,
whether successful or unsuccessful.

3 Pressany key to display the ATM Configuration menu.

Configure EmptyCells  To configure Empty Cells, follow the steps below.
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1 Type“6” onthe ATM Configuration menu (Figure 4.46), to select
Configure EmptyCells. The IAD displays the current status (“Idl€” or
“Unassigned”) and prompts you to changeit.

2 Type“1” toselect Idlecells, or type “2” to select Unassigned cells.

NOTICE: Empty cell IAD settings must match far-end settings.

Configure DLCIs

Type *3” on the WAN Configuration menu to display the Frame Relay
DLCI Configuration menu. Remember always to reset the IAD after you
finish DLCI configuration.

NOTICE: Before you configure DLCIs, you must first set the datalink protocol to
Frame Relay. If option 3 on the WAN Configuration menu displays
“ Configure PVCs’ instead of “ Configure DLCIs,” your datalink
protocol is set to ATM instead of Frame Relay.

Figure 4.48 Frame Relay DLCI Configuration Menu
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* FR DLCI Config HMenu =
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1. Add Hew DLCI
2. Hodify Existing DLCI
3. Delete DLCI
4. Show Current DLCIs

Each option on the menu is described below.

To add a new DLCI, follow the steps below.

1 Onthe Frame Relay DLCI Configuration menu, type “1” to select Add
New DLCI. The lAD prompts you to enter anew DLCI number.

2 TypeaDLCI valuebetween 16 and 1023 and press Enter. The |AD displays
the Fame Relay Encapsulation Configuration menu (Figure 4.49).

Figure 4.49 Frame Relay Encapsulation Configuration Menu
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* FR Encapsulation Configuration *
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Current Encapsulation : ATH RFC 1483 (Tunneling)

1. RAY {Ho Encapsulation)

2. Proprietary Voice DLCI

3. RFC 1498

4. ATH RFC 1483 (Tunneling)

5. RFC 1973 (PFPP over Frame Relay}
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Configure Transmit
CIR

Configure Recelve CIR

Configure FRF.12
Fragmentation

3

Type the option corresponding to the encapsul ation method you intend to
use. The IAD displays the Frame Relay DL CI Options menu (Figure 4.50).

Figure 4.50 Frame Relay DLCI Options Menu

363636 36363636 36 36 36 36 3636363636 3636 3333 336333636363 I

FR DLCI Options *
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1. Confiqure Transmit CIR
2. Confiqure Receive CIR
3. Configure FRF.12 Fragmentation

NOTICE: To continue without configuring CIR or FRF.12 Fragmentation, press

Escape. CIR is not required for full bandwidth circuits.

To configure Transmit CIR, follow the steps below.

1

Type “1” on the Frame Relay DLCI Options menu to select Configure
Transmit CIR. The lAD prompts you to enter the Committed Burst Size
(Bo).

Typethe Bc in number of bits. The IAD prompts you to enter the Circuit
Throughput.

Typethe Circuit Throughput and press Enter. The IAD prompts you to enter
the Excess Burst Size (Be).

Type the excess burst value in number of bits and press Enter. The lAD
displays the Frame Relay DL CI Options menu (Figure 4.50).

Press Escapeto return to the Frame Relay DL CI Config menu and continue,
or proceed to the next section.

To configure Receive CIR, follow the steps below.

1

Type “2” on the Frame Relay DLCI Options (Figure 4.50) menu to select
Configure Receive CIR. The IAD prompts you to enter the Bc.

Typethe Bc in number of bits. The IAD prompts you to enter the Circuit
Throughput.

Typethe Circuit Throughput in bits per second and press Enter. The IAD
prompts you to enter the Be.

Type the Be value in number of bits and press Enter. The IAD displaysthe
FR DLCI Options menu.

Press Escape to return to the Frame Relay DL CI Configuration menu and
continue.

To configure FRF.12 Fragmentation, follow the steps below.

1

Type “3” on the Frame Relay DL CI Options menu (Figure 4.50) to display
the End-to-End Fragmentation menu (Figure 4.51).
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Modify Existing DLCI

Delete DLCI

Figure 4.51 End-to-End Fragmentation Configuration Menu
3636 3636 36 3636 36363363636 3636 3636 36 3636 3636 I 36366 ENIENNN

= End-to-End Fragmentation Confiquration =
3636 3636 36 3636 36363363636 3636 3636 36 3636 3636 I 36366 ENIENNN

1. Enable/Disable End-to-End FRF.12
2. Set Fragment Size

2 Type“1” to select End-to-End FRF.12, or type “2” to manually set the
fragment size. If you type 17, the |AD displaysthe status and prompts you
to enable or disable End-to-End FRF.12. If you type “2, the IAD prompts
you to enter the maximum fragment size.

3 Typethe fragment size in bytes and press Enter. The IAD displays the End-
to-End Fragmentation Configuration menu. Press Escape to return to the
DLCI Configuration menu.

To modify an Existing DLCI, follow the steps below.

1 Onthe Frame Relay DLCI Configuration menu, type “2” to select Modify
Existing DLCI.The |AD displays the port table and prompts you to select
the appropriate port as shown in

Figure 452 Modify Existing DLCI Menu
Port DLCI Encapsulation

1 32 ATH RFC 1483 (Tunneling)

Select Port: [1-8]

2 Typethe port number corresponding to the DLCI you want to update and
press Enter.

3 Typethe new DLCI number and press Enter. The IAD displays the Frame
Relay Encapsulation Configuration menu as shown in Figure 4.49.

4 Continue with the steps listed above under “ Adding a new DLCI.”

To delete aDLCI, follow the steps below.

1 Onthe Frame Relay DLCI Configuration menu, type “3” to select Delete
DLCI. The IAD displays the port table and prompts you to select a port.

2 Typethe port number corresponding to the DLCI you want to delete. To
permanently remove the DL CI configuration, type “Y”. To cancel the
operation, type “N”.

Show Current DLCIs To display al currently configured DLCIs, follow the steps below.
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1 Type “4” ontheFrame Relay DLCI Configuration menu to display the port
table.

2 Pressany key to display the Frame Relay DL CI Configuration menu.



Frame Relay FRF.12
Configuration

Configure Frame Relay Options

To configure Frame Relay options, type “4” on the WAN Configuration
menu. The IAD displays the Frame Relay menu (Figure 4.53).

Figure 4.53 Frame Relay Options Configuration Menu
363 IE I I3 I I3 IE I I I I I I IE I I I IE I I I IE I I IE I I IE N
* Frame Relay Options *
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1. Configure Fragmentation
2. Configure HManagement Protocol
3. Confiqure Congestion Parameters
4. Enable/Disable Copper Hountain CHCP
5. Configure Priority DLCI

Each of the menu options is described in detail below.

Configure Fragmentation

1 On the Frame Relay Options menu, type “1” to display the Frame Relay

Fragmentation Configuration menu (Figure 4.54).

Figure 4.54 Frame Relay Fragmentation Configuration Menu
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* FR Fragmentation Configuration *
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1. Configqure FRF.12 Fragmentation
2. Configure Copper Hountain Fragmentation

2 Type “1” to select Configure FRF.12 Fragmentation and proceed to
FRF.12 configuration.
Type “2” to select Copper Mountain Fragmentation and proceed to
CopperMountain Fragmentation configuration.

Each of these configurations is described below.

Select FRF.12 Fragmentation to display the FRF.12 Configuration menu
(Figure 4.55).

Figure 4.55 FRF.12 Configuration Menu
JE 36 36 3 -IE I3 I 36 I I I I I 363 I I IE I IE I I3 I I I I3 I

* FR FRF.12 Configuration =
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1. Enable/Disable FRF.12
2. Enable Automatic Fragment Sizing
3. Set Hanual Fragment Size

Each option on this menu is described in detail below.

Enable/Disable FRF.12
To enable or disable FRF.12, follow the steps below.

Configuration
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1 Type“1” ontheFrame Relay FRF.12 Configuration menu. The IAD
displays FRF.12 Fragmentation status (enabled or disabled), and prompts
you to change it.

2 Type “E” to enable End-to-End fragmentation, or type “D” to disable it.
The lAD saves the configuration and displays the FRF.12 Configuration
menu. Press Escape to continue.

Enable Automatic Fragment Sizing

Type *2” on the Frame Relay FRF.12 Configuration menu to enable
automatic fragment sizing. The IAD saves the configuration and displays the
FR FRF.12 Configuration menu. Press Escape to continue.

Set Manual Fragment Size

To manually set the Fragment Size, follow the steps below.

1 Type “3” ontheFrame Relay FRF.12 Configuration menu to manually set
fragment sizing. The IAD prompts you to enter the maximum fragment size.

2 Typethe maximum fragment size in milliseconds or bytes and press Enter.
ThelAD savesthe configuration and displaysthe FR FRF.12 Configuration
menu. Press Escape to continue.

Select Configure CopperMountain Fragmentation by typing *2” on the FR
Fragmentation Configuration menu to display the CopperMountain FR
FRF.12 Configuration menu (Figure 4.56).

NOTICE: With CMCP enabled, the DSLAM controls fragmentation settings, and
IAD configuration is not required.

Figure 4.56 Copper Mountain FRF.12 Configuration Menu Proprietary for
CopperMountain DSLAMs

363636363636 36 36 3 363636 3636 333333363636 IE 3636 36363633636 3636 33

* FR FRF.12 Configuration *
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1. Enable/Disable CuMtn Fragmentation
2. 3et Real-Time DLCI

Each option on this menu is described in detail below.

Enable/Disable Copper Mountain Fragmentation

1 Type“1” todisplay aprompt that |lets you enable or disable
CopperMountain fragmentation.

2 Type “E” to enable CopperMountain fragmentation or type “D” to disable.
Thel AD savesthe configuration and displaysthe FR FRF.12 Configuration
menu. Press Escape to continue.



Set Real-Time DLCI

1 Type 2" toset upthe lAD for real-time DLCI. The IAD displays the port
table and prompts you to select a port.

2 Typethe port number corresponding to the DLCI you want to set to real-
time. The IAD saves the configuration and displays the FR FRF.12
Configuration menu. Press Escape to continue.

Configure Management Protocol
To configure Management Protocol, follow the steps below.

1 Type “2” onthe Frame Relay Options menu to display the Configure
Management Protocol menu (Figure 4.57).

Figure 4.57 Frame Relay Management Protocol Menu
336 36 36 36 36 3E 36 36 3 36 363 36 36 3636 36 36 33636 36 36 36 IE 36 3636 I I I IEI N
* Frame Relay Management Protocol *
636 36 36363 36 3636 36 36 3636 36 3 36 363636 36 36 3636 36 I 33636 NN KN
8. Hone
1. CCITT 0.933 Annex
2. GCITT Q.933 Annex
2. CCITT Q.933 Annex
4. AHSTI T1.617 Annex
L. AHSI T1.617 Annex User (DTE)
6. AHSI T1.617 Annex Both (DTE + DCE}
7. LHI (FRF.1.1) Hetwork {DCE}
8. LHI (FRF.1.1) User (DTE)
9. LHI (FRF.1.1) Both (DTE + DCE}

Metwork (DCE)
User (DTE)

Both (DTE + DCE}
Hetwork {(DCE)

Lo R e e e = e = e = ]

2 Typethe number that correspondsto the protocol on your network and press
Enter.

Configure Congestion Parameters
To configure Congestion Parameters, follow the steps below.

1 Type “3” onthe Frame Relay Options menu to display the Fame Relay
Congestion Configuration menu (Figure 4.58).

Figure 4.58 Frame Relay Congestion Configuration Menu
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* FR Congestion Configuration *
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1. Configure Transmit Congestion Parameters

2. Configqure Receive Congestion Parameters

2 Select Configure Transmit Congestion Parameters and then follow the on-
screen messages to

* FECN/BECN condition set size
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* FECN/BECN condition clear size
* FECN/BECN max number of bytesto store

Select Configure Receive Congestion Parameters and then follow the on-
screen messages to

* FECN/BECN condition set size
* FECN/BECN condition clear size
* FECN/BECN max number of bytesto store

4 Reset the IAD for changes to take effect.

Enable/Disable CopperMountain CMCP

NOTICE: Wnen using a CopperMountain DSLAM, CMCP allows the DSLAM to
configure many IAD parameters automatically. IAD parameters
controlled by CMCP include fragmentation and voice gateway support.
For more information, refer the CopperMountain DS_AM guide.

1 Type“4” ontheFrameRelay Options menu. ThelAD displaysthe CMCP
status and prompts you to changeit.

2 Type “E” to enable CopperMountain CMCP or “D” to disable.

ConfigurePriority DLCI

Type *5” on the Frame Relay Options menu to configure a DLCI’s priority.
The |AD prompts you to enter a new priority DLCI.

Router Configuration
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This section describes how to configure the IAD as a router. You may
configure the IAD as arouter or a bridge, depending on your application.

Optionally, you may also configure some ports for routing and some ports for
bridging. For example, you might use a bridge connection for Internet traffic
and use a separate routed port for remote management. Alternatively, you can
configure the bridge port on the WAN side with 1PoBridge to use the bridged
connection for remote management. Refer to Basic Bridge Setup Tasks on
page 4-53.

A router is a network layer device that uses one or more metrics to determine
the optimal path along which network traffic should be forwarded. Routers
forward packets from one network to another based on network layer
information.

A router generally improves overall efficiency for a complex network, but a
bridge provides better speed and flexibility for the overal network.
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Basic Router Setup Tasks
To configure the IAD as a router, complete the following tasks:

Configure |P addresses on the LAN and WAN ports (page 4-40)

Enable RIP poisoned reverse (recommended) (page 4-45), add a static route

(page 4-42), or add a default route (page 4-43)

Disable bridging globally (page 4-56) or by port (page 4-56)
Disable Spanning Tree Protocol (Spanning Tree) globally (page 4-57) or by

port (page 4-58)

Use the flowchart below to plan your tasks, based on your router
configuration reguirements.

Figure 4.59 Router Configuration Task Flowchart
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All interfaces
configured
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Router Configuration Menu

Router tasks are all displayed and accessed on the Router Configuration menu
(Figure 4.60) displayed by typing “2” on the Main menu (Figure 2.2).
Remember always to reset the IAD (page 2-8) when you have finished router
configuration for your changes to take effect.

each interface[=

Enable
global
bridging

| l
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Figure 4.60 Router Configuration Menu
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C. Configure Port IP Address
U. Unconfigure Port IP Address
M. Configure Port Hax Transmission Unit
5. Add/Remove a Static Route
R. Enable/Disable RIP
U. Configure RIP Uersion by Port
P. Configure RIP Poisoned Reverse by Port
H. Configure DHS Client
H. Configure DHCP Client
L. Configure DHCP Relay
T. Configure Telnet Server Port
A. Configure IP QoS
F. Configure IP Filtering
0. Configure IP Header Compression
B. Configure LAH IP Broadcast Destination
G. Configure Domain Hame
I. Configure Host Hame

J. Remouve Host and Domain Hames
D. Display Route Table

You may sign on as Supervisor or Network Manager to configure the IAD as
arouter. Options that display in the Router Configuration menu are the same
for both security levels.

Configure Port IP Address

To configure the IAD as a router, you must assign an | P address to both the
LAN and WAN ports, each with different subnet masks.

NOTICE: You can assign up to eight |P addresses on each of the WAN and LAN
ports.

To configure an |P address, follow the steps below:

1 Type “c” onthe Router Configuration menu (Figure 4.60) to select
Configure Port |P address. The IAD displays the available interfaces. Type
the number that corresponds with the interface you want to configure.
(Sample shown below in Figure 4.61.)

Figure 4.61 Available Interfaces Display.

Available Interfaces :

1. SDSL
2. 18/188BaseT Ethernet
8. (Abort)

Selection :

2 ThelAD displays the port table for thisinterface and prompts for a port.



3 Typethe port to configure and press Enter. The IAD displaysthe IP
interfaces on the port you' re configuring:

4  Enter the ID of theinterface (0-7) to configure and press Enter. The IAD
displays the current IP Address and prompts for a new one.

5 Typethe new I P address and press Enter. The IAD displays the current
Subnet Mask and prompts for a new one:

6 Typethe new Subnet Mask address and press Enter. The IAD prompts you
to determine traffic priority on this port:

7 Do one of the following:
Set the interface to high priority to type “H”
Set the interface to normal priority to type “N”

Configuration is complete.
8 ThelAD then prompts you to save the new information.

9 Type “Y” to confirm your changes, or press Escape to cancel. If you
confirm, the IAD savesthe settings. If bridging is enabled and an | P address
isassigned on the WAN interface, the IAD displays an IP Over Bridge
prompt.

10 Type “E” toenable!|P Over Bridge on the WAN port, or *D” to disableit.
The | AD saves the changes and displays the Router Configuration menu
(Figure 4.60).

11 Repeat the steps listed above for each remaining port to configure.

12 Continue with other configuration tasks, or press Escape to return to the
Main menu.

13 Reset the|AD when you finish router configuration.

Unconfigure Port IP Address
To unconfigure a Port IP Address, follow the steps below.

1 Type “U” on the Router Configuration menu (Figure 4.60) to select
Unconfigure Port IP Address. If more than one WAN port is installed or
more than one PV C/DLCI exists, the IAD displays the interfaces on this
IAD (sample shown in Figure 4.61).

2 Typetheinterface number to which the IP addressis assigned. The IAD
displays the port table for this interface and prompts you to select a port.

3 Typethe port and press Enter. The IAD displaysthe IP interfaces on the
port you' ve selected.

4  Enter the ID of theinterface to delete and press Enter. The IAD deletes the
I P address and saves the configuration.

5 Continue with other configuration tasks, or press Escape to return to the
Router Configuration menu.

Configuration 441



4-42

Configure Port Maximum Transmission Unit (MTU)

The MTU setting controls I P fragmentation of packets transmitted through the
specified port. Packet whose size is greater than the MTU value are
fragmented to fit into the MTU size limit.

To set a maximum transmission unit value for a port, follow the steps below:

1 Type “M” on the Router Configuration menu (Figure 4.60) to select
Configure Port Max Transmission Unit. The |AD displaysthe port table for
thisinterface and prompts you to select a port.

2 Typethe port number and press Enter. The IAD displays the current
configuration and prompts you to change it.

3 Typethenew MTU value (100-1500) and press Enter. (When set at 1500, |P
fragmentation is disabled). The | AD saves the changes.

4 Continue with other configuration tasks, or press Escape to return to the
Router Configuration menu.

For further information, refer to Frame Relay Applications Notes on page C-1.

Add/Remove a Static or Source Route

To create, update, and/or delete static, source, and default routes, type “S” on
the Router Configuration menu (Figure 4.60). The IAD displays the Router
Modification menu, which contains commands to manage the IAD’s route
table:

Figure 4.62 Router Modification Menu
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Each option on this menu is described in detail below.

Add a SaticRoute  To add a Static Route, follow the steps below.

8000 Series

1 Onthe Router Modification menu type “A” to select Add a Static Route.
The lAD prompts you to input the destination address:

2 Typethe destination address to add and press Enter. The IAD displays the
current subnet mask and prompts you to enter the network mask of the
route.

3 Typethe network mask and press Enter. The IAD prompts you for the
gateway address.



4 Typethe gateway address, press Enter. The static route is added. The |AD
then asksif you want to save this route in the static configuration.

5 Type “v” to confirm, or Escape to cancel. If you confirm, the Route Table
is updated and the IAD prompts you to add more routes:

6 Type “Y” to add more routes, or Escape to cancel. Repeat these steps for
each route that you want to add.

7 Continue with other configuration tasks, or press Escape to return to the
Router M odification menu.
Add a Source Route To add a Source Route, follow the steps below.

1 Onthe Router Modification menu type “S” to select Add a Source Route.
The IAD prompts you to input the destination address:

2 Typethe destination address to add and press Enter. The IAD displays the
current subnet mask and prompts you to enter the network mask of the
route.

3 Typethe network mask and press Enter. The IAD prompts you for the
gateway address.

4 Typethe gateway address, press Enter. The static route is added. The |AD
then asksif you want to save this route in the source configuration.

5 Type “v” to confirm, or Escape to cancel. If you confirm, the Route Table
is updated and the IAD prompts you to add more routes:

6 Type “Y” to add more routes, or Escape to cancel. Repeat these steps for
each route that you want to add.

7 Continue with other configuration tasks, or press Escape to return to the
Router M odification menu.
Removea Route To delete a static route from the Route Table, follow the steps below:

1 OntheRouter Modification menu, type “R” to select Remove a Route. The
IAD prompts you to enter the address of the route to remove:

2 Typethe IP address of the route to remove and press Enter. The IAD
removes the route from the table and the |AD displays the Router
Modification menu. Repeat these steps for each route that you want to
remove.

3 Continue with other configuration tasks, or press Escape to return to the
Main menu.
Add or Change Default To add or change a default route, follow the steps below.

Route 1 Onthe Router Modification menu, type “F” to select Add/Change the
Default Route. The IAD prompts you to enter the default gateway address.
(You may type “0” for alist of interfaces):

2 Typethe default gateway address and proceed to step 3 above or type “0”
to display the port table.
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3 Enter the number of the port and press Enter. The default routeis set and the
Route Table iswill be updated when the IAD is reset.

4 Continue with other configuration tasks, or press Escape to return to the
Router M odification menu.

Remove Default Route  To remove a default route, follow the steps below.

1 Onthe Router Modification menu type “T” to select Remove the Default
Route. The default route is immediately deleted and the Route Table is
updated when the |AD is reset.

2 Continue with other configuration tasks, or press Escape to return to the
Router M odification menu.

Display Route Table Type “*D” on the Router Modification menu to display the Route Table.
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NOTICE: If no default route is configured on the |AD, the first PPP interface that
completes negotiation will be assigned as the default interface. If
multiple PPP interfaces are configured, this could result in the wrong
interface being assigned as the default. This applies to PPP over
HDLC, PPPoA, PPPoFR, and PPPOE.

Enable/Disable RIP

When you enable RIP, the IAD sends routing data to adjacent routers and
dynamically learns the associated network topology. To enable RIP globally,
follow the steps below.

1 Type “R” onthe Router Configuration menu (Figure 4.60), to select
Enable/Disable RIP. The IAD displays the RIP current status and prompts
you to enable or disable RIP globally.

2 Type “E” to enable RIP globally, or “D” to disableit globally. The IAD
saves the configuration and displays the Router Configuration menu (Figure
4.60).

3 Continue with other configuration tasks, or press Escape to return to the
Main menu.

NOTICE: For RIP to function correctly, you must enable RIP globally or locally
(by port) and set the RIP version. The order in which you perform each
procedure is irrelevant.

Configure RIP Version by Port
To configure RIP Version by Port, follow the steps below.

1 Type“v” onthe Router Configuration menu (Figure 4.60) to select
Configure RIP Version by Port. If more than one WAN port is installed or
more than one PV C/DLCI exists, the IAD displays the interfaces on this
IAD (sample shown in Figure 4.61).

2 Typetheinterface number to set. The IAD displays the port table for this
interface and prompts you to select a port:



Set Primary (or
Secondary) DNS
Server |P Address

3 Typethe port number to set and press Enter. The IAD displays the RIP
configuration and status of the slot and port you'’ re setting, and prompts you
to select anew version:

4 Typethe option number of the version to set. Setting the RIP version for this
port is complete. The IAD saves the settings and displays the Router
Configuration menu (Figure 4.60). Repeat these steps for each remaining
port to set.

5 Continue with other configuration tasks, or press Escape to return to the
Main menu.

Configure RIP Poisoned Reverse by Port
To configure RIP Poisoned Reverse by port, follow the steps below.

1 Type “P” onthe Router Configuration menu (Figure 4.60) to select
Configure RIP Poisoned Reverse by Port. The IAD displays the interfaces
on this|AD (sample shown in Figure 4.61)

2 Typethe number of the port to enable or disable. The IAD displaysthe RIP
status of this port and prompts you to enable or disable RI P Poisoned
Reverse for that dot and port.

3 Type “E” to enable RIP Poisoned Reverse, or type “D” to disableit. The
IAD savesthe configuration, and displays the Router Configuration menu
(Figure 4.60). Repeat these steps for each port for which you want to enable
RIP poisoned reverse.

4 Continue with other configuration tasks, or press Escape to return to the
Main menu.

Configure DNS Client

DNS Client allows the IAD to use fully qualified domain names (for example,
www.verilink.com). To configure the IAD as a DNS Client, type “N” on the
Router Configuration menu (Figure 4.60). The IAD displays the DNS Client
menu:

Figure 4.63 DNSClient Menu
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A. Set Primary DHS Server IP Address
B. Set Secondary DHS Server IP Address
T. 3et DHS Server Timeout

5. Display DHS Cache and Statistics

Each option on this menu is described in detail below.

To set the Primary (or Secondary) DNS Server |P Address, follow the steps
below.
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Set DNS Server
Timeout

Display the DNS Cache
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1 Onthe DNSClient menu, type “A” to select Set DNS Server |P Address.
The IAD displays the current address and prompts you to enter a new one.

2 Typethe new DNS server address and press Enter. The IAD updates the
configuration and displays the DNS Client menu.

3 Continue with other configuration tasks, or press Escape to return to the
Router M odification menu.

To set the DNS Server Timeout, follow the steps below.

1 Onthe DNSClient menu, type “T” to select Set DNS Server Timeout. The
IAD displaysthe current value and lets you specify anew value.

2 Typethe new timeout value (default 5) and press Enter. The IAD updates
the configuration and displays the DNS Client menu.

3 Continue with other configuration tasks, or press Escape to return to the
Router M odification menu.

To display information about the data in the DNS cache, type “*S” on the
DNS Client menu. When DNS Client is enabled, the IAD displays the
information shown below.

IP Address Timer Host Hame

Total Requests

Requests Serviced From Cache
Requests Sent to Server
Server Timeouts

Server Good Responses

Server Hot Found Responses
Server Unexpected Responses
Errors Sending to Server

All DNS requests except SRV records are converted to HOSTENT structures.
The IAD will cache a maximum of 10 records, which will remain cached until
the shortest TTL in the record expires, or the least recently used record is
deleted for a subsequent DNS reguest. Note the TTL values are supplied by
the DNS server, not the |AD.

Press any key to return to the DNS Client menu when you have finished
reviewing the information.

Configure DHCP Client

1 Type “H” on the Router Configuration menu (Figure 4.60) to select
Configure DHCP Client. If more than one WAN port isinstalled or more
than one PVC or DLCI exists, the IAD displays the available interfaces
(sample shown in Figure 4.61):

2 Typetheinterface number to set. The IAD displays the port table for this
interface and prompts you for a port number.



3 Typethe port to set and press Enter. The IAD displays the status of the
selected dot and port, and prompts you to changeit.

4 Type “E” to enable DHCP Client on this port, or *D” to disableit. The
IAD savesthe changes and displays the Router Configuration menu (Figure
4.60). Repeat these steps for each remaining port.

5 Continue with other configuration tasks, or press Escape to return to the
Main menu.

Configure DHCP Relay

DHCP Relay allows the IAD to forward DHCP requests from the LAN to a
separate DHCP Server. To configure the IAD for DHCP Relay, type “L” on
the Router Configuration menu (Figure 4.60). The IAD displays the DHCP
Relay menu (Figure 4.64), which contains commands to configure DHCP
Relay:

Figure 4.64 DHCP Relay Menu
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E. Enable/Disable DHCP Relay
C. Configure DHCF Relay
S. Display DHGP Relay Statistics

Each option on this menu is described in detail below.

Enable/Disable DHCP  When you enable DHCP Relay, you must provide a DHCP server |P address.
Relay To enable or disable DHCP Relay, follow the steps below:

1 Onthe DHCP Relay menu, type “E” to select Enable/Disable DHCP Relay.
The IAD displays the current status and prompts you to change it.

2 Type “E” to enable DHCP Relay on this port, or *D” to disable it.

3 ThelAD displays the current DHCP server |P address and prompts you to
enter a new address.

4 Typethe new DHCP Server IP address. The IAD saves the changes and
displays the Router Configuration menu (Figure 4.60).

5 Continue with other configuration tasks, or press Escape to return to the
Main menu.

ConfigureDHCP  To configure the DHCP Relay, follow the steps below.

Relay 1 Onthe DHCP Relay menu, type “C”. The IAD displaysthe current IP

address and prompts you to enter a new address.

2 Typethe new DHCP Server |P address. The IAD saves the changes and
displays the Router Configuration menu (Figure 4.60).

3 Continue with other configuration tasks, or press Escape to return to the
Router M odification menu.
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Display QoS Settings
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1 Type“s” onthe DHCP Relay menu (Figure 4.64). When DHCP Relay is
enabled, the |AD displays areport such as the one below.

Client requests forwarded to DHCP server
Client requests dropped

Server responses forwarded to DHCP clients
Server responses dropped

Unknown server responses

Server requests timed out

2 Pressany key to return to the DNS Client menu when you have finished
reviewing the information.

Configure Telnet Server Port

When using NAT on the IAD, you may want to configure a host behind NAT
as a Telnet Server. In this case, Telnet requests are passed to the host, and not
handled by the IAD. By changing the Telnet port, both the host and IAD may
be accessed via Telnet.

To set the port for the Telnet Server, follow the steps below.

1 Onthe Router Configuration menu (Figure 4.60), type “T” to select
Configure Telnet Server Port. The IAD displays the current |P address and
prompts you to enter the new Telnet Server port.

2 Typethe new Telnet Server port (the default is 23). The IAD saves the
changes and displays the Router Configuration menu (Figure 4.60).

3 Continue with other configuration tasks, or press Escape to return to the
Main menu.

Configure IP QoS

Type *A” on the Router Configuration menu to select the Configure IP QoS
menu.

Figure 4.65 IP QoS Menu
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D. Display QoS Settings
C. Config QoS

Type *D” on the IP QoS menu to display the priority of the type of service
(ToS) value. Use this field to create priorities for packets in the IAD. Figure
4.66 shows the default settings.



Figure 4.66 |P QoS Based on ToS Values (Default Settings)

IP Qos based on TO% values:
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ConfigQoS Type “c” on the IP QoS menu to configure the priority level of a service.

v
v

The priority level is1 — 3 and is set in accordance with the ToS value.

Configure IP Filtering

IP Filtering lets you specify rules for handling data packets transitioning an
interface. Based on a set of rules, packets can be passed or blocked when
entering or leaving an interface.

IP Filtering is one part of creating a Firewall to protect local networks from
undesirable access.

NOTICE: Please refer to the Applications Notes on IP Filtering found in
Appendix C for the general information and syntax needed to program
the filter.

NOTICE: Because each packet must be tested against one or more filters, IP
filtering may significantly affect IAD performance.

To use I P filtering, you must create a text file called filter.st. This file should
be created and edited externa to the IAD and then downloaded via TFTP or
XMODEM. The syntax is defined under the Grammar section on page

page C-7. To configure IP Filtering, Type “F” on the Router Configuration
menu (Figure 4.60). The IAD displays the IP Filtering Configuration menu.

Figure 4.67 IP Filtering Configuration Menu
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read filter.st

print filters

Input Filters

If the filter.st file is present on the IAD, IP Filtering will be enabled. The IP
Filtering Configuration Menu then lets you load and unload rule sets, print the
current list of filters, and show and clear IP Filter Statistics.

Each option on the above menu is described in detail below.

Type *1” to have the IAD load a new rule set from the filter.st file. Once
you have uploaded the file, the IAD will begin filtering without your having
to reboot the IAD. To upload a file to the file system, refer to File System
Menu on page 3-18.

Type “2” to display alist of currently installed input and output filters
(Figure 4.68).

Figure 4.68 Display Input/Output Filters Menu

8. block in on atm@ proto tcp from any to any port >= 8888

Press any key to continue...

OQutput Filters

8. block out on atm@ proto udp from 28.8.8.1/32 to any port >= 8068

unload all filters

A

Show I P Filtering
datistics

Show per filter
datistics

Clear IP filtering
datistics
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Temporarily deactivates IP Filtering.

NOTICE: You must unload the old rule set before loading a new rule set.

Displays statistics for |P Filtering. Shows accumulated statistics for all Input
and Output filters

Displays statistics for each active filter rule.

Clears all accumulated statistics.

Configure IP Header Compression (IPHC)

IPHC reduces the number of bytes transmitted across the WAN, thus
conserving bandwidth.

To enable or disable |P header compression, follow the steps below:
1 Onthe Router Configuration menu (Figure 4.60), type “Q”.
2 ThelAD displays the port table and prompts you to enter a port.



3 Typethe port number and press Enter. The IAD displays the header

compression status and prompts you to enable or disable |P Header
Compression for SDSL.

Type “E” to enable | P header compression on thisport, or “D” to disableit.
If you enable IP header compression, the |AD displays a message similar to
the following:

Springtide Compatibility mode ENABLED (currently not
selectable)

The |AD saves the changes and displays the Router Configuration menu
(Figure 4.60). Continue with other configuration tasks, or press Escape to
return to the Main menu.

Configure LAN IP Broadcast Destination

To set the LAN IP broadcast destination address (where all broadcast |P
packets received on the LAN ports will be redirected), follow the steps below.

1
2

On the Router Configuration menu (Figure 4.60), type “B”.

The |AD displays the current LAN IP broadcast destination address and
prompts you to enter a new address.

Typethe new IP address. The IAD saves the changes and displays the
Router Configuration menu (Figure 4.60).

Continue with other configuration tasks, or press Escape to return to the
Main menu.

Configure Domain Name

To configure the Domain Name, follow the steps below.

1
2

3

On the Router Configuration menu (Figure 4.60), type “G”.

ThelAD displaysthe current Domain Name and prompts you to enter anew
one.

Continue with other configuration tasks, or press Escape to return to the
Main menu.

Configure Host Name

To configure the Host Name, follow the steps below:

1
2

On the Router Configuration menu (Figure 4.60), type “1~.

The IAD displays the current Host Name and prompts you to enter a new
one.

Continue with other configuration tasks, or press Escape to return to the
Main menu.
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Remove Host and Domain Names

To remove the Host and Domain Names, type “J” on the Router
Configuration menu (Figure 4.60).

Display Route Table

To display the Route table and view information about statically configured
routes and dynamically learned ones, type “*D” on the Router Configuration
menu (Figure 4.60).

The IAD displays each network address and related information:

HETHASK GATEWAY ADDRESS INTERFACE Metric Type

363636 36363636 I I IE I I IEIEIEIEIEIEIEIIEIEIIMNIEIE IEIEIEIEI I IEI I I IEIEIENENIEIE RN IEIENEEINNNE

192 .94 45 128 255 255 255 128 192.94_45 187 19204 45 187 1 local
192 .94 W5 187 255.255 255 255 192.94_45 187 19294 45 187 1 local
127.8.8.1 255.0.8.8 127.8.8.1 127.8.8.1 1 local
a.o.a.8 g.0.8.8 19294 45 129 192 .94 45 187 1 default
HETWORK SO0URCE HETHASK IHNTERFACE Metric Type
EREEREEREEREEIE K ERRH IR RENER REXXXEXXEXXERENE EXEXEK EXRRXHER

Default Gateway

: 192 .94 .45 129

Default Interface : 192.94. 45187

Route Table parameters are described in the following table.

Parameter Description

Network Destination network destination address

Netmask | P subnet mask; number of bits reserved for the
host ID

Gateway Address I P address of packets sent to destination

Interface I P address of outgoing interface

Metric number of hops (routers) required to reach the
specified gateway

Type static | dynamic | RIP | local

Bridge Configuration
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This section describes how to configure the IAD as a bridge. A bridge is a
device that connects and passes packets between two network segments that
use the same communications protocol. A router generally improves overall
efficiency for a complex network, but a bridge provides better speed and
flexibility for the overall network.



NOTICE: Verilink recommends that bridged network architecture be thoroughly
understood prior to configuring the IAD. Suggested reading:
“ Interconnections: Bridges and Routers’ by Radia Perlman, Addison-
Wesley, 1992.

Bridges operate at the data link layer (Layer 2) of the OSI reference model.
In general, a bridge filters, forwards, or floods an incoming frame based on
the MAC address of that frame.

Basic Bridge Setup Tasks

Although the IAD is preconfigured with bridging enabled, you should perform
these tasks for your network:

¢ Enable bridging globally (page 4-56) or by port (page 4-56)

* Set the bridge aging timer (page 4-57)

¢ Disable RIP poisoned reverse globally (page 4-45) or by port (page 4-45)
* Enable Spanning Tree globally (page 4-57) or by port (page 4-58)

Use the flowchart below to plan your tasks, based on your requirements.
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Figure 4.69 Bridge Configuration Task Flowchart
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Bridge Configuration Menu
Configuring the IAD as a bridge involves several tasks, all of which are
displayed and accessed on the Bridge Configuration menu, displayed by
typing “3” on the Main menu (Figure 2.2).
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Figure 4.70 Bridge Configuration Menu
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You may sign on as Supervisor or Network Manager to configure the IAD as
a bridge. Options that display in the Bridge Configuration menu are the same
for both security levels.

NOTICE: Be sure to reset the IAD when you have finished making changes to
Bridge configuration. Resetting the IAD causes the configuration
changes to take effect.

Enabling and Disabling Bridging

For bridging to function correctly, you must enable bridging by port and then
set the bridge aging timer. At least two ports must be enabled for bridging to
function. Y ou must aso disable RIP poisoned reverse. The order in which you
perform the procedures is irrelevant.

To enable routing globally, you must disable bridging globally. However, you
may enable routing on some ports and bridging on others, depending on your
requirements.

NOTICE: Wnen bridging is disabled globally or on an interface (port) or an IP
address is unconfigured, |P Over Bridge is disabled automatically.

IP Over Bridging

IP Over Bridging is intended for use when the IAD isin full bridged mode,
and remote access (Telnet) and/or user authentication (RADIUS) are required.

To implement IP Over Bridging, enable bridging globally and by port (as
described in the paragraphs below) on the WAN connection (at least one
DLCI/PVC must be configured), and assign an IP address to the WAN
interface. When these conditions have been met (either in Routing or Bridging
configuration), the IAD will prompt you to enable or disable IP Over
Bridging. When the IP address is unconfigured, |P Over Bridging is disabled

Configuration 4-55



4-56

8000 Series

automatically. The IAD will also prompt you to enable or disable IP Over
Bridging when bridging is being enabled on an interface that already has an
IP address assigned.

When an IP address is unconfigured or when bridging is disabled globally or
on an interface (port), |P Over Bridging is disable automatically.

When IP Over Bridging is enabled, the IAD examines all Ethernet packets
that have its MAC address as a destination. The ARP packets and |P packets
with a destination | P address that is assigned to an interface on the IAD are
processed as IP packets normally are, including ARP resolution. All other
packets are processed in the usual way that a bridge processes them.

When the IAD should send an I P packet out (for example, in response to a
ping, or RADIUS authentication), the ARP resolution is performed in a
manner similar to the way it's accomplished on Ethernet. If the destination
Mac address is not known, the ARP broadcast request is sent to all interfaces.
The interface that receives the reply is used to send the actual 1P packet.

NOTICE: Wnen using IP Over Bridging with CopperMountain HDIA or
Copper VPN, the default route for the IP interface should be specified
using the IP address of the router, rather than a WAN port number.

Enable/Disable Bridging Globally
To enable or disable bridging globally, follow the steps below.

1 Onthe Bridge Configuration menu (Figure 4.70), type “G” to display the
status of bridging and a prompt to enable or disable Bridging globally.

2 Type “E” to enable bridging globally, or “D” to disableit globally. The
IAD savesthe configuration and displays the Bridge Configuration menu
(Figure 4.70).

3 Continue with other configuration tasks, or press Escape to return to the
Bridge Configuration menu.

Enable/Disable Bridging by Port
To enable or disable bridging by port, follow the steps below:

1 Type “P” onthe Bridge Configuration (Figure 4.70) menu to select Enable/
Disable Bridging by Port. The IAD displays the interfaces available on this
IAD as shown in Figure 4.61.

2 Typethe number of the interface for which you want to enable bridging.
The IAD displays a port table and prompts you to select the port.

3 Typethenumber of the port. The IAD displays the status of bridging on this
interface and port, and prompts you to enable or disableiit.

4 Type “E” to enable bridging on this port, or *D” to disableit. The IAD
updates the configuration and displays the Bridge Configuration menu
(Figure 4.70).



5 Type “v” to confirm your changes, or press Escape to cancel. If you
confirm, the IAD savesthe settings. If bridging is enabled and an | P address
isassigned on the WAN interface, the IAD displaysthe |P Over Bridge
prompt, which asks if you wish to enable or disable IP Over Bridge on the
WAN port.

6 Type“E” toenablelP Over Bridgeonthe WAN port, or “D” to disableit.
The IAD updates the configuration and displays the Bridge Configuration
menu (Figure 4.70).

7 Repeat these steps for each port on which you want to enable or disable
bridging.

8 Continue with other configuration tasks, or press Escape to return to the
Bridge Configuration menu.

Bridge Aging Timer

The bridge aging timer establishes the amount of time the IAD keeps a MAC
address in the bridging table. When the timer expires, the IAD deletes the
address from the database.

To set the bridge aging timer, follow the steps below.

1 Type “A” on the Bridge Configuration menu (Figure 4.70) to select
Configure Bridge Aging Timer. The IAD prompts you to enter the Bridge
Aging Time.

2 Typethe aging time (range 1 to 3600 seconds) and press Enter. The IAD
updates the timer. Press any key to display the Bridge Configuration menu
(Figure 4.70).

3 Continue with other configuration tasks, or press Escape to return to the
Bridge Configuration menu.

Enabling and Disabling Spanning Tree

A network that has many bridges creates the potential for network loops. A
loop presents conflicting information about the segment on which a specific
address is located and forces the bridge to forward all data.

When configuring the IAD as arouter, you must disable Spanning Tree both
globally and by port.

NOTICE: Wnen you enable Spanning Tree, the IAD reconfigures the bridge
network to transfer data along an optimum route to its destination.

Enable/Disable Spanning Tree Globally
To enable or disable Spanning Tree globally, follow the steps below.

1 Onthe Bridge Configuration menu (Figure 4.70), type “T” to select
Enable/Disable Spanning Tree Globally. The lAD displays the status of
bridging and prompts you to disable or enable it.
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2 Type “E” to enable spanning tree globally, or *D” to disable it globally.
The |AD saves, then displays the Bridge Configuration menu.

3 Continue with other tasks, or press Escape to return to the Main menu.

Enable/Disable Spanning Tree by Port
To enable or disable Spanning Tree by port, follow the steps below.

1 Onthe Bridge Configuration menu (Figure 4.70), type “0” to select
Enable/Disable Spanning Tree by Port. The IAD displays the interfaces
available on this|AD as shown in Figure 4.61

2 Typethe number of the interface for which you want to enable Spanning
Tree. ThelAD displaysa port table. If more than oneinterfaceis configured
on the selected port, the lAD displays alist of interfaces.

3 Typethe number of the port. The IAD displays the status of this interface
and port and prompts you to enable or disable Spanning tree for that
interface and port.

4 Type “E” to enable Spanning Tree on this port, or *D” to disableit. The
IAD savesthe new configuration then displays the Bridge Configuration
(Figure 4.70) menu.

5 Repeat these steps for each port you want to enable or disable Spanning
Tree.

Configure Spanning Tree Bridge Priority

The Spanning Tree agorithm selects the bridge with the lowest priority on the
network as the Root Bridge.

To set the Spanning Tree bridge priority (a value between 1 and 65,565 —
default 32,768), follow the steps below.

1 Type “R” onthe Bridge Configuration menu to select Configure Spanning
Tree Bridge Priority. The IAD displays a prompt for you to enter the

priority.
2 Typethe priority and press Enter. The IAD updates the configuration.
3 Pressany key to display the Bridge Configuration menu (Figure 4.70).

4 Continue with other configuration tasks or Escape to return to the Main
menu.

Configure Spanning Tree Port Priority

The spanning tree algorithm uses the spanning tree bridge priority to
determine which bridge to use as the Ethernet LAN destination when two or
more bridges are bridging between the same LAN.

To set the Spanning Tree priority by port (range 0 to 255 — default 128, the
lower the value, the higher the priority), follow the steps below.



On the Bridge Configuration menu (Figure 4.70), type “*Q” to select
Configure Spanning Tree Port Priority. The IAD displays the interfaces
available on this|AD as shown in Figure 4.61

Type the number of the interface for which you want to set the priority. The
IAD displays a port table. If more than one interface is configured on the
selected port, the IAD displays alist of interfaces:

Type the number of the port. The lAD prompts you to enter apriority for the
selected Slot and Port.

Typethe priority value and press Enter. The IAD updates the configuration
and displays the Bridge Configuration menu.

Repeat these steps for each port on which you want to set the priority.

Continue with other configuration tasks, or press Escape to return to the
Bridge Configuration menu.

Configure Spanning Tree Hello Time

To set the Spanning Tree hello time (a value between 1 and 10 seconds—
default 2), follow the steps below:

1

Type “H” on the Bridge Configuration menu (Figure 4.70) to select
Configure Spanning Tree Hello Time. The IAD prompts you to enter the
Bridge Hello Time.

Typethe value and press Enter. The IAD updates the configuration.

Press any key to return to the Bridge Configuration menu and continue with
other configuration tasks.

Configure Spanning Tree Maximum Age

To set the Spanning Tree maximum age, (a value between 6-40 seconds—
default 20), follow the steps below.

1

Type “s” on the Bridge Configuration menu (Figure 4.70) to select
Configure Spanning Tree Max Age. The IAD prompts you to enter the
Spanning Tree Max Age.

Type the maximum age value and press Enter. The IAD updates the
configuration.

Press any key to return to the Bridge Configuration menu and continue with
other configuration tasks.

Configure Spanning Tree Forward Delay

To set the Spanning Tree forward delay (a value between 4-30 seconds—
default 15), follow the steps below.

1

Type “F” on the Bridge Configuration menu (Figure 4.70) to select
Configure Spanning Tree Forward Delay. The IAD prompts you to enter the
Spanning Tree Forward Delay.
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Typethe forward delay value and press Enter. The IAD updates the
configuration.

Press any key to return to the Bridge Configuration menu and continue with
other configuration tasks.

Configure Spanning Tree Path Cost

When there are multiple paths to the Root Bridge, the Spanning Tree
algorithm selects the port with the lowest total path cost as the route port.

To set the Spanning Tree path cost (a value between 1 and 65,535—default
32,768), follow the steps below.

1

Type “C” on the Bridge Configuration menu to select Configure Spanning
Tree Path Cost.The |AD displays the interfaces available on thisIAD as
shown in Figure 4.61.

Typethe interface number. The IAD displays a port table. If more than one
interface is configured on the selected port, the IAD displays alist of
interfaces:

Type the number of the port. The IAD displays the current setting and
prompts you to enter the Path Cost for the selected Slot and Port.

Type the path cost value and press Enter. The |AD updates the
configuration.

Press any key to return to the Bridge Configuration menu and continue with
other configuration tasks.

Delete Bridge Forwarding Database Entry

To delete an Ethernet address from the bridge forwarding database, follow the
steps below.

1

2

3

Type “D” on the Bridge Configuration menu (Figure 4.70) to select Delete
Bridge Forwarding Database Entry. The |AD prompts you to enter the
Ethernet address.

Typethe MAC address of the Ethernet port and press Enter. The IAD
deletes the database entry and updates the configuration.

Press any key to return to the Bridge Configuration menu and continue with
other configuration tasks.

Voice Path Configuration

After you have defined the voice PVCs or DLCIs on the IAD, configure the
voice path for voice operation.

parentheses. To conveniently accept the current value, just press Enter.

V NOTICE: Wnen the IAD prompts you for input, the current value is displayed in
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Basic Voice Path Setup Tasks
To configure voice path settings, you should complete the following tasks:
* Set avoice gateway (page 4-61)
* Setthejitter delay (page 4-77)
® Select country mode (page 4-83)
* Select DuSlic mode (page 4-83)
* Configure voice gateway options (page 4-61)

V NOTICE: You must reset the IAD for configuration changes to take effect.

Voice Configuration Menu

Configuring the voice path settings involves severa tasks. These are all
displayed and accessed on the Voice Configuration menu, displayed by typing
vp” on the Main menu (Figure 2.2). Remember always to reset the IAD
when you have finished voice configuration for your changes to take effect.

Figure 4.71 Voice Configuration Menu
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to reset the IAD when you are done making changes to the voice path
settings. Resetting the |AD causes the configuration changes to take
effect.

V NOTICE: You must sign on as Supervisor to configure voice path settings. Be sure

Set Voice Gateway

To select a voice gateway, type “v” on the Voice Configuration menu. The
IAD displays the VVoice Gateway Selection menu, which contains a list of
valid voice gateways for this IAD.

NOTICE: Figure 4.72 displays the list of valid gateways. Only the “s’ versions
support MGCP and SIP.

Configuration 4-61



Figure 4.72 Voice Gateway Selection (SIP)
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Current Uoice Gateway is SIP 1.8

8. Ho Uoice Gateway
1. AAL2/LES CA3

2. Jetstream

3. CopperCom

L. AALZ2/LES CCS-ELCP
L. MGCP 1.8

6. SIP 1.8

menus below will then become available on the Main menu and will be

V NOTICE: After you have selected the voice gateway, power cycle the IAD. The
shown as the last available option at the bottom of the menu.

AAL2/LES CAS

ATM Adaptation Layer 2/Loop Emulation Services (AAL2/LES) isa
broadband local loop emulation service (specifically telephony) that uses the
ATM AAL2 adaptation layer.

When the voice gateway is specified as AAL2/LES CAS (af-vmoa-0145),
type “E” on the Main menu (Figure 2.2) to display the AAL2/LES Call
Control menu (Figure 4.73). The AAL2 parameters must match those of the
voice gateway.

Figure 4.73 AAL2/LESCall Control Menu
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C. Configuration
D. Debug Control
5. Statistics

Each of the options on this menu is described in detail below.

Configuration

Type “C” on the AAL2/LES Call Control menu to display the AAL2/LES
Configuration menu.
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Figure 4.74 AAL2/LES Configuration Menu
AAL2/LES is HMANUALLY configured.

Port Control {bit mapping) is 8= 008808880

CAS signaling is GR383-ABCD.
CAS refreshing is DISABLED.
Idle CAS refreshing is DISABLED.

Max. CPS-SDU size is @ octets.

“"Combined use'" timer is 8 millisecond(s).
User state control {(USC) is DISABLED.
Dialled digit (outband) is DISABLED.

C. -MAHUAL- Configquration
A. Accelerated Hetworks
L. Lucent

G. General Bandwidth

M. MetasSwitch

Z. Zhone

To configure the IAD for a specific AAL2/LES gateway, type the option
corresponding with one of the gateways listed in the AAL2/LES
Configuration menu. The IAD configures the voice gateway for the selected
gateway and displays the AAL2/LES Manua Configuration menu. Included
in the settings is a message indicating the IAD will be configured for the
selected gateway after reset.

Manual Configuration Type “C” on the AAL2/LES Configuration menu to display the
AAL2/LES Manual Configuration menu (current settings eliminated from this
example):

Figure 4.75 AAL2/LESManual Configuration Menu
AAL2/LES is MANUALLY configured.

Port Control {bit mapping) is Bx00080888
CAS signaling is GR383-ABCD.

CAS refreshing is DISABLED.

Idle CAS refreshing is DISABLED.

Max. CPS-SDU size is B octets.

“"Combined use"” timer is 8 millisecond{s).

User state control (USC) is DISABLED.

Dialled digit {outband) is DISABLED.

Each of the options on this menu is described in detail below.
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Enable/Disable Ports

1

Type “P” onthe AAL2/LES Manua Configuration menu to enable and
disable ports.

Enter a zero (0) in each port location to disable the port; enter a1 in each
port location to enable the port. Press Enter to complete the step. The IAD
displaysthe AAL2/LES Manua Configuration menu.

Set CAS Refreshing Rate

1

3

Type “R” onthe AAL2/LES Manual Configuration menu to set the CAS
refresh rate.

Enter a zero (*0") to disable CAS refresh, or enable CAS refresh by
entering a non-zero refresh rate value. The |AD displays the AAL2/LES
Manual Configuration menu.

Reset the IAD before enabling Idle CAS refresh.

Enable/Disable | dle CAS Refreshing

1

Type “1” onthe AAL2/LES Manua Configuration menu to enable or
disableidle CAS refreshing. Y ou can only enable idle CAS refresh when
CAS refresh is enabled (immediately preceding).

Type “E” to enable ldle CASrefresh, or D to disable ldle CAS refresh. The
IAD displaysthe AAL2/LES Manua Configuration menu, and indicatesin
the message section that the change in the Idle CAS refresh will take place
when the |AD is reset.

Change Maximum CPS-SDU Size; 45/64 Octets

Type *s” on the AAL2/LES Manual Configuration menu to switch the
maximum CPS payload size between 45 and 64 octets. The IAD displays the
AAL2/LES Manua Configuration menu. Included in the settings is a payload
size message indicating 45 or 64 octets.

Set “ Combine Use” Timer

1

Type “T” onthe AAL2/LES Manua Configuration menu to modify the
combined use timer (in 5 msincrements).

Typethe new timer period and press Enter. The | AD updates the setting and
displays the menu.

Enable/Disable User State Control

Type “U” onthe AAL2/LES Manua Configuration menu to enable or disable
user state control by toggling the state. The IAD displays the AAL2/LES
Manual Configuration menu. Included in the settings is a USC message
indicating that it is enabled or disabled.



Enable/Disable Dialed Digit

1 Type“E” onthe AAL2/LES Manual Configuration menu to enable or

disable dialed digit by toggling the state. The IAD displaysthe AAL2/LES
Manual Configuration menu. Included in the settings is a message
indicating that dialed digit will be enabled or disabled after reset.

Manual ATM Pace Control
Type “*A” to set ATM Pace Control manually.

Figure 4.76 Manual ATM Pace Control Menu
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Manual ATH pace control is disabled
Audio bit rate margin is 0%
Minimum signaling bit rate is Bbps

F. Manual ATH Pace Control
A. Audio Bit Rate Hargin
M. Minimum Signaling Bit Rate

Ensure that you have set the IAD configuration parameters to match those of

the voice gateway. Each option on this menu is described in detail below.

Manual ATM Pace Control

1 Type“p” ontheManual ATM Pace Control menu to enable or disable pace

control.

2 Type “E” to enable pace control, or “*D” to disable pace control.

Audio Bit Rate Margin

1 Type “2A” onthe Manual ATM Pace Control menu to set the audio bit rate

margin.

2 Enter the new bit rate margin (0 to 50) and press Enter. (Zero (0)

implements automatic audio bit rate.)

Set Minimum Signaling Bit Rate

1 Type “M” onthe Manual ATM Pace Control menu to set the audio bit rate

margin.

2 Enter the new bit rate margin and press Enter.

Satistics

Type “s” on the AAL2/LES Call Control menu to display the AAL2/LES

Statistics menu:

Configuration
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Figure 4.77 AAL2/LES Statistics Menu
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D. Display Audio/CAS/Alarm Statistics
C. Clear Statistics

ESC to return to previous menu
->d
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e e TX ————mmmmmmmmmom o RX —-———-————————-
Line Audio CAS  Dropped Alarm Audio CAS  Dropped Alarm

Each option on this menu is described in detail below.

Display Audio/CAS 1 Type “D” onthe AAL2/LES Statistics menu to display transmitted and
Alarm Satistics received audio, CAS, dropped, and alarm statistics by line.

2 Press Escape to return to the menu, or any other key to refresh the statistics
and display thetable.

Clear Satistics Type “C” on the AAL2/LES Statistics menu to clear all statistics. The IAD
resets the values to zero and displays the menu.

JetSream

When you have specified the JetStream Voice Gateway, type “E” on the
Main menu (Figure 2.2) to display the Call Control Settings menu for
JetStream:

Figure 4.78 Call Control Settings Menu for JetStream Voice Gateway
Call Control Settings

A. StatsDisplay

B. Display Error Stats

R. Ring Test

5. Display IAD state

T. Trace

U. Pick sound heard if insufficient WAH B/W to complete call
P. Enable/Disable App Controlled ATH Pacing

¥. Zero Erroritats

2. Zero StatsDisplay

Each option on this menu is described in detail below.
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SatsDisplay Type “A” to display the JetStream V oice Gateway statistics report.

POTS
POTS

TX PKTS

TH BYTES
POTS TX DROPPED
POTS TX DROPPED VOICEPATH CLOSED
L2 RX PKTS

L2 RX BYTES
L2 TX PKT3

L2 TX BYTES

Display Error Sats Type “B” to display the JetStream V oice Gateway error statistics.

Dropped Segment Enqueued to Adaptation messages
Dropped Control Enqueued to Management messages
Control Dequeue failures

L2 Timer Start Failures
L2 Timer Stop Failures
Management Hessage Dequeue failues
Dropped HManagement Enqueued to Call Control messages
Dropped Management Enqueued to L2 messages

Ring Test This command is reserved for use by Verilink network engineers only.

Display IAD Sate Type “s” on the Call Control Settings menu (Figure 4.78) to display the on
hook state for each port. The IAD displays the following information:

Port
Port
Port
Port
Port
Port
Port

a2
a3
By
a5
511
a7
a8

is
is
is
is
is
is
is

offhook Call
offhook Call
offhook Call
offhook Call
offhook Call
offhook Call
offhook Call

Control
Control
Control
Control
Control
Control
Control

Received Segmentation Layer CRC

Trace

Pick Sound Heard if
I nsufficient WAN B/W
to Complete Call

ctate
state
state
state
state
state
ctate

failures since powerup = @

Idle
Idle
Idle
Idle
Idle
Idle
Idle

POTS
POTS
POTS
POTS
POTS
POTS
POTS

ctate
state
state
state
state
state
ctate

Disabled
Disabled
Disabled
Disabled
Disabled
Disabled
Disabled

This option for use by JetStream or Verilink network engineers to configure

Trace settings.

1 Type “v” onthe Call Control Settings (Figure 4.78) menu t o select the
type of dial tone heard by the telephone user if there isinsufficient WAN
bandwidth to complete acall. The IAD displays the Insufficient Bandwidth

Indication Setting menu (Figure 4.79) and the current setting:
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Figure 4.79 Insufficient Bandwidth Indication Setting Menu
*x%%x% Insufficient Bandwidth Indication Setting w*®xx=x

Current sound setting = Silence

8. Play Silence
1. Play Fast Beeping

2 Type “0” toreplace the dia tone with silence, or type “1” to replace dial
tone with afast beeping sound.

3 Press Escape to return to the Call Control Setting menu and continue
configuration.

Type *Y” on the Call Control Settings menu to reset the JetStream statistics.

Type *z” on the Call Control Settings menu to display the JetStream
statistics.

CopperCom

When your IAD is configured for connection to a Coppercom V oice Gateway
(option *v” on the VoicePath Configuration menu — P-V), type “E” on the
Main menu (Figure 2.2) to display the CopperCom Call Control menu.

Figure 4.80 CopperCom Call Control Menu
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* CopperCom Call Control *
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5. Statistics
C. Configure
D. Debug Control

Each option on this menu is described in detail below.

Type *s” on the CopperCom Call Control menu to display the CopperCom
Statistics menu.

Figure 4.81 CopperCom Statistics Menu
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* CopperCom Statistics
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D. Display Statistics
C. Clear Statistics

Each of the options on this menu is described in detail below.



Configure

Display Statistics
1 Type “D” todisplay CopperCom statistics.Clear CopperCom Statistics

2 Type “A” toreset CopperCom statistics. The IAD sets the statistics to zero
and redisplays the CopperCom Statistics menu.

Press Escape to return to the CopperCom Call Control menu.

Clear Statistics
Type “C” to clear CopperCom statistics.

Type *C” on the CopperCom Call Control menu to display the CopperCom
Configuration menu.

Figure 4.82 CopperCom Configuration Menu
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* CopperCom Configuration
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D. Display Configuration
C. Compression Format
F. Framing Format

Each option on this menu is described in detail below.

Display Configuration

Type *D” on the CopperCom Configuration menu to display the current
configuration settings.tiple packets

Compression Format

To set compression globally or by port, follow the steps below.

1 Type “c” onthe CopperCom Configuration menu to set the compression
format.

2 Typethe port number, or type “0” to set the compression for all ports. The
IAD displays a port prompt.

3 Typethe option for the selected compression. The IAD saves the changes
and redisplays the menu.

4 Press Escape to return to the CopperCom Configuration menu and continue
configuration.

Framing Format

1 Type “F” onthe CopperCom Configuration menu to display a CopperCom
Configuration menu with Frame Relay Mode options:
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Figure 4.83 CopperCom Configuration Menu with Frame Relay Mode Options
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Current Frame Relay Hode = 44 octets & Multiple packets

1. 36 octet packet, Single packet per frame
2. 44 octet packet, Hultiple packets per frame

2 Type“1” to select a 36 octet packet, using a single packet per frame, or
type “2” to select a44 octet packet, with multiple packets per frame. The
IAD saves the changes and displays the menu.

3 Press Escape to return to the CopperCom Configuration menu and continue
configuration.

AAL2/LESCCSELCP

ATM Adaptation Layer 2/Loop Emulation Services (AAL2/LES) is a
broadband local loop emulation service (specifically telephony) that uses the
ATM AAL2 adaptation layer. CCS-ELCP is defined by ETSI EN 300 432-1
and ETSI EN 300 347-1.

When the voice gateway is specified as AAL2/LES CCS-ELCP (also known
as V5.2 signaling), type “E” on the Main menu (Figure 2.2) to display the
AAL2/LES CCS-ELCP menu:

Figure 4.84 AAL2/LESCCSELCP Menu
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* AALZ/LES CCS-ELCP *
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C. Configuration

D. Debugging

S. Statistics

Each option on this menu is described in detail below.

Configuration Type “C” onthe AAL2/LES CCS-ELCP menu to display the AAL2 LES
CCS-ELCP Manual Configuration menu:

Figure 4.85 AAL2/LES CCSELCP Configuration Menu
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* Configuration *
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. Variant and Interface HManagement
. P5TH HPL Parameters

. Static CID Allocation

. User State Control

. Combined Use Timer

. Manual ATH Pace Control

= I - R —]
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Debugging

Satistics

Variant/Interface M anagement

Use of commands in the Variant/Interface Management menu is reserved for
use by Verilink network engineers only.

Figure 4.86 Variant/Interface Management Menu
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* Uariant/Interface Hanagement *
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D. Display UVariant

P. Configure PSTH Port
I. Configure ISDH Port
L. Load Variant

U. Unload Variant

. Save Variant

X. Delete Saved Uariant
R. Restart Interface

%. Shut Down Interface

The use of this option is reserved for Verilink network engineers only.
Enabling debug options may significantly affect IAD performance.

Type “s” on the AAL2/LES CCS-ELCP menu to display the AAL2 Channel
Statistics menu:
Figure 4.87 AAL2 Channel Satistics Menu
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* AALZ? Channel Statistics *
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D. Display AAL? Channel Statistics
C. Clear AALZ Channel Statistics

Display AAL2 Channel Statistics

Type *D” to display the AAL2 Channel (Audio and Alarm) Statistics. Press
Escape to return to the menu. Press C to reset the statistics, or press any other
key to refresh the statistics and display them again.

Clear AAL2 Channel Satistics

Type “C” to reset the AAL2 channel statistics.

MGCP 1.0 (Supported Only in Vol P versions as denoted by an “s” in
the Model Number)

Y ou may select Manage MGCP Embedded Client by typing “0” on the Main
menu (Figure 2.2) to display the MGCP Management menu (Figure 4.88).

NOTICE: The IAD only displays option “ O” to manage VolP embedded client on
the main menu. The embedded client can be either MGCP or SIP.
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Figure 4.88 MGCP Management Menu
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MGCP HManagement HMenu *®
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. Configure HMGCP parameters

. Display HGCP parameters

. CODEC selection Henu

. Display HGCP statistics

. Remove a connection

Port Administration

. Configure Default Packet Size

MDD AM e
'

Each of the options on this menu is described in detail below.

1

Type “C” on the MGCP Management menu (Figure 4.88) to set the
Transmit and Receive parameters for MGCP. The IAD can support up to
four call agents. These may be specified via|P address or DNS name. The
IAD displaysthe Notified Entity prompt for thefirst call agent and asks you
to enter the DNS Name or the IP address.

Type the DNS name (mgl.acme.com, for example), or the | P address of the
call agent and press Enter. The IAD updates the | P address of the MGCP
Call Agent (which controls call setup and teardown for all call features
under MGCP) for the entity, increases the entity index by one and prompts
you to complete the entries for call agents or press Enter to leave the
agent(s) unconfigured.

The lAD next prompts you to enter the listening port. Enter the listening
port of the Notified Entity:

Type the port number (usually 2427 or 2727) that the call agent is listening
on, and press Enter. The IAD displays the avail able interfaces and prompts
you to select an interface from those available.

Type the option number to select the signaling interface for MGCP to use
(typically the WAN interface). The IAD displays the port table for this
interface and prompts you to enter a port.

Type the port to configure and press Enter. The |AD displays a bracketing
prompt.

Type“Y” to wrap the port in brackets for call agent APl compatibility, or
“N”, and press Enter. The IAD prompts you for the outbound signaling
packets TOSfield value:

Typethefield value and press Enter. The IAD prompts you for the RTP
transport packets TOS field value:

Typethefield value and press Enter. The IAD saves the settings and
redisplays the MGCP/NCS Management menu so you may continue
configuring MGCP/NCS.

Type “E” on the MGCP Management menu to select the CODEC option you
wish to use. The default is G.729a. The use of 726 and 729a are mutually
exclusive; the IAD will configure only one or the other.



Display MGCP
Satistics

Remove a Connection

Port Administration

Type *s” on the MGCP Management menu (Figure 4.88) to display the
endpoint (line) and connection statigtics. If no calls are active, the IAD
indicates if the Endpoint is currently connected to its Notified Entity or not.

If MGCP configuration is not correct, the IAD displays a message warning
you that the configuration is invalid and initialization is incomplete.

1 Type “RrR” onthe MGCP Management menu (Figure 4.88) to remove alost
connection.

2 Typethe number of the Connection ID to delete and press Enter.

Type “A” on the MGCP Management menu to (Figure 4.88) to display the
Port Administration menu (Figure 4.89).

Figure 4.89 Port Administration Menu
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* Port Administration Henu *
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1. Set Admin State for all ports
2. Display current Admin State
3. Confiqure Admin State per port
h_. Restart Endpoint

NOTICE: These options are only available when you log in at the Network
Administrator or Supervisor levels.

Set Admin Sate for All Ports

1 Type“1” onthe Port Administration menu (Figure 4.89) to enable or
disable the admin state for all ports.

2 Type “E” toenablethe admin state, or “D” to disableit. The IAD savesthe
mode you' ve selected and redisplays the Port Administration menu.

3 Press Escape to return to the Voice Configuration menu and continue with
other voice path configuration.

Display Current Admin State
To display the Current Admin State, follow the steps below.

1 Type “2” onthe Port Administration menu (Figure 4.89) to display the
current admin state by port number. The IAD displays the report:

2 Pressany key to return to the Port Administration menu.

Configure Admin Sate per Port
To configure the Admin State per port, follow the steps below.

1 Type “3” onthe Port Administration menu (Figure 4.89) to enable or

disable the admin state for a specific port. The IAD prompts you to enter a
port.
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2 Typethe port number to set. The IAD prompts you to enable or disable Port
Adminigtration for that port.

3 Type “E” toenablethe admin state, or “D” to disableit. The IAD savesthe
mode you’ ve selected and redisplays the Current Admin State menu.

4 Press Escape to return to the Port Administration menu and continue with
other voice path configuration.

Restart Endpoint
To restart an Endpoint, follow the steps below.

1 Type “4” onthe Port Administration menu (Figure 4.89) to reset the
connection between the V oi ce Port phone and the M GCP voice gateway.
(Usethis option if one side of the link incorrectly identifiesa call as up and
the other side thinks the call as down.)

2 Toreset the connection, type the number of the port and press Enter.

Configure Default  To configure the Default Packet Size, follow the steps below.

Packet Size 1 Type “P” onthe MGCP Management (Figure 4.88) menu. The IAD

prompts you to enter the packet size.

2 Typethe packet size value in microseconds and press Enter. The IAD saves
the new packet size and redisplays the menu.

3 Press Escape to return to the MGCP menu and continue with other voice
path configuration.

SIP (Supported Only in VoI P versions as denoted by an “s” in the
Model Number)

Y ou may select Manage MGCP Embedded Client by typing “0” on the Main
menu (Figure 2.2) to display the SIP Management menu (Figure 4.88).

NOTICE: The IAD only displays option “ O” to manage VolP embedded client on
the main menu. The embedded client can be either MGCP or SIP.

Figure 490 SIP Management Menu

E 366 I3 3 IE-IE I3 I I -IE I I I I I 336 I 36336 I I I I I IE I I I IE I I3 IE M-I I
* S5IP Management Henu *
JE 36 3E 36 36 36 36 IE 3636 I I I I IE I IEIE I 36 I IE I IE 36 IE I I IEIE I I IE I I IE I IE I IEIEIEIE I I HEXE
. Configure SIP parameters

. Display SIP parameters

. Config Individual SIP parameters

. CODEC selection Henu

. Display SIP statistics

Port Administration

. Configure Default Packet Size

MU MIE -
.

ConfigureSIP  To Configure SIP parameters, follow the steps below.
Parameters
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1 Type “c” onthe SIP Management menu (Figure 4.90) to set the Transmit
and Receive parameters for SIP.

2 Enter the DNS name or IP address for the SIP proxy
(siptest.somewhere.com, for example, including the dotted | P address or the
FQDN of a SIP proxy). The currently configured proxy is displayed in the
brackets. After typing the text, press Enter.

3 Enter the DNS name or IP address for the SIP proxy backup
(siptest.somewhere.com, for example, including the dotted | P address or the
FQDN of a SIP proxy backup). The currently configured proxy backup is
displayed in the brackets. After typing the text, press Enter.

4 ThelAD prompts you for the line prefix, which is part of an endpoint
(phone line) name common to all endpoints on the |AD. Endpoints are
named in the following manner: line_prefixX X, where XX isthe endpoint
number. For example, the prefix blackphone will produce names
blackphone01 and blackphone02 on an IAD using the first two phone lines.
After typing the text (or to keep the line unmodified), press Enter.

5 ThelAD prompts you for apassword, which is required to authenticate the
proxy. After typing the text (or to keep the line unmodified), press Enter.

6 ThelAD will display the SIP signaling parameters, and you may configure
the VPI/VCI. Thisinterfacelown | P addressis used to send/receive SIP
signaling packets and is the same interface/port/connection configured
elsewhereinthe |AD.

7 Enter the starting RTP to be used for voice transport. Thisinterface/own IP
address is used for RTP voice streams. The starting port number is the port
number used by thefirst phone line, and the port numbers increment by two
for each line. Y ou may typein a new value and then press Enter, or press
Enter without typing in a new valueto retain the old value.

8 ThelAD displays the RTP transport parameters. Thisis the same interface/
port/connection configured elsewhere in the IAD.

9 Enter the TOS byte of the SIP signaling packets [0-7]. Y ou may enter a new
value or press Enter to retain the old value. The TOS values are prioritized
in the IP QoS menus.

10 Enter the TOS byte of the RTP voice streams [0-7]. Y ou may enter a new
value or press Enter to retain the old value. The TOS values are prioritized
in the IP QoS menus.

Type *1” on the SIP Management menu (Figure 4.90) to display the
configured SIP parameters.

Type *N” on the SIP Management (Figure 4.90) menu to display Individual
SIP parameters. This allows individual setting of parameters needed for SIP.

Type “E” on the SIP Management menu (Figure 4.90) to select the CODEC

option you wish to use. The default is G.729a. The use of 726 and 729a are
mutually exclusive; the IAD will configure only one or the other.
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Display SIP Satistics Type “s” on the SIP Management menu (Figure 4.90) to display the endpoint

Port Administration
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(line) and connection statistics. If no calls are active, the IAD indicates
whether or not the endpaint is currently connected to its Notified Entity.

If SIP configuration is not correct, the IAD displays a message warning you
that the configuration is invalid and intialization is incomplete.

Type *A” on the SIP Management menu (Figure 4.90) to display the Port
Administration Menu (Figure 4.91).

Figure 4.91 Port Administration Menu
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* Port Administration Henu *
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1. Set Admin State for all ports
2. Display current Admin State

3. Configure Admin State per port
4. Register port

5. Register All ports

Set Admin Satefor all Ports
Lets you enable or disable all ports on the |AD.

Display Current Admin State
Displays the current Admin State of all ports.

Configure Admin Sate per Port
Lets you enable or disable individual ports.

Register Port
Lets you register a port with a SIP proxy.

Register All Ports
Registers all enabled lines with a SIP proxy.

To configure the Default Packet Size, follow the steps below.

1 Type “p” onthe SIP Management menu (Figure 4.90). The IAD prompts
you to enter the packet size.

2 Typethe packet size value in microseconds and press Enter. The IAD saves
the new packet size and redisplays the menu.

3 Press Escape to return to the SIP menu and continue with other voice path
configuration.

In addition to the above configuration settings, there are some global settings
that may be required for the proper operation of the SIP client. If you use
FRDN for the SIP proxy entry above, you must configure the DNS server.
Refer to Configure DNS Client on page 4-45.

You may also configure a dia plan via external means. The default dial plan
built into the SIP application is shown below.



“[2-9]11"

“[0-1] [2-9]11"
“O[#T1”

voO"

“01l[2-9]xx. [#T]"
S

“01llx. [3t]”

n

0-1] xxxxXxxXX [#T]"

A\

0-1] [2-9] XXXXXXXXX"

n

2-9] XXXXXXXXX"

A\

[ ]
[ ]
[ ]
[2-9] xxxxxx [#T]1"
“101lxxxx. [#T]”

“xxxx [#T]"

You may upload a file by the name of dialplan.st to the IAD to change the
default dial plan. Each line of that file defines a dia string just like the
example above. For the syntax of the dial plan, refer to the Dia Plan
Application Note under Dial Plan on page C-12.

Set Jitter Delay

Inter-arrival jitter is the difference in relative transit time for two packets. It is
the difference between the packet's RTP time-stamp and the receiver's clock at
the time of arrival of the packet.

As shown in the equation below, this is equivalent to the difference in the
relative transit time for two packets: the relative transit time is the difference
between a packet's RTP time-stamp and the receivers clock at the time of
arrival, measured in the same units.

If Si isthe RTP time-stamp from packet i and Ri is the time of arrival in RTP
time-stamp units for packet i, then for two packetsi and j, D may be
expressed as:

D(ij) = (Ri-Ri) - (§-5) = (R-9) - (Ri-S)

The interval jitter is calculated continuously as each data packet i is received
from source SSRC—n, using this difference D for that packet and of the
previous packet i—1 in order of arrival (not necessarily in sequence),
according to the formula:

J=J+({D (i, i)} -J)/16

The Jitter Delay should be set only by a Network Administrator. To set jitter
delay (0 to 50 ms — default is 0 ms), follow the steps below.

1 Type“J” ontheVoice Configuration menu (Figure 4.71) to select Set Jitter
Delay. The IAD prompts you to enter the number of milliseconds to delay.
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2 Typethe delay value and press Enter. The IAD saves thejitter delay and
displays the V oice Configuration menu so you can continue with other
voice path configuration.

Voice Port Settings

To display the Voice Port Configuration Menu (Figure 4.92), type “P” on the
Voice Configuration menu (Figure 4.71). Voice port settings should be
changed only under certain circumstances. Please consult Verilink technical
support prior to changing these setups.

Figure 4.92 Voice Port Configuration Menu
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* Upice Port Configuration *
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5. Set Start HMode {Loop Start/Ground 3tart)

0. Set On Hook Transmission HMode of Ground Start Lines
E. Configure Echo Cancellation Default Settings

G. Set Loop Gain

P. Configure Pulse Dial Detection Settings

Set Start Mode (Loop Start/Ground Start)

To set start mode (for POTS only), type “s” on the Voice Configuration menu
(Figure 4.71) to display the Start Mode Selection menu (Figure 4.93).

Figure 4.93 Sart Mode Selection Menu

XXX UMM EXE XA XN XXX EXXEXXNNX
* Start Hode Selection *
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1. 5et A1l Ports to Loop 3tart

2. Set All Ports to Ground Start

3. Display Start Hode

4. Configure Individual Port

NOTICE: Theloop start and ground start features apply to ATM signaling only.

Each option on this menu is described in detail below.

1 Type 1" toselect Set All Portsto Loop Start. The IAD sets all portsto
Loop Start and saves the configuration.

2 Pressany key to return to the Start M ode Sel ection menu or press escape to
continue with other voice path configuration.

3 Reset the IAD when you finish voice path configuration.

To set All Ports to Ground Start, follow the steps below.



v

Display Start Mode

Configure Individual
Port

2

3

Type *2” onthe Start Mode Selection menu (Figure 4.93) to select Set All
Portsto Ground Start. The IAD sets all portsto Ground Start and saves the
configuration.

Press any key to return to the Start M ode Selection menu or press Escape to
continue with other voice path configuration.

Reset the IAD when you finish voice path configuration.

NOTICE: For “ Ground Sart” applications all elements in the voice path must be

set to “ Ground Sart.”

To display Start Mode, follow the steps below.

1

Todisplay alist of telephone ports and their current start mode, type “3” on
the Start M ode Selection menu (Figure 4.93). The IAD displays alist of
ports and the mode of each.

Press any key to return to the Start M ode Selection menu or press Escape to
continue with other voice path configuration.

To configure Start Mode on an individual port, follow the steps below.

1

Type “4” on the Start Mode Selection menu (Figure 4.93). For each port,
the IAD prompts you to type one of the following options for each port.

1—L oop Start
2—Ground Start
3—DID Wnk
4—E&M Wnk
5—RAW ABCD

0 or Enter—no change

After you have updated each port, Press Enter afinal time. The IAD updates
the settings and saves the configuration.

Press any key to return to the Start M ode Selection menu or press Escape to
continue with other voice path configuration.

Set On Hook Transmission Mode of Ground Sart Lines

To set On-Hook Transmission mode (OHT) (POTS only) for ground start
lines, follow the steps below.

1

Type “0” on the Voice Configuration menu (Figure 4.71) to display the
Ground Start OHT Mode Selection menu (Figure 4.94).
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Figure 4.94 Ground Start OHT Mode Selection Menu
XXX E XXX KRR XXX RERE

* Ground Start OHT HMode Selection *
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On Hook Transmission for a Ground Start Line is DISABLED.

E. ENHABLE Ground Start On Hook Transmission
D. DISABLE Ground Start On Hook Transmission

2 Type “E” to enable onhook transmission mode, or *D” to disableit. The
IAD saves the mode you' ve selected and redisplays the Ground Start OHT
Mode Selection menu.

3 Press Escape to return to the Voice Configuration menu and continue with
other voice path configuration.

Configure Echo Cancellation Default Settings

To set echo cancellation default settings, type “E” on the Voice
Configuration menu (Figure 4.71) to display the Echo Cancellation Default
Settings Configuration menu (Figure 4.95).

Figure 4.95 Echo Cancellation Default Settings Configure Menu
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1. Set Echo Cancellation default setting for all ports
2. Display current Echo Cancellation default settings
3. Configure Echo Cancellation default setting per port

Each of the options on this menu is described in detail below.

Set Echo Cancellation 1 Type “1” on the Echo Cancellation Default Settings Configuration Menu
Default Setting for All (Figure 4.95) to enable or disable echo cancellation for al ports.

Ports . . .
2 Type “E” toenable echo cancellation for all ports, or “D” to disableit. The

IAD saves the mode you' ve selected and redisplays the Echo Cancellation
Default Settings Configuration menu.

3 Press Escape to continue with other voice path configuration.

Displaying Current  To display the Current Echo Cancellation default settings, follow the steps
Echo Cancellation  below.

Default Settings 1 Type “2” onthe Echo Cancellation Default Settings Configuration Menu

(Figure 4.95) to display the echo cancellation setting on each port. The IAD
lists each port and whether echo cancellation is enabled or disabled.

2 Pressany key to return to the Echo Cancellation Default Settings
Configuration menu.
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ConfigureEcho To configure the Echo Cancellation default setting per port, follow the steps
Cancédlation Default  below.

Setting per Port 1 Type “3” on the Echo Cancellation Default Settings Configuration menu

(Figure 4.95) to enable or disable echo cancellation for a specific port. The
IAD prompts you to choose aline or port.

2 Typethe port number to set. The |AD prompts you to enable or disable echo
cancellation for that port.

3 Type “E” to enable echo cancellation, or *D” to disableit. The IAD saves
the mode you' ve selected and redisplays the Echo Cancellation Default
Settings Configuration menu.

4 Press Escape to continue with other voice path configuration.

Set Loop Gain

When a country mode is selected, default loop gain values for that country are
assigned to the IAD. If the IAD feeds telephone circuits into a legacy PBX or
other equipment that defines transmit and receive levels to the network, the
loop gain value must match the value of the circuit it supplies. The levels are
determined and set by the PBX or terminating equipment manufacturer.

Adjusting the loop gain on the IAD can also compensate for telephone
volume's being too loud or too soft.

V NOTICE: Loop gain values should be set only by your Network Administrator.

To set loop gain values, type “*G” on the VVoice Configuration menu (Figure
4.71) to display the Configure Loop Gain menu (Figure 4.96).

Figure 4.96 Configure Loop Gain Menu
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1. Set Loop Gain for all ports
2. Display current Loop Gain settings
3. Configure Loop Gain setting per port

Each of the options on this menu is described in detail below.
Set Loop Gain for All  To set the Transmit (-9 to 3 dB — default —2 dB) and Receive (-9 to 3dB —
Ports default —4 dB) Loop Gain values for al ports, follow the steps below.

1 Type “1” onthe Configure Loop Gain menu (Figure 4.96) to select Set
Loop Gain for al ports. The |AD prompts you to enter the Transmit Loop
Gain for all ports.

2 Typethe value (include a dash for negative values) and press Enter. The
IAD displays prompts you to enter the Receive Loop Gain for all ports.
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3 Typethe value (include a dash for negative values) and press Enter. The
IAD savesthe loop gain values and displays the Configure Loop Gain menu
(Figure 4.96).

4 Press Escape to return to the Voice Configuration menu and continue voice
path configuration.

To display the Loop Gain settings, follow the steps below.

1 Type“2” onthe Configure Loop Gain menu (Figure 4.96). The IAD
displays the loop gain values for each telephone port on the IAD.

2 Pressany key to return to the Configure Loop Gain menu or press Escape to
return to the Voice Configuration menu and continue with other voice path
configuration.

To set Transmit and Receive Loop Gain values by port, follow the steps
below.

1 Type “3”o0onthe Configure Loop Gain menu (Figure 4.96). The IAD
prompts you to select a port or line to configure.:

2 Typetheline number and press Enter. The IAD prompts you to enter the
Transmit Loop Gain for all ports.

3 Typethe value (include a dash for negative values) and press Enter. The
IAD prompts you to enter the Receive Loop Gain for al ports.

4 Typethe vaue (include a dash for negative values) and press Enter. The
IAD savesthe loop gain values and redisplays the Configure Loop Gain
menul.

5 Press Escape to return to the Voice Configuration menu and continue voice
path configuration.

Configure Pulse Dial Detection Settings
Figure 4.97 Pulse Dial Detection Settings Configuration Menu
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1. Set Pulse Dial Detection setting for all ports
2. Display current Pulse Dial Detection settings
3. Configure Pulse Dial Detection setting per port

Display Compander Mode (u-law, A-law)

1 Todisplay the Compander Mode, type “U” on the Voice Configuration
menu. The screen will display whether p-law, A-law is the current
Compander Mode.

2 Press Escape to return to the VVoice Configuration menu and continue with
other voice path configuration.



NOTICE: Normally, u-Law is used in North America and a-Law is used in
Europe

Set Country Mode
Figure 4.98 Country Mode Selection Menu
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I

Current Country Hame is United States of America
A. United States of America

Set DuSLIC Mode

To set DuSLIC Mode (for POTS only), follow the steps below. (The
following are configured when a Country Mode is selected.)

1 Type“T” onthe Voice Configuration menu (Figure 4.71) to display the
DuSLIC Mode Selection menu.

Figure 4.99 DuSLIC Mode Selection Menu

63 E-JE 3 IEIE-IE-IE-H-IE-IE-HE-IE I HEIE I IEIEIEIEIEIEIE I IEIEIEIEIE-IEIIE I3

I

DuSLIC Hode Selection =

63 E-JE 3 IEIE-IE-IE-H-IE-IE-HE-IE I HEIE I IEIEIEIEIEIEIE I IEIEIEIEIE-IEIIE I3

Current DUSLIC coefficient fFile is USA - 24ma offset G8VD1t

A. UsSA -
B. USA -
C. USA -
D. USA -
E. USA -
F. UsA -

2h4ma
32ma
24ma
32ma
24ma
32ma

offset adlolt
offset afdlolt
balanced 85%Uolt
balanced 8%Uolt
unbalanced 48Uolt
unbalanced 48Uolt

2 Typethe option of the control mode to set. The IAD saves the mode you' ve
selected and redisplays the menu.

3 Press Escape to return to the Voice Configuration menu and continue with
other voice path configuration.

Enable/Disable G726 Annex A

Type *G” on the Voice Configuration menu (Figure 4.71) to enable/disable
G726 Annex A.

Interworking Connections

To communicate over WANS, end-user stations and the network cloud have typ-
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ically been required to use the same type of transmission protocol. Thislimita-
tion has prevented different network protocols such as Frame Relay and ATM
from being linked. However, the High POTS Port IAD’s Frame Relay-to-ATM
Network/Service Interworking (FRF.5/FRF.8) feature allows Frame Relay and
ATM networks to exchange data, despite differing network protocols. The func-
tional requirementsfor linking Frame Relay and ATM networks are provided by
the Frame Relay/ATM PV C Network/Service I nterworking |mplementation
Agreement specified in Frame Relay Forum (FRF) document numbers FRF.5.
and FRF.8. Before setting the interworking options, you must first configure the
Frame Relay options for the USI port, and the ATM options for the WAN port.
Interworking can be configured to support FRF.5 or FRF.8 and will support a
maximum of four VCs. When FRF.5 or FRF.8 interworking is configured on
aPVC or DLCI, it is switched at the Layer 2 level. Data does not go up the
IP or bridge stacks, so configuring bridging or an |P address on an
interworked PVC or DLCI is not possible. FRF.8 Frame/ATM service
Interworking maps Frame datalink connection identifiers (DLCIs) to ATM
permanent virtual circuits (PVCs). FRF.5 provides network Interworking

functionality that allows Frame Relay end users to communicate over an
intermediate ATM network.

NOTICE: When configuring the Network port and the US port, it is important to
ensure the correct encapsulations are used. On the Network port, use
RFC 1483(with LLC Encapsulation) PVCs. On the US port, RFC 1490
DLCls are valid for interworking.

To access the Interworking feature, select “1” on the Main menu, which will
display the Connections menu shown in Figure 4.100.

Figure 4.100Connections Menu
36 3E 36 36 36 36 36 33363636 36 3 I I 333 36 36 36 36 36 36 36 36 36 36 36 36 36 36 36 I 36

* Connections Menu *
6 3 3636336 33363336 336 36336 3 3636 36 3636 36 36 36 36 36 36 3 336 333
1. Add Interworking Connection
2_ Delete Interworking Connection
3. Display Interworking Connections
4_ Default Interworking Connections

Select select 1”7 to add an Interworking Connection. The following menu
will be displayed:



FRF.5

Figure 4.1011nterworking Connections Menu
Create an interworking connection {FRF5 or FRF8)

Select the Frame Relay interface for the interworking

Available WAH Interfaces :

1. T17E1

4. Universal Serial

8. (Abort)
Selection :

After making your selection, select the desired port from the next menu. You
will then select the appropriate ATM interface from the available WAN
interfaces and once again will select the desired port. At this point, you will
select either FRF5 or FRF 8 Interworking protocol from the menu as shown
below.

Figure 4.102 Available Interworking Types Menu

Available interworking types:

1. FRF&S
2. FRF8
Esc to Exit

Select interworking protocol: _

When FRF.5 is selected, the ATM channel implements FRF.5 Network
Interworking, providing a Frame Relay link that can transport data for one or
more DLCIs. When FRF.8 is selected, the ATM channel implements FRF.8.1
Service Interworking, providing a conversion from a Frame Relay PV C to this
ATM PVC.

If you select FRF5, the menu below will be displayed.
Figure 4.103FRF.5 DE Mapping Menu

636 36 36 36 36 3 I3 IE 3636 I 3636 IE IEIE 36 3636363 I3 IE-IE-IE I I IE I IE I I

* FRF.5 DE Happing *

636 36 36 36 36 3 I3 IE 3636 I 3636 IE IEIE 36 3636363 I3 IE-IE-IE I I IE I IE I I

A. 3et FR-35C5, ATH = 8
1. Set FR-35C3, ATH = 1
B. Use both FR-55CS and ATH

If you select “0” or “1”, the DE field in the Q.922 core frame is copied
unchanged into the DE field in the FR-SSCS header and the ATM Cell Loss
Priority (CLP) of every ATM cell generated by the segmentation process of
that frame will be set to a constant value (either O or 1).

If you select “B” (refer to the menu below), the Discard Eligibility (DE) field
in the Q.922 core frame is copied unchanged into the DE field in the FR-
SSCS header and is mapped to the ATM Cell Loss Priority (CLP) of every
ATM cell generated by the segmentation process of that frame.
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Figure 4.104FRF.5 CLPI Mapping Menu
363636 36 36 36 36 36 36 3636 36 36 363636 363 336 36 33636 3630 33636333 IR

* FRF.5 CLFI HMapping *

3636 36 36 3636 36 36 36363636 36 36 36 36 I I I I IE 3636363636 363636 3636 3 I I I I I I

A. Set FR-SSCS according to ATH
B. Use both FR-35C3 and ATH

If you select “A”, no mapping is performed from the ATM layer to the Q.922
core layer. The FR-SSCS DE field is copied unchanged to the Q.922 core
frame DE field independent of CLP indication(s) received at the ATM layer.

If you select “B”, then if one or more ATM cells belonging to a frame has its
CLP field set to one or if the DE field of the FR-SSCS PDU is set to one, the
IAD will set the DE field of the Q.922 core frame.

If you select FRF8 from the Available Interworking Types menu (Figure
4.102), the menu below will be displayed.

Figure 4.105FRF.8 Translation Menu
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* FRF.8 Translation *
33 3 36 36 36 36 36 3363 3 I 3636 6 36 I I I 33636 36 I I I I I I I I I I I I

T. True
F. False

The selection of one of these options will determine how upper layer user
protocol encapsulation is handled. If you select “T”, the FRF.8 Interworking
function maps between the two encapsulations, trandating between RFC 1490
and RFC 1483. If you select “F”, there is no translation of the data. It is
transported transparently between frame Relay DLCI and the ATM PVC. The
IAD forwards encapsulations unaltered; no mapping or fragmentation/
reassembly is performed on the data.

Select “T” to see the menu below displayed.
Figure 4.106 FRF.8 DE Mapping

63636 363636363636 363636 3636 36363636 36 3363636363333 3636 I I IE WM IENNE

* FRF.8 DE Happing *
636 3 3 -IE I I I I I3 I I I I I I I I3 I I I I I I IE I I I
8. Always @
1. Always 1

M. Map FR DE to ATH CLPI

If you select “0”, the discarding of cells will never be allowed, and if you
select 17, discards will never be allowed.

If you select “M” (refer to the menu below), this allows bi-directional
mapping of the Frame Relay DE to the ATM CLPI. The purpose of thisisto
identify in the protocol header that this frame may discard the frame if
congestion is indicated.



Figure 4.107FRF.8 FECN Mapping
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* FRF .8 FECH Happing *
36 363636 36 36 36 36 363636 36 36 36 36 3636363636 336 36 IE 3636363636 I I3 33366
8. Always A
1. Always 1

M. Map FR FECH to ATH EFCI

If you select “0”, no congestion will aways be indicated, and if you select
w17, congestion will always be indicated.

If you select “M”, this allows bi-directional mapping of the Frame Relay
Forward Explicit Congestion Notification (FECN) to the ATM Explicit
Forward Congestion Indication (EFCI). The purpose of this is to identify in
the protocol header that the network has congestion.

Firewall Configuration

Firewall configuration (also known as IP filtering) allows you to specify a
combination of parameters the IAD uses to selectively eliminate | P traffic.

Refer to the IP Filtering Application Note contained in Appendix C.

Creating a Firewall via IP Filtering and NAT

IP Filtering, in conjunction with NAT, can provide a Firewall for securing the
local network from unwanted and possibly harmful traffic. By defining a set
of rules (IP Filtering) and open ports (NAT), you may selectively block traffic
and deny access to the local network.

IP Filtering controls IP traffic traveling through an interface by selectively
passing or discarding |P packets based on criteria expressed in the form of a
“filter.” A filter is smply a set of rules that determine whether a packet
should be passed or discarded as it crosses an interface. An interface is any
port that carries IP traffic. On the IAD, it can be one of the following:
Ethernet port, PPP connection, ATM PVC, or FR DCLI.

IP Filtering can selectively pass or discard | P packets based on one or more of
the following properties:

® Protocol (IP, ICMP, TCP, and UDP)

* Protocol flags (for TCP and ICMP only)

® Source and/or Destination | P address

® Source and/or Destination port number

For more information on defining and using a filter rule set, see IP Filtering
Application note on page C-4.

For more information, see Configure IP Filtering on page 4-49.
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DHCP Server Configuration

This section describes the tasks required to configure the Dynamic Host
Configuration Protocol (DHCP) server on the LAN connection.

DHCP alows for dynamic allocation of network addresses and configurations
to newly attached hosts. DHCP reduces the amount of work required to
administer a large network.

Basic DHCP Server Setup Tasks

When DHCP is enabled, it dynamically assigns an IP address to each device
assigned to the DHCP server on the IAD. You must identify the Ethernet
Interface to correctly implement DHCP Server on your 1AD.

You must complete at least these tasks to configure the DHCP server:
* Enable DHCP (default is disabled) (page 4-89)

* Configure the DHCP server parameters (page 4-89)

* Configure the DHCP address range pool (page 4-90)

DHCP Server Configuration Menu

The DHCP Server commands are all displayed on the DHCP Server
Configuration menu, which is displayed by typing *D” on the Main menu
(Figure 2.2). Remember always to reset the IAD when you have finished
making DHCP Server configuration changes.

Figure 4.108DHCP Server Configuration Menu
3E-3E 36 3636 36 36 36 3636 3 36 3636 36 I 3636 36 I 36363636 I I 36333 IEIE I NN
* DHCP Server Configuration Henu *
6 36 I I I3 I I IE-I I I I IE I I I I I I I I I I IE I3 -IE-IEIE-IE I I I I HEIHE
E. Enable/Disable DHCP
H. Enable/Disable Checking for Additional DHCP Servers
I. Configure DHCP Server Parameters
P. Configure DHCP Address Range Pool
C. Configure DHCP Client Entry
F. Display DHCP Confiquration
5. Display DHCP Server Statistics
A. Display DHCP Server Assigned Addresses
U. Display DHCP Server Unassigned Addresses
D. Display DHCP Entry Details
%. Delete A DHCP Client Entry
¥. Delete A DHCP Assignment Entry

Y ou may sign on as Supervisor or Network Manager to configure the IAD for
use as a DHCP Server. Options that display in the DHCP Server
Configuration menu are the same for both security levels.

Server for the configuration changes to take effect.

V NOTICE: You must reset the IAD (page 2-8) after configuring the IAD as a DHCP
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Enable/Disable DHCP Server

When you enable DHCP Server, the IAD sequentially displays and processes
the required configuration commands beginning with Enable DHCP Server.

To enable or disable DHCP Server, follow the steps below:

1 Type “c” onthe DHCP Server Configuration menu to select Enable/
Disable DHCP. If DHCP Relay is enabled, the IAD prompts you to disable
DHCP Relay because DHCP Server and DHCP Relay cannot be configured
at the same time. If DHCP Relay is not enabled, the IAD prompts you to
enable or disable DHCP server.

2 Type“E” to enable DHCP Server, to type “D” to disable DHCP Server and
proceed to Step 1 in the next section.

Enable/Disable Checking Additional DHCP Servers

When the IAD boots, you may configure the internal DHCP server to check
for additional DHCP servers on the LAN. If an external DHCP server is
discovered, the IAD-based DHCP service is disabled. To enable or disable
checking for external DHCP servers, follow the steps below.

1 Type “D” DHCP Server Configuration menu to select Enable/Disable
Checking for Additional DHCP Servers. The IAD prompts you to enable/
disable Checking for Additional DHCP Servers.

2 Type “E” to enable checking, or D to disable checking.
3 Proceed to Step 1 under Configuring DHCP Server Parameters below.

Configure DHCP Server Parameters

1 Type“1” onthe DHCP Server Configuration menu, or continue from the
Checking Additional DHCP Servers section above. The IAD displays the
gateway address and prompts you to enter anew one.

2 Typethe IP address of the gateway and press Enter. If there is no gateway
available, type the address of the Ethernet port. The IAD displaysthe
current DNS Server address and prompts you to enter anew DNS Server IP
address.

3 Typethe new DNS Server address, or type 255 .255.255.255 tousea
DNS Server assigned from another port. Press Enter to continue. The IAD
displays the current NetBIOS Server address and prompts you to enter a
new NetBIOS Server |P address.

4 Typethe IP address of the new NetBIOS Server and press Enter. The IAD
displays the current Subnet Mask and prompts you to enter anew one.

5 Typethe new subnet mask and press Enter. The IAD displays the current
Domain name and prompts you to enter a new one.

6 Typethe new domain name and press Enter. The IAD displays the current
Lease Time and prompts you to enter anew DHCP Lease Time.
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Typethe new Lease Time value in seconds, and press Enter. The IAD
displays the NetBIOS Type Configuration menu.

Type the option for the NetBIOS node type, and press Enter.

Press Escape to return to the DHCP Server Configuration menu and
continue configuring DHCP Server.

Configure DHCP Address Range Pool

Y ou must configure the DHCP address range pool to set the range of IP
addresses to return to the DHCP clients. All IP addresses must be on the same
subnet.

To configure the DHCP address range pool, follow the steps below:

1

Type “P” on the DHCP Server Configuration menu to select Configure
DHCP Address Range Pool. The IAD displays the current High | P address
and prompts you to enter a new one.

Typethe new High IP address and press Enter. The IAD displays the current
Low IP address and prompts you to enter a new one.

Type the new Low |P address and press Enter. The IAD displaysthe DHCP
Server Configuration menu.

Configure DHCP Client Entry

Y ou can configure up to 10 static DHCP client entries by following the steps
below.

1

Type “C” on the DHCP Server Configuration menu to configure DHCP
Client Entry settings. The IAD displays the gateway address and prompts
you to enter the Client entry number to configure.

Typethe client entry number you' re configuring, and press Enter. The IAD
displays the current Mac address for this entry and prompts you to enter a
new one.

Typethe MAC address in the template provided. The IAD displays the
current Host name and prompts you to enter anew one.

Type the new host name and press Enter. The | AD displays an update
option. Type *Y” to override the Lease Time default for this entry, “"N” to
use the default value, or proceed to Step 5.

Typethe lease time for this entry and press Enter. The IAD displays an
update option. Type “Y” to override the I P address default value, “"N” to
use the default value, or proceed to Step 6.

Typethe IP address for this entry and press Enter. The IAD displays an
update option. Type “Y” to override the Subnet Mask address default value,
“N” to use the default value, or proceed to Step 7.



7 Typethe Subnet Mask for this entry and press Enter. The IAD displays an
update option. Type “Y” to override the default gateway, “N” to usethe
default value, or proceed to Step 8.

8 Typethe default gateway address for this entry and press Enter. The IAD
displays an update option. Type “Y” to override the DNS Server | P address
default value, “N” to use the default value, or proceed to Step 9.

9 Typethe default DNS Server IP address for this entry and press Enter. The
IAD displays an update option. Type “Y” to override the NetBIOS Server
IP address default value, “N” to use the default value, or proceed to Step 10.

10 Typethe default NetBIOS Server | P address for this entry and press Enter.

The lAD displays an update option. Type “Y” to override the NetBIOS

Node Type default value, *N” to use the default value, or proceed to Step

11.

11 Typethedefault NetBIOS node type for thisentry and press Enter. The IAD
saves the configuration.

Display DHCP Configuration

Type “F” on the DHCP Server Configuration menu to display the current

configuration of the DHCP Server:

DHCPF Server on T1/E1 port 1
Checking for additional DHCP Servers is disabled.

Default gateway: Hone

Default HetBIOS server:

Default DHS server: Hone
Hone

Default subnet: 255.255.25%5.8 Default lease: 3080 seconds

Domain name:

Low address: 8.8.8.8 High address: 68.8.8.8

Each field is described in the table below.

Field

Description

Net Interface

active slot number.

Default gateway

IP address of packets sent to DHCP Clients.

Default DNS server

IP address of the DNS server.

Default subnet

IP subnet mask; number of bitsreserved for host ID.

Domain name

defines the entity that owns the | P address. For example,
commengines.com.

Default lease length of time to keep the Internet connection active.
High address maximum | P address to assign.
Low address minimum | P address to assign.

Client Number

client entry number.

Host name

name of the host.

IP address

IP address of outgoing interface.
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4-91



4-92

8000 Series

Field Description

Subnet mask IP subnet mask; number of bitsreserved for host ID.
Leasetime length of time to keep the Internet connection active.
Gateway IP address of packets sent to destination.

DNS Server IP address of the DNS server.

When you have finished viewing the information, press any key to return to
the DHCP Server Configuration menu (Figure 4.108).

Display DHCP Server Statistics

Type *s” on the DHCP Server Configuration menu to display DHCP Server
statistics. The IAD displays the following information about the DHCP
Server.

Statistics

plain bootp requests received

plain bootp replys sent

discover packets sent

offer packets sent

dhcp request packets received

declines received

releases received

acks sent

nacks sent

reguests for other servers

protocol errors

For the IAD to display this information, you must attach DHCP Client
devices that use DHCP to obtain an |P address from the IAD.

Display DHCP Server Assigned and Unassigned
Addresses

Type *A” on the DHCP Server Configuration menu to display DHCP Server
Assigned Addresses, or type “U” to display DHCP Server Unassigned
Addresses. The IAD displays the following information about the DHCP
Server assigned addresses:

Field Description

IP IP address of the device, assigned by the IAD.




Field Description

Client ID Ethernet MAC address for the device.
Status How the IP address s assigned to the device—via DHCP
or manually.

For the IAD to display this information, you must attach DHCP Client
devices that use DHCP to obtain an I P address from the IAD.

Display DHCP Entry Details

Type “D” on the DHCP Server Configuration menu to display DHCP entry
details. The IAD displays the following information about the DHCP entries:

Value Description

IP address I P address of the device.

Client ID Ethernet MAC address for the device.

Status how the IP address is assigned to the device—via DHCP server, or
manually.

Subnet I P subnet mask; number of bits reserved for host ID.

Gateway IP address of packets sent to destination.

DNS P address of the DNS server.

Lease length of time to keep the Internet connection active.

Type type of IP address: static or dynamic.

Name name of the device.

For the IAD to display this information, you must attach DHCP Client
devices that use DHCP to obtain an I P address from the IAD.

Delete a DHCP Client Entry
To delete a DHCP Client Entry, follow the steps below.

1 Type “x” onthe DHCP Server Configuration menu to delete aDHCP
client entry.

2 Typethe number of the client entry to delete and press Enter. The IAD
deletes the client entry from the table and saves the new configuration.

Delete a DHCP Assignment Entry
To delete a DHCP Assignment Entry, follow the steps below.

1 Type“Y” onthe DHCP Server Configuration menu to delete aDHCP
Assignment Entry. The IAD prompts you for the DHCP entry index number
to delete.
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2 Typetheindex number to delete and press Enter.The IAD deletes the
assigned IP address from the Display DHCP Server Assigned Addresses
command and saves the new configuration.

Multicast Configuration

Multicast (point-to-multipoint) is a communication feature that allows a
source host to send a message to a group of destination hosts. Multicasting
reduces traffic on the local network by sending only one (multicast) packet
out to a higher-bandwidth relay point.

Multicasting differs from broadcasting in that a receiver must join a multicast
group to receive group messages. Each multicast group has its own group
address, which is a Class D IP address—224.0.0.0—239.255.255.255.

Multicast Configuration Menu

Type *M” on the Main menu (Figure 2.2) to display the Multicast
Configuration menu.

Figure 4.109Multicast Configuration Menu
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* Multicast Configuration Henu =
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E. Enable/Disable Global IP Multicasting
P. Config PIM - Dense HMode by Port

5. Add/Change Multicast Route Source

G. Show IGHWP Group

0. Show IGHP Querier

M. Show Hulticast Routing Table

H. Show PIH Heighbor

The Multicast Configuration menu contains commands to configure |P
Multicast Routing. The IAD displays the Multicast Configuration menu only
when DHCP Server is enabled and the IAD has been reset.

When you have completed multicast configuration, reset the IAD for the
changes to take effect.

Enable/Disable Global IP Multicasting
To enable or disable global 1P Multicasting, follow the steps below:

1 Type“E” ontheMulticast Configuration menu (Figure 4.109) to select
Enable/Disable Global 1P Multicasting.

2 Type “E” to enable |P multicasting, or type “D” to disableit. The IAD
saves the new configuration and displays the Multicast Configuration menu.

You must enable Multicast Routing to send, receive, and route | P multicast
packets. Otherwise, multicast packets are dropped automatically.
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Adding a Multicast
Routing Source

Remove a Multicast
Routing Source

Configure PIM — Dense Mode by Port

1 Type “P” onthe Multicast Configuration menu to configure Protocol-
Independent Multicast (PIM) version dense mode by port and interface. The
IAD displaysthe available interfaces and prompts you to select one as
shown in Figure 4.39.

2 Typethe option number toselecttheinterface. ThelAD displaysthe
port table for this interface and prompts you to select a port.

3 Typethe port to configure and press Enter. The IAD displaysthe PIM status
for this port and prompts you to enable or disable PIM.

3 Type “E” to enable PIM on thisport, or type D to disableit. The IAD saves
the new configuration and displays the Multicast Configuration menu.

Add/Change Multicast Route Source

Reverse Path Forwarding (RPF) checks the IP address of the sender of the
packet and then finds the best outgoing interface from its normal 1P routing
table.

Type *s” on the Multicast Configuration menu to add or change the
Multicast Route Source. The IAD displays the Multicast Routing Source
menu:

Figure 4.110Multicast Routing Source Menu
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* Multicast Routing Source Henu =
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A. Add a Multicast Routing Source
R. Remove a Multicast Routing Source
5. Show Hulticast Routing Source

1 Type “aA” onthe Multicast Routing Source menu to add a Multicast
Routing Source. The |AD creates a multicast routing source and addsiit to
the Multicast Routing Source Table. The IAD prompts you to enter and IP
address for the Source.

2 Typethe Source | P address and press Enter. The IAD displays the current
subnet mask and prompts you to enter a new one.

3 Typethe new subnet address and press Enter. The IAD displaysthe
availableinterfaces and prompts you to select one as shown in Figure 4.39.

4 Typethe option number to select the interface. The IAD displays the port
table for this interface and prompts you to select a port.

5 Typethe port to configure and press Enter. The IAD saves the new
configuration and displays the Multicast Configuration menu.

To remove a Multicast Routing Source, follow the steps below.

1 Type “R” onthe Multicast Routing Source menu. The IAD prompts you to
enter an |P address for the Source.
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N

Type the source IP address and press Enter. The IAD displays the current
subnet mask and prompts you to enter a new one.

w

Type the new subnet address and press Enter. The IAD displaysthe
available interfaces and prompts you to select one as shown in Figure 4.39.

SN

Type the option number to select the interface. The IAD displays the port
table (sample shown above) for this interface and prompts you to select a
port.

ol

Typethe port to delete and press Enter. The IAD The IAD permanently
removes the multicast routing source from the Multicast Routing Source
Table and displays the Multicast Configuration menu.

Show Multicast To display the Multicast Routing Source, follow the steps below.

Routing Source

HETWORK ADDRESS

3636 36 36 3636 IEIEIEIIEIEIEIEIE IEIEIEIEIEIEIEIEIEIEIIIEIEIE I IEIEIEIEIEIE-IEIEIE-IE-I I I I
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1 Type “s” onthe Multicast Routing Source menu to display the Multicast
Routing Source Table.

HETHASK IMNCOMING IMTERFACE

a.a.8.8 192 _ 168 xxx.xxx 192168 ¥xx. ®xx 1 default

2 Pressany key to continue.

Show IGMP Group

IGMP is a communication protocol that operates between a router (The IAD)
and its local subnet (Ethernet-connection) hosts. The router sends periodic
IGMP query packets to the subnet to check for any hosts that have joined or
would like to join a group.

1 Type “G” onthe Multicast Configuration Menu to display the IGMP
Group. The IAD displays all Internet Group Management Group (IGMP)
groups for each interface and their expiration times.

IGMP Groups

Interface 10/100BaseT Ethernet:

224.0.0.1 (Default Local Join) Expires: NEVER
224.0.0.2 (Default Local Join) Expires: NEVER
224.0.0.13 (Default Local Join) Expires: NEVER

2 Pressany key to continue.

Show IGMP Querier

The IGMP Querier is the IGMP router that has the highest IP address among
the others. It sends periodic IGMP Query messages and handles IGMP
Membership Report and L eave messages.



1 Type “Q” onthe Multicast Configuration menu to display the IGMP
Querier. The IAD displaysthe IGMP Querier for each interface and its
expiration time:

IGMP Querier
Interface 10/100BaseT Ethernet:
140.242.59.65 (this interface)

2 Pressany key to continue.

Show Multicast Routing Table

Type *M” on the Multicast Configuration menu to display the Multicast
Routing Table. The IAD displays the following information:

( Source, Group )
( * , 230.253.84.168)Expires: 130s
Incoming interface: Null, RPF Neighbor 0.0.0.0
Outgoing interface list:
SDSL VPI/VCI 0%*38
10/100BaseT Ethernet
(Source, Group)
( * , 237.152.172.93)Expires: 42s
Incoming interface: Null, RPF Neighbor 0.0.0.0
Outgoing interface list:

SDSL VPI/VCI 0*38

Field Description

Source | P address of the sender/source.

Group I P address of the multicast group (Class D IP address).
State Pruned or Expired. Pruned means that the state sent a Prune

message to the upstream neighbor, asking them to stop sending
Multicast Group messages to this interface. Expired means
expiration time for the Prune state.

Expires Expiration timer for the multicast routing state.

Static Mroute The source is a user-assigned Multicast Routing Source.

Incoming interface | Incoming interface for the multicast packet.

RPF Neighbor | P address of the upstream PIM neighbor.
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Field Description

Outgoing Interfaces | List of the outgoing interfaces to which the multicast packet
will forward.

Pruned If an outgoing interfaceis Pruned, this means that the interface
received a PIM Prune message.

Since Multicast packets are forwarded according to the preceding information,
this table is the key for IP Multicasting.

Show PIM Neighbor

1 Type “N” on the Multicast Configuration menu to display the PIM
Neighbor. The IAD displays the neighbor for each interface and its
expiration times.

2 Pressany key to continue.

NAT Configuration

This section describes the steps required to configure Network Address
Translation (NAT).

NAT multiplexes traffic from the internal network and presents it to the
Internet as if it is from a single source that has only one IP address.

The NAT Loca Server may be configured with a range of both TCP and
UDP ports, which benefits applications including video conferencing and
multi-user games.

Setting up IP networks without NAT may be complex—each requires an IP
address, subnet mask, a DNS address and a default router.

NAT reduces this complexity by

* Modifying IP addresses and checksum without affecting traffic
¢ Automatic network configuration when using DHCP

* Packet-leve filtering and routing

* Traffic logging

V NOTICE: If you enter an element of NAT information incorrectly, the network

connection will not function and there may be no indication of what is
wrong.

Refer to the NAT Application Note in Appendix C for further information.
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NAT Configuration Menu

Enabling and managing NAT involves severa tasks. These are all displayed
and accessed on the NAT Configuration menu, which is displayed by typing
“N” on the Main menu (Figure 2.2).

Figure 4.111 NAT Configuration Menu
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P. Enable/Disable HAT Translation by Port

T. Configure HAT TCP Timeout

U. Configure HAT UDP Timeout

R. Configure HAT Port Range

H. Configure HAT Local Server Entry

fi. Configure HAT Alias Entry

F. Display HAT Configuration

S. Display HAT Statistics

C. Display HAT Connection Table

D. Display HAT Connection Details

0. Display HAT Local 3Server Table

E. Display HAT Alias Table

X. Delete IP Address from MAT Tables

Y. Delete HAT Local Server Entry

2. Delete HAT Alias Entry

You may sign on as Supervisor or Network Manager to configure NAT.
Options that display in the NAT Configuration menu depend on your security
level. The menus shown are at the Supervisor security level.

NOTICE: You must reset the IAD when you have finished making changes to NAT
configuration for configuration changes to take effect.

The table below lists the default NAT settings.

Parameter Range Default
NAT Translation by Port Enabled | Disabled Disabled
NAT TCP Timeout 60 to 3600 seconds 300 seconds
NAT UDP Timeout 60 to 3600 seconds 120 seconds
NAT port range — low end 5000 to 65534 5000

NAT port range — high end 50000 to 65535 65535

A significant advantage of NAT is that you can configure it without changing
hosts or routers, other than those few routers on which NAT is configured.
NAT multiplexes internal network traffic and presents it to the Internet as if it
is from a single source with one IP address.
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Enable/Disable NAT Translation by Port

Each IAD is configured with NAT disabled. To enable NAT trandation,
follow the steps below.

1 Type “p” onthe NAT Configuration menu. If at least one virtual circuit on
the WAN exists and the LAN port is also configured with an |P address, or
more than one PV C/DLCI exists, the IAD displays the interfaces (sample
following) on this |AD as shown in Figure 4.39. Otherwise, the IAD
displays the WAN port table and prompts you to select a port.

2 Typethe port number on which to enable NAT and press Enter. The IAD
prompts you to enable or disable NAT.

3 Type “E” toenable NAT, or *D” todisable. The IAD saves the setting and
displaysthe NAT Configuration menu.

4 Continue with other NAT configuration tasks, or press Escape to return to
the Main menu.

Configure NAT TCP and UDP Timeouts

Under normal circumstances, the timeout default setting is adequate.
However, if users interact with products including multiple-player |P games
or video conferencing, you may need to configure the timeout.

The local server protocol you select determines which timeout to configure.
TDP and UDP are similar, except that TCP tracks TCP clients on a per-
connection basis and removes them from the table as soon as the connection
closes.

To configure a NAT timeout, follow the steps below.

1 OntheNAT Configuration menu, type “T” to select TCP connections, or
type “U” to select UDP connections. The IAD displaysa TCP or UPD
prompt.

2 Typethetimeout value and press Enter. The IAD displaysthe NAT
Configuration menu.

3 Continue with other NAT configuration tasks, or press Escape to return to
the Main menu (Figure 2.2).

4 ResetthelAD.

Configure NAT Port Range

The size of the NAT port range defines the number of simultaneous
connections permitted. A small port range limits the number of connections.
Since the range that you assign must be outside the range of assigned ports,
do not set port ranges below 5,000.

Under normal circumstances, the port range default setting is adequate.
However, if you interact with products including multiple-player |P games or
video conferencing, you need to configure the port range setting.

To multiplex several connections to a single destination, the IAD assigns all
packets unique port numbers. Each IP packet starts with a header that contain



the source and destination addresses, as well as two port numbers. The
addresses specify the two routers at each end, while the two port numbers
ensure the unique identification of each router pair.

When the IAD sends TCP or UDP connection from alocal port to an Internet
port, it changes the sent IP address to the address of the Internet port.
Similarly, it changes the TCP or UDP connection port number to a unique
value within the NAT port range.

You can display the NAT settings with the Display NAT Local Server Table
command.

NOTICE: Ensure that the NAT port range does not include any ports that use
applications such as HTTP, TFTP, and so on.

To configure the NAT port range, follow the steps below:

1 Type “R” onthe NAT Configuration menu to select the Configure NAT
Port Range. The IAD displays the low-end port range and prompts you to
enter a Low-end value.

2 Typethe Low-end value and press Enter. The IAD displays the High-end
port range and prompts you to enter a value.

Enter High End of NAT Port Range (50000..65534): (50000)

3 Typethe High-end value and press Enter. The |AD saves the configuration
and displaysthe NAT Configuration menu.

4 Continue with other NAT configuration tasks, or press Escape to return to
the Main menu.

Configure NAT Local Server Entry
To configure the NAT local server entry, follow the steps below:

1 Type “N” onthe NAT Configuration menu to select Configure NAT Local
Server Entry. The IAD prompts you to enter aNAT Local Server.

2 Typethe number of the Local Server entry and press Enter. The IAD
displays the current | P address and prompts you to enter a new one.

Type the local server trandated IP address and press Enter. The IAD displays

the Protocol Configuration menu. The protocol may be unknown, or it may be
set.
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Figure 4.112NAT Local Server Protocol Configuration Menu
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Current HAT Local Server Protocol is Unknown
1. TCP
2. UDP
3. ESP {(IFSec)
4. AH {(IPFSec)
L. Both TCP and UDP

4 Typethe option number of the protocol (usually TCP or UDP) to use. The
IAD displays the menu with the new status message.

5 Press Escape to continue. The IAD prompts you to enter the Translated Port
number:

6 Typethetranslated port number (range = 1-65535) and press Enter. The
IAD prompts you to enter the Local Server Standard Port number:

7 Typethe Standard Port Number (range = 1-65535) and press Enter. If you
did not choose TCP and UDP for protocol, the IAD displays the following

message:
Updating NAT Local Server entry 1, Translated IP address

95.4.4.4
Translated Port 100 is accessible as Standard Port 65535

If you chose TCP and UDP for protocol, the IAD prompts you to enter the
number of consecutive ports to use.

8 Typethe number of consecutive ports to use and press Enter. The IAD
displays a port report, savesthe NAT configuration, and displays the NAT
Configuration menu.

9 Continue with other NAT configuration tasks, or press Escape to return to
the Main menu.

Configure NAT Alias Entry

Each NAT adlias entry alows a device on the LAN (inside of NAT) to be
accessible from the Internet via a unique |IP address. The IAD only translates
IP addresses for alias entries—port numbers are not changed.

Y ou can create up to seven direct public-to-private | P address mappings via
the NAT alias table.

First, assign each public IP address using option C — Configure Port |P
Address on the Router Configuration menu (Figure 4.60) — to entries 1
through 7 on the PV C or DLCI with a 255.255.255.255 subnet mask. Next,
make alias entries to map each local |P address to a corresponding public IP
address.

These NAT dlias entries allow | P traffic to the public IP address to pass
directly through, port for port, to the corresponding private |P address.

To configure each NAT alias entry, follow the steps below.



1 Type“aA” onthe NAT Configuration menu to select Configure NAT Alias
Entry. The |AD displays the next unassigned entry and prompts you to enter
the NAT Alias Entry to configure.

2 Typethe number of the dias entry to configure. The IAD displaysthe
current local 1P address and prompts you to enter anew NAT AliasLocal IP

Address.

3 Typethe IP address of the device on the LAN. (It must be a statically
assigned |P address; do not use DHCP to assign this address.) The IAD
displaysthe current Internet | P Address and prompts you to enter a new one.

4 Typethenew NAT alias |P address and press Enter. The IAD displaysthe
information you’ ve entered and updates the configuration.

5 When the operation is complete, press any key to display the NAT
Configuration menu.

6 Continue with other NAT configuration tasks, or press Escape to return to

the Main menu.

Display NAT Statistics

When NAT is enabled, you can review statistics gathered as NAT operates.
To display NAT statistics, type “S” on the NAT Configuration menu. Press
any key to return to the NAT Configuration menu.

Report Entry

Description

Timeouts TCP and UDP Timeout values.

Local to inet Number of packets and bytes transferring to the Internet.

inet to Local Number of packets and bytes receiving from the Internet.
Connections Number of active TCP, UDP and ICMP connections, aswell as

the number created and del eted.

Total Fragments

Total fragments: local to internet, and internet to local

First Fragments

Number of first fragments: local to internet, and internet to
local

Queued Fragments

Number of queued fragments: local to internet, and internet to
local

Deleted Fragments

Number of queued fragments: local to internet, and internet to
local

Fragment Entries

Number of created and deleted fragment entries.

Errors

Number of checksum, retries and bad packets.

Total IP packets

Number of IP packets—reserved addresses and discarded
packets.
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Display NAT Connection Table

When NAT is enabled, you can display the current open connections. To
display the connection table, type “Cc” on the NAT Configuration menu. The
IAD displays the NAT connection table.

The |AD will advise you if there are no open connections. Press any key to
return to the NAT Configuration menu.

Report Entry Description

TCP/UDP/ICMP, etc. | P address:Port—I P address plus port number of the
foreign device; zero if ICMP protocol.

| P address:Port:—I P address plus port number of the
local (LAN) device; zero if ICMP protocol. These two
values are separated by the symbol <->

out_port Port number assigned by NAT which istranslated by
NAT to/from the local port.

pkts Out: packets sent from the local device to the foreign
device. In: packets sent from the foreign device to the
local device.

state TCP state number (TCP only)

idle Idle time in seconds for the connection

Display NAT Connection Details
When NAT is enabled, you can display details about a specific connection.

1 Todisplay the connection details, type “D” onthe NAT Configuration
menu and enter the public IP address. The lAD prompts you for the outside
port number of the connection.

2 Typethe outside port number and press Enter. The IAD displaysthe NAT
connection details. The IAD will advise you if there are no connections
open.

3 Pressany key to return to the NAT Configuration menu.

Report Entry Description

Foreign IP IP address of the foreign device

Local IP IP address of the loca (LAN) device

Outside port Port number assigned by NAT which istranslated by
NAT to/from the local port.

Inside port Port number of the local (LAN) device; zero if ICMP
protocol

Foreign port Port number of the foreign device; zero if ICMP
protocol

Outgoing packets/# bytes | Packets sent from the local device to the foreign device.

Incoming packets/# bytes | packets sent from the foreign device to the local device.
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Report Entry Description

Type TCP or UDP

Seconds since use Idle time in seconds for the connection

TCP/UDP Sequence TCP sequence number

Ack TCP ack number

State TCP state number (TCP only)

Retrys: local, foreign: local—TCP retransmissions from local deviceto foreign
device.
foreign—TCP retransmissions from foreign device to
local device.

Bad checksum: local, local—packets with bad TCP checksums from local

foreign device.
foreign—packets with bad TCP checksumsfrom foreign
device.

Display NAT Local Server Table
When NAT is enabled, you can display the entries in the local server table.
1 Todisplay thetable, type “0” onthe NAT Configuration menu.

2 Pressany key to return to the NAT Configuration menu.

Report Entry Description

Entry Table entry number

Local IP Address IP addressin use

L ocal Port local port number

Internet Port Internet port number

Protocol The protocol used—TCP or UDP

Display NAT Alias Table

When NAT is enabled, you can display the entries in the NAT alias table. To
display the table, type “E” on the NAT Configuration menu. Press any key to
return to the NAT Configuration menu.

Report Entry Description

Entry number Table entry number (1 to 7)
Local IP Address Local, or LAN IP address
Internet P Address Internet | P address assigned

Delete IP Address from NAT Tables
To delete an entry from the NAT Tables, follow the steps below.
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1 Type “x” onthe NAT Configuration menu. The IAD prompts for the IP
address.

2 Typethe IP address to delete and press Enter. The IAD updates the table,
and displaysthe NAT Configuration menu.

Delete NAT Local Server Entry
To delete alocal server entry, follow the steps below:

1 Type“Y” onthe NAT Configuration menu. The lAD prompts for the entry
number to delete.

2 Typethe number of the table entry and press Enter. The IAD displaysthe
following:

Deleting NAT Local Server entry 1, Translated IP address
115.3.3.1
Translated Port 2, Standard Port 3

The |AD updates the table, and displays the NAT Configuration menu.

Delete NAT Alias Entry

To delete a NAT adlias entry, follow the steps below.

1 Type“z” onthe NAT Configuration menu. The IAD prompts for the alias
entry to delete.

2 Typethe number of the entry and press Enter. The IAD updates the table,
and displaysthe NAT Configuration menu.

Setting PPP Options

When the |AD receives a TERM REQ from the upstream router, all PPP ports
are configured, including PPP over HDLC (USI or T1), PPP over ATM, PPP
over Frame Relay, and PPP over Ethernet over ATM. To access these PPP
options, follow the steps below.

1 Select “Q” onthe Main menu (Figure 2.2) to display the PPP Configuration
menu (Figure 4.113).
Figure 4.113PPP Configuration
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PPP restart is currently upon output data.

D. Configure PPP to restart upon output data
I. Configure PPP to restart immediately

2 Select “D” toimmediately restart PPP only after the IAD isready to send
data upstream.
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3 Select “1” toimmediately restart PPP upon receipt of a TERM REQ from
the upstream router.

Setting Derived Timing Options

Use the Derived Timing options to enable and disable Derived Timing.

Derived Timing Menu

To configure Derived Timing settings, type T~ (Telephony Clock Recovery)
on the Main menu (Figure 2.2), which will bring up the Derived Timing menu
(Figure 4.114).

Figure 4.114Derived Timing Menu
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1. Enable/Disable Derived Timing

Each of the options on this menu is described in detail below.

Enable/Disable Derived Timing

When Derived Timing is enabled, the IAD adjusts its clock source based on
the arrival rate of voice packets.

To enable or disable derived timing, follow these steps:

1 Type“1” ontheDerived Timing menu. The IAD displays the current
setting and prompts you to changeit:

2 Type “Y” to changethe current setting. The |AD saves the configuration
and then displays the Derived Timing menu.

3 Press Escape to return to the Main menu.

4 ResetthelAD.
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REPORTS

This chapter describes the report subsystem in the IAD. The report subsystem
allows you to display information about the current configuration of the IAD,
and collect, display, and clear statistics on various network and media

interfaces. Y ou can also display reports about routing and bridging, and other
reports about the operation of the IAD.

These reports are often helpful when troubleshooting. You can often
determine what settings may be incorrect, or identify the source of a voice or
data network problem.

Reports Menu

To display the Reports menu, type “1” on the Main menu (Figure 2.2).

Figure5.1 Reports Menu

636 3636 3636 363 I3 36363636 363636 36-IE-IE-IE 3636363636 333363636363 I

3*

Reports HMenu *

636 363 3636 3336 IEIE-IIEIE-IEIEIIE I IE 0 -IEIE I3 IE I I I I I

C. Display
H. Display

I. Display
M. Display
R. Display
Ai. Display
B. Display
5. Display
P. Display
U. Display
0. Display
E. Display
D. Display

Current Configuration
Hetwork Statistics
Interface Statistics
Media Statistics

Route Table

ARP Table

Bridge Forwarding Database
Bridge Status

PPP fAuthorization Entries
System Uptime

Memory Statistic

Tasks Run Time

All Statistics

Z. Zero All Statistics

Most options on the Reports menu generate a specific report. However, the
Network Statistics, Interface Statistics, and Media Statistics options display a
menu of several related reports and commands to reset accumulated statistics.
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To display areport or group of reports, or to clear statistics for a particular
protocol or interface, select the option and refer to the details regarding each

option below.

NOTICE: Wnen viewing a report, press any key to display the next page, or return
to the Reports menu at the end of the report. Press Escape to return to

the Reports menu at any time.

Current Configuration Report

To display the Current Configuration report, enter “C” on the Reports menu
(Figure 5.1). The Current Configuration report displays configuration settings
and information about the installed interfaces on your IAD.

Details are displayed for each of the IAD’s ports and interfaces. The
parameters are repeated, and not described again in the table.

The information displayed in the Current Configuration report is listed in the
table below. The contents of this report vary based on the IAD configuration,

interfaces, and ports.

Parameter

Description

Software version

version of IAD firmware

Serial Number

serial number of the lAD

Contains # DSP chip(s)

no. of DSP chipsin the IAD

Derived Timing

Status: enabled | disabled

Routing Information Protocol

Status: enabled | disabled globally

Bridging

Status: enabled | disabled globally

Bridge Database Aging Time

1-3600 seconds (default 300 seconds)

Spanning Tree

enabled | disabled globally

Spanning Tree bridge priority

1-65,535 (default 32,768)

Spanning Tree hello time

1-10 seconds (default 2 seconds)

Spanning Tree max age

6-40 seconds (default 20 seconds)

Spanning Tree forward delay

4-30 seconds (default 15 seconds)

Simple Network Management
Protocol (SNMP) (1P and EOC)

Status: enabled | disabled

SNMP System Contact

user-defined (maximum 39 characters)

SNMP System Name

user-defined (maximum 39 characters)

SNMP System L ocation

user-defined (maximum 39 characters)

SNMP Community

name must match the SNM P host (maximum = 39
a phanumeric characters); If SNMP is enabled
and the SNMP Community Name is null, SNMP
goes into read-only mode.

SNMP Trap Host |P Address

| P address of the SNMP trap host

Multicasting
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Parameter

Description

Telnet Server Port

port number of the Telnet server

DNS Server IP Address

IP address of the DNS server

DNS Server Timeout

current timeout va ue in seconds (5 to 20)

Application Information

loaded program files

Support File Information

loaded support files

Interface type SDSL | TY/EL |ADSL | SHDSL | Ethernet
Admin state Status: enabled | disabled
Physical state online | offline

WAN Datal ink Protocol

Totally Transparent | Raw HDLC | Cisco
compatible HDLC | IP-Plus compatible HDLC |
PPP (over Raw HDLC) | ATM | Frame Relay

xDSL Type

SHDSL Annex A (U.S.) | SHDSL Annex B
(Europe)

ADSL Standard for Startup

T1413|G.LITE |GDMT |Acate; 1.4 |
Multi-Mode | ADI | ALCATEL

SHDSL Mode Customer Premises Equipment (CPE) or Central
Office (CO)
SDSL Mode Customer Premises Equipment (CPE) or Central

Office (CO)

Firmware Version

version of firmware

Line Rate

Auto | Fixed | 1152 kbps | 768 kbps | 384 kbps |
192 kbps | 2320 kbps or manually set

Payload Scrambling

enabled | disabled (ATM only)

Frame Relay Management

maintenance protocol (Frame Relay only)

T1/E1 Only
T1 Frame Mode ESF | D4
E1 Frame Mode FAS| FASC (CRC4 enabled) | Multi-Frame CAS

| Multi-Frame CAS (CRC4 enabled

Binary 8 Zero Substitution (B8ZS)

enabled | disabled

Line Build Out

Distancein feet: 0to 133 | 133 to 266 | 266 to 399
| 399t0533|533t0655|-7.5dB |-15dB | -22.5
dB

Tx Clock Source external | internal
Tx Channels Enabled

Rx Channels Enabled

HDB3 coding enabled | disabled
Payload Scrambling enabled | disabled
Port #

Sa4 Bit set | cleared

Sab Bit set | cleared
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Parameter Description

Sab Bit set | cleared

Sa7 Bit set | cleared

Sa8 Bit set | cleared

Rcv Clk Source Internal | External
RIP enabled | disabled
Poisoned Reverse enabled | disabled
Dynamic Host Configuration enabled | disabled
Protocol (DHCP) Client

Bridging enabled | disabled
Spanning Tree enabled | disabled
Port Priority 0-255 (default = 128)
Path Cost 1-65,535 (default = 32,768)

PPP Auth Type (WAN port)

None | PAP Client | PAP Server | CHAP Client |
CHAP Server

Userid PAP User ID
Password PPP password
Peer Name PPP peer name

DLCl—Frame Relay Only

RAW (No Encapsulation) | Proprietary Voice
DLCI | RFC 1490 | ATM RFC 1483 (Tunneling)

VPI/VCI—ATM Only

AAL5 (None) | AALO (None) | Proprietary Voice
| RFC 1483 (using VC Muxing) | RFC 1483 (with
LL C Encapsulation) | RFC 2364 (PPPOATM with
LLC Encapsulation) | RFC 2364 (PPPOATM
using VC Muxing) | AAL1/CES| AAL2/LES

MTU

maximum transmission unit per port

IP Interfaces on Port #

ID

host ID

IPAddr IP Addresses for the ID (maximum = 8)
IPMask no. of bits reserved for host ID (max. 8)
Priority NORMAL |HIGH

Ethernet address Ethernet address (Ethernet)

Full duplex Enabled | Disabled (Ethernet)

Network Statistics Reports

The Network Statistics menu contains commands to display statistical
information about the packets handled by the IP routing engine and
information regarding higher level services, and to clear network statistics for
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specific protocols.

Type *N” on the Reports menu to display the Network Statistics menu:




Figure5.2 Network Statistics Menu
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C. Display
G. Display
I. Display
P. Display
T. Display
U. Display
Z. Clear a

To display a specific report,

ICHP Statistics
IGHP Statistics
IP Statistics

PIH Statistics
TCP Statistics
UDP Statistics
Hetwork Statistic

enter the option. For detailed information about

each report in the Network Statistics menu, or information on how to clear
network statistics, proceed to the appropriate section below.

ICMP Statistics Report

To display the Internet Control Message Protocol (ICMP) Statistics report,
type “C” on the Network Statistics menu. The ICMP Statistics report displays
details about ICMP received packets, sent packets, and queries, reports, and

messages sent and received.

Parameter

Description

Received Packet | nformation

packets received Total ICMP packets received.
discarded for lack of Discarded received packets due to lack of
resources resources—kernel memory, packet buffers, etc.

discarded due to internal
errors

Discarded received packets due to internal software
errors.

discarded for other reasons:
- unrecognized codes
- bad checksum

- packets smaller than
header

- redirects from
non-gateways

Discarded packets due to these reasons:

Not used.
Value of the Checksums field in header isincorrect.

Size of the ICMP header is larger than the packet size.
ICMP Redirect packet from non-gateway.

Sent Packet | nformation

packets sent Total ICMP packets sent.
discarded for lack of Discarded transmitted packets due to lack of resources,
resources such as kernel memory or packet buffers.

discarded due to internal
errors

Discarded transmitted packets due to internal software
errors.

with illegal type or code

Discarded transmitted packets due to internal errors.

Messages, Requests, and Replies Received
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Parameter

Description

Destination Unreachables No. of ICMP Destination Unreachable messages
received received.
Time Exceededs received No. of ICMP Time Exceeded messages received.

Parameter Problems received

No.

of ICMP Parameter Problem messages received.

Source Quenches received

No.

of ICMP Source Quench message received.

Redirects received

No.

of ICMP Redirect message received.

Echo Requests received

No.

of ICMP Echo Request message received.

Echo Replies received

No.

of Echo Reply messages received.

Timestamp Requests received

No.

of ICMP Timestamp Requests messages received.

Timestamp Replies received

No.

of ICMP Timestamp Replies messages received.

Information Requests
received

No.

of ICMP Information Reguests messages received.

Information Replies received

No.

of ICMP Information Replies messages received.

Other types received

No.

of other ICMP types messages received.

M essages, Requests, and Repl

ies Sent

Destination Unreachables
sent

No.

of ICMP Destination Unreachable messages sent.

Time Exceededs sent

No.

of ICMP Time Exceeded messages sent.

Parameter Problems sent

No.

of ICMP Parameter Problem messages sent.

Source Quenches sent No. of ICMP Source Quench message sent.
Redirects sent No. of ICMP Redirect message sent.
Echo Requests sent No. of ICMP Echo Request message sent.

Echo Replies sent

No.

of ICMP Echo Reply messages sent.

Time-stamp Requests sent

No.

of ICMP Timestamp Requests messages sent.

Time-stamp Replies sent

No.

of ICMP Timestamp Replies messages sent.

Information Requests sent

No.

of ICMP Information Requests messages sent.

Information Replies sent

No.

of ICMP Information Replies messages sent.

Other types sent

No.

of other ICMP types messages sent.

IGMP Statistics Report

To display the Internet Group Message Protocol (IGMP) Statistics report, type
“G” on the Network Statistics menu. The IGMP Statistics report displays
details about IGMP received packets, sent packets, and queries, reports, and

messages sent and received.

Parameter

Description

Received Packet | nformation

packets received

Total IGMP packets received.




Parameter

Description

discarded for lack of
resources

Discarded received packets due to lack of resources
such as kernel memory or packet buffers.

discarded due to internal
errors

Discarded received packets due to internal software
errors.

discarded for other reasons:
- unrecognized codes
- bad checksums

- packets smaller than
header

Discarded packets due to other reasons:

Not used
Value of the Checksums field in header isincorrect.

Size of IGMP header is larger than packet size.

Sent Packet | nformation

packets sent Total IGMP packets sent.
discarded for lack of Discarded transmitted packetsdueto lack of resources,
resources such as kernel memory or packet buffers.

discarded due to internal
errors

Discarded transmitted packets due to internal software
errors.

with illegal type or code

Discarded transmitted packets due to internal errors.

Queries, Reports and M essages Received

Membership Query received

No. of IGMP Membership Query messages received.

Ver. 1 Membership Report
received

No. of IGMP Version 1 Membership Report messages
received.

Ver. 2 Membership Report
received

No. of IGMP Version 2 Membership report messages
received.

L eave-group message
received

No. of IGMP Leave Group messages received.

DVMRP routing message
received

No. of IGMP DVMRP routing message messages
received.

PIM routing message
received

No. of IGMP PIM routing messages received.

Traceroute response received

No. of IGMP Traceroute resp messages received.

M cast traceroute messages
received

No. of IGMP Multicast Traceroute messages received.

Other messages received

No. of other IGMP type messages received.

Queries, Reports and M essages Sent

Membership Query sent

No. of IGMP Membership Query messages sent.

Ver. 1 Membership Report
sent

No. of IGMP Version 1 Membership Report messages
sent.

Ver. 2 Membership Report
sent

No. of IGMP Version 2 Membership report messages
sent.

L eave-group message sent

No. of IGMP Leave Group messages sent.

DVMRP routing message
sent

No. of IGMP DVMRP routing message messages sent.
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Parameter

Description

PIM routing message sent

No. of IGMP PIM routing messages sent.

Traceroute resp sent No. of IGMP Traceroute resp messages sent.
Mcast traceroute messages No. of IGMP Multicast Traceroute messages sent.
sent

Other messages sent

No. of other IGMP type messages sent.

IP Statistics Report

To display the Internet Protocol (IP) Statistics report, type “I” on the
Network Statistics menu. The IP Statistics report displays details about all 1P
packets sent and received on the network

Parameter

Description

Received Packet | nformation

packets received

Total IP packets received.

packets delivered to upper
layer

No. of incoming I P packets delivered to upper layer/
Layer 4 or higher (such as ICMP, IGCMP, PIM, TCP
and UDP packets)

packets forwarded

No. of incoming | P packets forwarded to other
routefinterface

discarded for lack of
resources

Discarded received packets due to lack of resources:
kernel memory, packet buffers etc.

discarded due to internal
errors

Discarded received packets due to internal software
errors.

discarded for other reasons:

Discarded received packets due to other reasons listed
in the following:

- with header errors

Bad | P header format

- with anillegal source

Illegal Source |P addressin the |P header

- with anillegal destination

Illegal Destination |P addressin the |P header

- bad versions

Version field value in |P header is incorrect.

- bad checksums

Value of Checksum field in IP header isincorrect.

- with headers too small

Size of the IP header is less than 20 bytes.

- packets smaller than header

Size of IP header islarger than packet size.

- packets larger than frame

I P packet sizeislarger than internal packet buffer.

- with unrecognized protocol

Value of Protocol Typefield in IP header is
unrecognized.

- withzero TTL

Value of TTL in the IP header reaches zero.

fragments received

Value of Fragment field in the IP header ison.

fragmented packets
reassembled

No. of reassembled fragmented packets.

fragments discarded

No. of discarded fragmented packets.




Parameter

Description

Sent Packet | nformation

packets sent Total IP packet sent.
discarded for lack of Total transmitted IP packet discarded due to lack of
resources resources: kernel memory, packet buffer, etc.

discarded due to internal
errors i

Total transmitted IP packet being discard due to

nternal errors.

destinations found

Destination | P address could not be reached for

unreachable outgoing packet.
fragments sent Total fragmented sent.
packets fragmented Total outgoing IP packet being fragmented.

fragmentation failures

Total fragmentation failures for outgoing |P packets.

PIM Statistics Report

To display the Protocol Independent Multicast (PIM) Statistics report, type
“p” on the Network Statistics menu. The PIM Statistics report displays
detailed information about PIM packets sent and received.

Parameter

Description

Received Packet | nformation

packets received Total PIM packets received.
discarded for lack of Discarded received packets due to resources, such as
resources kernel memory or packet buffers.

discarded due to internal
errors

Discarded received packets due to internal software
errors.

discarded for other reasons:

- unrecognized codes

- bad checksums

- packets smaller than header

Discarded received packets due to:

Packet header codes could not be recognized.
Bad packet header checksums
Packet header size is bigger than packet buffer size

Sent Packet | nformation

packets sent Total PIM packets sent.
discarded for lack of Discarded transmitted packets dueto lack of resources:
resources kernel memory, packet buffers, etc.

discarded due to internal
errors

Discarded transmitted packets due to internal software
errors.

with illegal type or code

Discarded transmitted packets due to internal errors.

Received M essages | nfor mation

Hello received

No. of PIM Hello messages received.

Register received

No. of PIM Register messages received.

Register Stop received

No. of PIM Register-Stop messages received.

Join/Prune received

No. of PIM Join/Prune messages received.
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Parameter

Description

Bootstrap received

No. of PIM Bootstrap messages received.

Assert received

No. of PIM Assert messages received.

Graft received

No. of PIM Graft messages received.

Graft Ack received

No. of PIM Graft Acknowledgment messages
received.

Cand RP Adv received

No. of PIM messages received.

other messages received

No. of PIM messages received.

Sent M essages | nformation

Hello sent No. of PIM Hello messages sent.
Register sent No. of PIM Register messages sent.
Register Stop sent No. of PIM Register-Stop messages sent.

Join/Prune sent

No. of PIM Join/Prune messages sent.

Boosters sent No. of PIM Bootstrap messages sent.

Assert sent No. of PIM Assert messages sent.

Graft sent No. of PIM Graft messages sent.

Graft Ack sent No. of PIM Graft Acknowledgment messages sent.

Cand RP Adv sent

No. of PIM messages sent.

other messages sent

No. of PIM messages sent.

TCP Statistics Report

To display the Transport Control Protocol (TCP) Statistics report, type “T”
on the Network Statistics menu. The TCP Statistics report displays detailed
information about TCP packets sent and received.

Parameter

Description

Received Packet | nformation

packets received Total TCP packets received.
discarded for lack of Discarded received packets due to lack of resources:
resources kernel memory or packet buffers.

discarded due to internal
errors

Discarded received packets due to internal software
errors.

discarded for other reasons:

Discarded received packets due to other reasons listed
in the following:

- with destination port zero

Destination port value in TCP header is zero.

- bad checksums

Checksum value in TCP header is incorrect.

- with headers too small

Size of the TCP header is lessthan 20 bytes.

- packets smaller than header

Packet size isless than the TCP header size.

- packets larger than frame

Packet islarger than the internal packet buffer.




Parameter

Description

- acks for unsent data

Unacceptabl e/invalid/unsent acknowledge number in
the TCP header.

- with data outside window

The remote host has sent data beyond the window that
the software could advertise.

- with data after close

TCP packets received in a Closed state/connection.

segments with data

Total segments received, including those received in
error. This count includes segments received on
currently established connections.

segments with duplicate data

No. of segments received with duplicate data

segments with only an ACK

Not used

segments with a duplicate
ACK

Not used

segments with a RST No. of segmentsreceived with the RST (Reset) Flag bit
on in the TCP header.

window probes Not used

window updates Not used

Sent Packet | nformation

packets sent Total TCP packets sent.
discarded for lack of Discarded transmitted packets due to lack of resources:
resources kernel memory or packet buffers.

discarded due to internal
errors

Discarded transmitted packets due to interna software
errors.

with illegal destination port

Destination port field value in TCP header isillegal.

segments with data

Total segments sent.

segments with retransmitted
data

No. of retransmitted TCP data packet.

segments with only an ACK | Not used

segments with a delayed Not used

ACK

segments with a RST No. of unsolicited reset (RST) segment sent.

window probes

Not used

window updates

Not used

active opens

No. of TCP connections opened.

passive opens

No. of TCP passive connections opened.

connections currently
established

No. of TCP connections currently established.

connections gracefully
closed

No. of TCP connections gracefully closed.

connections aborted

Not used

failed connection attempts

Not used
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UDP Statistics Report

To display the User Datagram Protocol (UDP) Statistics report, type “U” on
the Network Statistics menu. The UDP Statistics report displays detailed
information about UDP packets sent and received.

Parameter

Description

Received Packet | nformation

packets received Total UDP packets received.
discarded for lack of Discarded received packets due to lack of
resources resource—kernel memory, packet buffers, etc.

discarded due to internal
errors

Discarded received packets due to internal software
errors.

discarded for other reasons:

Discarded received packets due to other reasons listed
in the following:

- with destination port zero

Destination Port field value in UDP header is zero.

- bad checksums

Checksum field value in UDP header is incorrect.

- packets smaller than header

Size of UDP header is less than 8 bytes.

- packets larger than frame

Packet size is|ess than the UDP header size.

- unopen ports

Packet is larger than the internal packet buffer.

Sent Packet | nformation

packets sent Total UDP packets sent.
discarded for lack of Discarded transmitted packets dueto lack of resources:
resources kernel memory, packet buffers, etc.

discarded due to internal
errors

Discarded received packets due to internal software
errors.

with illegal destination port

Destination Port field value in UDP header isillegal.

Clear Network Statistics

To clear network dtatistics, type “z” on the Network Statistics menu. The
IAD displays the Clear Network Statistics menu:

Figure 5.3 Clear Network Satistics Menu
3636 3€ 36 3 3 36 36 36 I3 36 363636 36 36 36 36 33636 36 I I I 363636 I I 3636 363666 I I3 I IEIEIE WX

.
* Clear Statistics *
36 3636 36 I 3E I I I 36 I I3 I3 36 I I I I IE I I I I IE I IE I I I IEIE I IE I IEIEIE I IE I IE I W

C. Clear ICHP Statistics
G. Clear IGHP Statistics
I. Clear IP Statistics

P. Clear
T. Clear
U. Clear

PIM Statistics
TCP Statistics
UDP Statistics




To permanently reset statistics for a specific protocal, type the option. The
IAD immediately resets all statistics for the specified protocol, and displays
the menu.

Continue resetting network statistics, or press Escape to return to the Network
Statistics menu.

Interface Statistics Reports

Type “1” on the Reports menu to display the Interface Statistics menu. This
menu contains commands to display information about the packets handled
between layer 2 and layer 3 on a per-port basis, and to clear statistics for
specific protocols.

To display specific interface statistics, follow the steps below.

1 Select aninterface and optionally a port. The IAD then displays the report.
The |AD displays the interfaces from which you may choose on this1AD.
E 3636 I3 I I 36 I I I3 I -IE I 36 IE - I IE-IEIE I I IE I I I I I I I3 I IE I IE-IE I I I

* Interface Statistics *
3636 36 36 36 36 3636 36 3 36 36 363636 36 3636 36 36 36 36 36 36 36336 I I 3363636 3636 36 36636 I I IEIE NN

I. Display Interface Statistics
B. Display Bridge Statistics

A. Display ATH PUC Statistics
2. Clear a Statistic

2 Select theinterface. The IAD displays the port table and prompts you to

select a port.
Port DLCI Encapsulation
1 32 RFC 1498

Select Port: [1-8]

3 Typethe port number and press Enter. The IAD displaysthe Interface
Statistics menu:

NOTICE: The commands that display on the Interface Statistics menu vary, based
on the WAN module and configuration of the IAD.

Figure 5.4 Interface Satistics Menu (With IAD Configured for Frame Relay)
E 366 I IE 6636 I -6 I3 36363 I I I3 I3 I IEIE I IE I I I I I I I IE I I3 I I I I IE N

* Interface Statistics *
3E 36 36 36 36 36 36 36 363636 36 36 36 36 36 3 336 36 3636 3636 36 36 36 I 36333636 36 36 36 36 363636 36 36 3 3 33636

I. Display Interface Statistics
B. Display Bridge Statistics

D. Display DLCI Statistics

2. Clear a Statistic
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Figure 5.5 Interface Satistics Menu (With IAD Configured for ATM)
636 36 36 36 36363636 3636 3636 36 3636 36 3636 36 3636 36363636 363 363636 3636 36 363636 3636 3 36363636 EHHEN

* Interface Statistics *
3636 36 36 36 36 36 36 36 3636 36 36 36 3636 36 6 36 I 336 6 6 I I 36 I I I I I IE I I I I I I I IE I I I I N

I. Display Interface Statistics
B. Display Bridge Statistics

A. Display ATH PUC Statistics
2. Clear a Statistic

4 Todisplay a specific report, type the option. For detailed information about
each report in the I nterface Statistics menu, or for information on how to
clear interface statistics, proceed to the appropriate section below.

the next page. When have finished viewing, press any key to display the

V NOTICE: Wnen viewing Interface Statistics reports, press the space bar to display
report, or press Escape to return to the Interface Satistics menu.

Display Interface Statistics

NOTICE: For TI/E1 Physical Layer Satistics, refer to T1 Configuration Menu on
page 4-11.

“«

To display the Interface Statistics report, type “I” on the Interface Statistics
menu. This report provides details about all packets sent and received on the
selected interface.

Parameter Description

Received Packet | nformation

packets received No. of packet received from this interface.
discarded for lack of Discarded received packets due to lack of resources:
resources kernel memory or packet buffers.

discarded due to internal Discarded received packets due to internal software
errors errors, such as lack of packet buffer.

discarded for other reasons | Discarded received packets due to other reasons, such
aslack of packet buffer.

Sent Packet | nformation

packets sent No. of packet sent from this interface.

discarded for lack of Discarded transmitted packets due to lack of resources:
resources kernel memory or packet buffers.

discarded due to internal Discarded transmitted packets due to internal software
errors errors, such as lack of packet buffer.

discarded for other reasons | Discarded transmitted packets due to other reasons,
such aslack of packet buffer.

Packets Received by Type
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Parameter

Description

octectsrcvd Total octets/bytes received from interface.
unicast rcvd No. of Unicast Packets received from interface
multicast revd No. of Multicast Packets received from interface

broadcast rcvd

No. of Broadcast Packets received from interface

Packets Sent by Type

octects sent Total octets/bytes sent from interface.
unicast sent No. of Unicast Packets sent from interface
multicast sent No. of Multicast Packets sent from interface
broadcast sent No. of Broadcast Packets sent from interface

Display DLCI Statistics

To display the DLCI Statistics (Data Link Connection Identifier) report, Type
*a” on the Interface Statistics menu shown in Figure 5.4.

This option is displayed only when Frame Relay is selected as the data link

protocol.

Parameter

Description

Committed Burst

No. of committed info rate (bytes per measurement
interval)

Excess Burst No. of excessinfo rate (bytes per measurement
interval)

Throughput Expected average throughput (bytes/second)

Rx Frames No. of frames received.

Received Frame Information

Rx Bytes

Total datareceived in bytes.

Rx Discarded Frames

No. of discarded received frames due to:

- Received Frames are larger than size of PDU

- Received Frames Headers are smaller than the
standard HDL C header size.

- Validity of address bits settingsin HDL C header is
incorrect.

- Checksum Field value in header isincorrect.

- The received DLCI number does not match the DL CI
connections on the IAD.

Rx FECN No. of FECN = 1 frames received.
Rx BECN No. of BECN = 1 frames received.
Rx DE No. of DE = 1 frame received

Rx Excess Rate

No. of frames received within excessinfo rate

Rx Committed Rate

No. of frames received within committed info rate

Transmitted Frame Information
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Parameter Description
Tx Frames No. of frames transmitted.
Tx Bytes No. of data transmitted in bytes.

Tx Discarded Frame

No. of discarded received frames due to:

- Transmitted Frames are larger than the size of the
PDU

- Packets overflow.

Tx FECN No. of FECN = 1 frames transmitted.

Tx BECN No. of BECN = 1 frames transmitted.

Tx DE No. of DE = 1 frame transmitted

Tx Excess No. of frames transmitted within excess info rate

Tx Committed No. of frames transmitted within committed info rate

Display ATM PVC Statistics

To display the PV C Statistics Reports, type “2a” on the Interface Statistics
menu as shown in Figure 5.5. This option is displayed only when ATM is
selected as the data link protocol.

The reports below are available, depending on the specification of the PVC:

AAL 2 Statistics Report

This PVC Report displays when an AAL2/LES PVC is configured.

Parameter

Description

Transmit overflows

Discarded packets dueto the internal queue reached it
maximum size.

Receive STF parity errors

No. of STF (Start Field) parity error received.

Receive sequence errors

Sequence number in header isincorrect for cells
received.

Bad rx OSF sequence errors

Value of OSF sequence in header is incorrect for cells
received.

Bad OSF value errors

Value of OSF in the header is incorrect.

Receive HEC errors

Value of HEC (Header Error Compression) in the
header is incorrect.

Receive overlap HEC errors

HEC (Header Error Compression) value overlapped.

Receive CID errors

Value of CID (Channel ID) in header received is
incorrect.

Transmit CID errors

Value of CID (Channel ID) in header sent is incorrect.
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Cumulative CPCS-2 Statistics Report
This report displays when the AAL2/LES PVC is configured.

Parameter

Description

Maximum PDU Size

Maximum CP-5 Rx frame length (in bytes, without
CPCS trailer)

Transmit bytes counter

Total AAL2 Cells sent in bytes.

Transmit microcell counter

Total AAL2 Cells sent.

Tx discarded microcells
errors

No. of transmitting cell discarded due to:

- Invalid Microcell Channel

- The Microcell is empty

- Length of the cell islarger than the PDU size
- Transmitted cell overflow

- Cell Allocation Problem

Tx too long microcell errors

Length of transmitting cellsis larger than PDU size.

Tx reserved UUI errors

Value of UUI (User-to-User information) in the header
of the cells transmitted is incorrect.

Receive bytes counter

Total AAL2 Cellsreceived in bytes.

Receive microcell counter

Total AAL2 Cells received.

Rx discarded microcells
errors

No. of receiving cells discarded because:

- Invalid Microcell Channel

- The microcell is empty

- The cell length islarger than the PDU size
- Transmitted cell overflow

- Cell Allocation Problem

Rx too long microcells errors

The length of the cellsreceived is larger than the PDU
size.

Rx reserved UUI errors

Value of UUI (User-to-User information) in the header
of the cells received isincorrect.

Rx reassembly errors

No. of errors of reassembling AAL2 cells:

-Could not allocate an internal Cell buffer

-Value of STF (Start Field) in the header isincorrect.
-Value of the Sequence Number in the header is
incorrect (out of sequence).
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Common AAL Statistics Report
This report displays when ATM protocol is configured.

Parameter

Description

Vcc

Number the VCC (VPI/VCI value)

Status

Current status of this AAL connection. The statusis
the addition of the values:

Connection Active: 1

Connection Confirm: 16

Connection Created: 32

Connection Congestion: 2

For example, if statusis 33, the connection is Active
and Created.

Max PDU

Max. PDU sizelimitation for this AAL connection.

Rx Frames

No. of frames received.

Rx Cells

No. of AAL cellsreceived.

Rx Bytes

Total datain bytes received.

Rx Error Cells

No. of received cells are dropped due to:

-Connection is not established/closed.

-Could not alocation internal cell buffer

-Value of STF (Start Field) in header isincorrect.
-Cells Overflow (theinternal queue for storing the cell
reaches it maximum size).

-Cells Re-Assembly Errors

-CRC checksum errors.

Rx Error Frames

No. of received frames are dropped due:

-Could not alocation internal cell buffer

-Cells Overflow (theinternal queue for storing the cell
reaches it maximum size)

-Frames re-assembly errors

-Re-assembly timeout

-CRC checksum errors.

Tx Frames

Total frames transmitted.

Tx Cdls

Total cellstransmitted.

Tx Bytes

Total data transmitted in bytes.

Tx Discarded
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No. of discarded transmitting cells due to:

-Could not alocation internal cell buffer

-Cells Overflow (the internal queue for storing the cell
reaches it maximum size)

-Connection is not established/closed

-Transmitting frame is empty
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Parameter

Description

Tx OverFlow

Transmitted Cells Overflow. Theinternal SAR
transmitting queue for storing the cell reached its
maximum size (64), so it can not hold more outgoing
cell).

Tx UnderFlow

Out of cellsfor transmit. Internal cell buffer could not
be allocated for transmitting cells.

TX Inactive Discarded Transmitted Cells because the connectionis
not established | disconnected | closed.

Rx Inactive Discarded Received Cells because connection not
established | disconnected | closed.

CRC 32 Errors The size AALDS5 only. CRC-32 header checksum in iswrong.

Reassembly Timeouts

No. of SAR reassembly timeouts. Frames could not be
reassembling and discarded.

Frames too Long

Frame size is larger than the max. size of PDU.

| P Header Compression Statistics Report

This report is available when ATM PV C Encapsulation Type RFC 1483 is
selected, an |P address is assigned and |P Header Compression is enabled on

the ATM Interface.

Parameter

Description

Missed TCP contexts

No. of times search didn't find a TCP stream.

Missed RTP context

No. of times search didn't find an RTP stream.

Sent Packet | nformation

Compressed TCP packets
sent

No. of compressed TCP packets sent.

Compressed UDP packets
Sent

No. of compressed UDP packets sent.

Compressed RTP packets
Sent

No. of compressed RTP packets sent.

FULL_HEADER packets
Sent

No. of FULL_HEADER packets sent.

CONTEXT_STATE packets
sent

No. of CONTEXT TATE packets sent.

Received Packet | nformation

Compressed TCP packets
received

No. of compressed TCP packets received.

Compressed UDP packets
received

No. of compressed UDP packets received.

Compressed RTP packets
received

No. of compressed RTP packets received.

FULL_HEADER packets
received

No. of FULL_HEADER packets received.
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Parameter

Description

CONTEXT_STATE packets
Received

No. of CONTEXT_STATE packets received.

Incorrect Sequence Numbers by Packet Type

TCP packets with wrong

No. of compressed TCP packets received with bad

seguence number sequence number.

UDP packets with wrong No. of compressed UDP packets received with bad
seguence number sequence number.

RTP packets with wrong No. of compressed RTP packets received with bad
sequence number Seguence Number.

Average Header Sizes

Ave. sent TCP header

The average size of the TCP header sent.

Ave. sent UDP header

The average size of the UDP header sent.

Ave. sent RTP header

The average size of the TCP header sent.

Ave. received TCP header

The average size of the TCP header received.

Ave. received UDP header

The average size of the UDP header received.

Ave. received RTP header

The average size of the RTP header received.

PPP Satistics Report

This report is available when ATM PV C Encapsulation Type RFC 2364 is
selected.

Parameter Description

Received Packet | nformation

packets received

Total PPP packets received.

discarded for various reasons

Discard received packets due to:

- Could not allocate PPP packet from internal queue.
- Discarded all non-L CP packets until link is opened.
- Discarded all non-AP packetsuntil link is
authenticated

- Vaue of Length field in the header is zero

LCPreects No. of LCP Rejects messages received.
- echoes No. of LCP Echoes messages received.
- replies No. of LCP Replies messages received.
- discards No. of LCP Discards messages received.

Sent Packet | nformation

packets sent

Total PPP packets sent.

discarded (link not open)

Discarded transmitted packets because links are not
opened.

LCPreects

No. of LCP Rejects messages sent.

- echoes

No. of LCP Echoes messages sent.




Parameter Description
- replies No. of LCP Replies messages sent.
- discards No. of LCP Discards messages sent.

Display Bridge Statistics

To display the Bridge Statistics report, type “B” on the Interface Statistics
menu. This report provides details about all packets sent and received on the

IAD bridge.

Parameter

Description

Received Packet | nformation

bridge packets received

Total of bridge packet received from interface.

bridge octects received

Total bridge octets/bytes received from interface.

discarded for lack of
resources

Discarded received packets due to lack of resources:
kernel memory or packet buffers.

bridge packets received and
discarded

Discarded received packets due to lack of packet
buffers or Spanning Tree packets arrived on an
interface, when Spanning Tree is not enabled.

bridge packets sent to one
other port

No. of bridge packets sent to a proper low-level output
port.

bridge packets sent to all
other ports

No. of bridge packets sent to all other bridge ports.

Sent Packet | nformation

bridge packets sent

Total bridge packets sent.

bridge octects sent

Total octets/bytes of bridge packets sent.

discarded for lack of
resources

Discarded transmitted packets due to lack of resources
(kernel memory, packet buffers, etc.)

Packets Received by Type

spanning tree config packets
received

No. of Spanning Tree Configuration packets received.

spanning tree topol ogy
change packets received

No. of Spanning Tree Topology Change packets
received.

spanning tree invalid packets
received

No. of invalid Spanning Tree packets, such as Wrong
LSAP, Control, Protocol 1D, Version, Length, and
Message Type value.

spanning tree config packets
sent

No. of Spanning Tree Configuration packets sent.

spanning tree topology
change packets sent

No. of Spanning Tree Topology Change packets sent.
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Clear Interface Statistics

To clear interface statistics, type “z” on the Interface Statistics menu. The
IAD displays the Clear Statistics menu:

Figure5.6 Clear Interface Satistics Menu
JE 363 36 36 36 36 3E 36 36 3336 363636 36 I 3363363636 36 I I I I3 363636 363 363 36 36 36 IE I I IEIEIE

* Clear Statistics *
3 3E 36 IE 36 I 36 I 36 336 3 IS IE I IEIEIE I IEIEIE I I I IE I IE I IE 36 36 I I I I I I IE I I

I. Clear Interface Statistics
B. Clear Bridge Statistics
A. Clear ATH PUC Statistics

To reset statistics for a specific interface, type the option.

The IAD immediately resets the statistics for the specified interface, and
displays the menu. Continue resetting statistics, or press Escape to return to
the Interface Statistics menu.

display. For more information on enabling bridging, refer to Bridge
Configuration Menu on page 4-54.

V NOTICE: You must enable bridging for the Clear Bridge Satistics option to

Media Statistics Reports

Media statistics reports display statistical information about the total packets
handled (Layer 2) on a per-port basis. Reports on physical connections vary,
based on the type of connection. To display specific media statistics, select an
interface to display the statistics as shown in the steps below:

1 Type “M” onthe Reports menu to display Media statistics reports. The IAD
displays the interfaces on this IAD.

fivailable Interfaces :
1. G78708 aDSL aTU-R
2. 18/188BaseT Ethernet
3. 8-Line POTS
B. {Abort)

2 Typethe number of the interface. With the interface chosen, the IAD
displays the Media Statistics menu.

the WAN module and configuration of the IAD. In the sample below, the

V NOTICE: The commands that display on the Media Statistics menu vary, based on
IAD is configured for ATM.
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Figure5.7 Media Satistics Menu (Sample)
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1. Display ATH Statistics
2. Clear ATH Statistics

To display a specific report, enter the option. For detailed information about
each report in the Media Statistics menu, or for information on how to clear
network statistics, proceed to the appropriate section below.

Display Frame Relay Statistics

Type *M” to display the Frame Relay Statistics report. This report displays
basic about Frame Relay operations on the WAN link (for all ports and

DLCIs).

Parameter

Description

Received Data

Rx Frames

No. of frames received

Rx Bytes

No. of total bytes received

Rx Frames discarded

No. of Frame Relay received packets discarded due to:
- Received Frames are larger than size of PDU

- Received Frames Headers are smaller than the
standard HDL C header size.

- Validity of address bits settings in the HDLC header
isincorrect.

- Vaue of Checksum Field in header isincorrect.

- Thereceived DL Cl number does not match the DLCI
connections on the IAD.

DE set on Rx Indicates Discard Eligibility is allowed on incoming
frames, based on congestion, to maintain committed
information rate.

FECN set on Rx Forward Explicit Congestion Notification status set to

notify DTE that congestion avoidance should be
initiated by IAD.

BECN set on Rx

Backward Explicit Congestion Notification status set
to notify DTE that congestion avoidance should be
initiated by the sending device.

Rx congestion counter

No. of frames dropped due to congestion to maintain
committed information rate.

CLLM frames Rx

No. of CLLM (Consolidated Link Layer Management)
frames received

LMI frames Rx

No. of LMI (Local Management Interface) frames
received

ANSI frames Rx

No. of ANSI frames received

Transmitted Data
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Parameter

Description

Tx Frames

No. of frames transmitted

Tx Bytes

No. of total bytes transmitted

Tx Frames discarded

No. of Frame Relay packets discarded due to:

- Transmitted frames are larger than PDU size.
- Packets overflow.

DE set on Tx

Indicates Discard Eligibility is allowed on transmitted
frames, based on congestion, to maintain committed
information rate.

FECN set on Tx

Forward Explicit Congestion Notification status set to
notify DTE that congestion avoidance should be
initiated by IAD.

BECN set on Tx

Backward Explicit Congestion Notification status set
to notify DTE that congestion avoidance should be
initiated by the sending device.

Tx congestion counter

No. of frames dropped due to congestion to maintain
committed information rate.

CLLM frames Tx

No. of CLLM frames received

LMI frames Tx

No. of LMI frames received

ANSI frames Tx

No. of ANSI frames received

Last error:

Description of last recorded error since reset.

Display ATM Statistics
This report displays basic ATM transport statistics at the cell level for all

ports and PVCs.

Field

Description

Thelink has been up for X
hours X minutes X seconds

Total time for the current time has been established.

CellsRx

No. of valid ATM cells received.

CLPI Rx

No. of cellsreceived with CLPI (Cell Loss Priority
Indication) bitison.

OAM Rx

No. of OAM (Operation And Maintenance) cells
received.

EFCI Rx

No. of cellsreceived with EFCI (Explicit Forward
Congestion Indication) bit ison.

RM Rx

No. of RM (Resource Management) cells received.

Rx Cells Discarded

No. of received packets discarded due to:

- Unknown VPI/VCI numbers

- Bad Cell headers

- Size of cellsreceived islarger than PDU size
- other reasons as required.
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Field

Description

Cells Tx No. of valid ATM cell sent.

OAM Tx No. of cells transmitted with CLPI (Cell Loss Priority
Indication) bit ison.

CLPI Tx No. of OAM (Operation And Maintenance) cells
transmitted.

EFCI Tx No. of cells transmitted with EFCI (Explicit Forward
Congestion Indication) bit ison.

RM Tx No. of RM (Resource Management) cells transmitted.

Rx HEC Errors

No. of cells receives with HEC errorsin the header.

Lost Cell Delineation (OCD)

No. of times cell delineation was |ost.

Timein OCD

Amount of timein OCD condition

ATM Sync

Current ATM Synchronization status—Established or
Lost.

Display G7070 ADSL Statistics (81xx)
This report displays ADSL statistics.

Parameter

Description

Operational Seconds

Total kernel time (in seconds) link was operational.

Downstream SNR Margin

Current rate of downstream signal-to-noise ratio
margin.

Downstream Attenuation

Current rate of downstream attenuation.

Upstream Attenuation

Current rate of upstream attenuation.

Near-End FEC Count of near-end forward error correction.

Near-End CRC Count of the near-end interleaved symbols with cyclic
redundancy check errors.

Near-End SEF Count of near-end severely errored frames.

Near-End LOS Count of near-end loss of signal frames.

Far-End FEC Count of far-end forward error correction.

Far-End CRC Count of far-end cyclic redundancy check.

Far-End SEF Count of far-end severely errored frames.

Far-End LOS Count of far-end loss of signal frames.

Near-End CRC Last

Number of seconds of cyclic redundancy check error
counts.

Near-End CRC Last

Number of minutes of cyclic redundancy check error
counts.

Failure Counters Overall

Total overall failure frames.

Local SEF

Count of local (near-end) severely errored frames.
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Parameter Description

Local LOS Count of local (near-end) loss of signal frames.
Remote SEF Count of remote (far-end) severely errored frames.
Remote LOS Count of remote (far-end) loss of signal frames.
ADSL Standard Current status of the ADSL standard in use.

Display G2237 xDSL Statistics (85xx)
This report shows xDSL status indicators.

Parameter

Description

Operationa State

Current operation state.

Start Progress

Current start progress.

Operationa Seconds

Total Operation Time in Seconds

Up/Down Counter

No. of times modem has come up.

Received SNR

No. of SNR (Signal-to-Noise Ration) received.

Mean SQ Error

No. of mean SQ error used to compute received signal
to noiseratio.

Initial Received SNR

No. of the Initial Received SNR (Signal-to-Noise
Ration)

L oop Attenuation

Current level of Loop Attenuation

Actual PSD Mask

Actual PSD mask is used for the line code comparison.
It isacknowledged that an optimized PSD mask can be
decided only after line code decision is made. The
transmit power back-off of remote HTU

Framer Sync Current framer synchronization status: In-Sync/ Out of
Sync

LOSW Status Current status of LOSW (L oss of Sync Defect): ON /
OFF

Total Seconds Total seconds of statistics gathering.

Errored Seconds Total errored seconds received of CRC and LOSW
errors found.

CRC Count No. of CRC errors (near end) received.

LOSW Defect Count

No. of LOSW Defect (Loss of Sync Defect) errors
received.

FEBE Count

No. of Far End Block Error Count (far end).




Parameter

Description

Tip/Ring

Current status of Tip/Ring: Normal / Reserved.

Transmit Power

Nominal transmit power.

Receiver Gain

Current no. of total receiver gain.

SHDSL

Remote Country Code

Current Remote Country Code.

Remote Provider Code

Current Provider Code.

H.DSL2

Remote HDSL2 Version

Current version of the Remote HDSL 2.

Remote Country Code

Current Remote Country Code.

Provider Code

Current Provider Code.

Remote Vendor Data Low

Remote vendor provided data (the low 4 bytes)

Remote Vendor Data Hi

Remote vendor provided data (the high 4 bytes)

Data Mode Heartbeat

Total Data Mode Heartbeat received. (Handle Modem
Data state)

Framer Sync Lost Tick

No. of time that framer synchronization was lost

Display Serial (USI) Statistics
(8216s/8224s/8316s/8324s/85125/85165/85245)

Type *s” to display the Serial Statistics report. This report displays basic
serial (HDLC) transport statistics on the Universal Serial Interlace port.

Parameter Description
bytes rcvd Total datareceived in bytes.
packets rcvd No. of Serial packets received.

discarded, RX Busy

No. of discarded received packets due to packets
Overrun.

Available Buffers (PCB
Entries)

Current available internal PCB (Packets Buffers)
entries.

discarded, RX error:

No. of discarded due to the following reasons:- Could
not allocate packet buffers.

Rx Clock glitch Total frames discarded on this port due to receives
clock glitch errors.
PLL error Total frames discarded on this port due to receives

phase lock loop errors.

Frame too long

Total frames discarded on this port because the
received frame was too long.

Reports 527




5-28

8000 Series

Parameter

Description

Non octet aigned

Total frames discarded on this port because the
received frame was not an integral no. of octets.

Abort seq No. of frames aborted on the port due to receiving an
abort sequence since system re-initialization and the
port state was ‘up' or 'test'.

CRC error Total frames discarded on this port due to received
CRC errors.

Rx overrun Total frames discarded on this port due to receiver
OVErruns errors.

CD lost Total frames discarded on this port due to lost Carrier

Detect.

Out Of Buffers (PCBs)

No. of times that could not allocate a packet buffer for
received packets.

Lack of resources

Discarded received packets because a PCB for
Transmitted/Received Pool Buffers could not be
allocated.

bytes sent

No. of Data sent in bytes.

packets sent

No. of packets sent.

discarded, TX ring full

No. of packets discarded because Transmitted Ring
Pool isfull.

discarded, bad pkt or link not
ready

Discarded received packets due to:
- The status of the interfaceis not Online
- Transmitted packet length islarger than interface.

discarded, TX error

No. of outgoing packet being discarded due to Clock
glitch, and other transmission errors.

Tx Clk glitch

Total frames discarded on this port due to transmitter
clock glitch errors.

Tx underrun

No. of times that there are no packets waiting in the
Transmitted Ring Buffer.

CTSlost

Total frames discarded on this port due to transmitter
CTSlost errors.

Display Ethernet Statistics

This report displays Ethernet statistics.]

Parameter

Description

Received Packet | nformation

packets rcvd

Total Ethernet packets received.

discarded, RX ring empty

Discarded received packets because the internal
Received Packet Ring Pool Buffers are empty;
therefore no incoming packets could be processed.

discarded, unrecognized

protocol

Protocol Type field value in Ethernet header does not
correspond to IP.




Parameter

Description

discarded, RX error

No. of discarded received packets due to the following
reasons.

alignment errors

Frames containing ano. of bitsnot divisible by eightis
received and discarded.

bad fcs Received frame contains CRC errorsin the header.

runt Received frame is smaller than the minimum defined
for thisinterface.

giant Received frame lengths are greater than maximum
defined for thisinterface.

late collision Discarded frames because a collision occurred during
frame reception. No. of timesthat acollision is
detected on a particular interface later than 512
bit-times into the transmission of a packet.

overrun Discarded received packets due to the internal

Received Packet Ring Pool are full; therefore no
incoming packets could be processed.

Sent Packet | nformation

packets sent

Total Ethernet packets sent.

discarded, TX ring full

Discarded outgoing packets due to internal
Transmitted Packet Ring Pool Buffers are full. Could
not process any outgoing packets.

discarded, bad pkt

L ength of outgoing packetsis larger than the
maximum length of this interface.

discarded, TX error

No. of discarded transmitted packets due to:

heartbeat lost

No. of transmitting Heartbeat (signal-quality error)
packets lost/errors.

deferred

A count of frames for which the first transmission
attempts on a particular interface is delayed because
the medium is busy. The count represented by an
instance of this object does not include frames
involved in collisions.

late collision

Discarded transmitted frames because a collision
occurred. No. of timesthat a collision is detected on a
particular interface later than 512 bit-timesinto the
transmission of a packet.

excessive collision

A count of frames for which transmission on a
particular interface fails due to excessive collision

carrier sense lost

No. of times that the carrier sense condition was lost
or never asserted when attempting to transmit a frame
on aparticular interface. The count represented by an
instance of this object isincremented at most once per
transmission attempt, even if the carrier sense
condition fluctuates during a transmission attempt.
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Parameter

Description

underrun

DMA underrun. Discarded outgoing packets because
there are no packets waiting in the buffer.

transmitter resets

No. of transmitted packets after an error occurred

Display POTS Statistics
This report displays POTS statistics.

Parameter

Description

Line X Active/lnactive

Current status of line X.
Active: Phone line connection is up.
Inactive: Phone line connection is down.

Buffers Revd No. of packetsreceived from this POTS line.

Buffers Sent No. of packets sent to this POTSline.

Discarded Discarded packets due to Jitter Buffer Overrun. The
internal Jitter Buffer isfull and could not allocate a
new free packet buffer.

Underrun Discarded packets due to there are no packets waiting

in the Jitter buffer.

Clear Media Statistics

To clear network dtatistics, type “z” on the Network Statistics menu. The
IAD displays the Clear Network Statistics menu, giving you the option of
clearing the statistics related to the IAD’ s specific datalink protocol and WAN
configuration (i.e.,, ATM Statistics, Frame Relay DLCI Statistics, etc.).

To permanently reset statistics for a specific protocol, type the option. The
IAD immediately resets all statistics for the specified protocol.

Continue resetting network statistics, or press Escape to return to the Network

Statistics menu.

Route Table Report

Type “R” in the Reports menu to display the Route Table report. The IAD
lists each route by IP address, and displays the information listed in the table
below regarding statically configured routes and dynamically learned ones.
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Parameter

Description

Network Destination

network destination address

Netmask | P subnet mask; no. of bitsreserved for the host ID
Gateway Address I P address of packets sent to destination
Interface I P address of outgoing interface




Parameter

Description

Metric no. of hops (routers) required to reach the specified
gateway
Type static | dynamic | RIP | local

ARP Table Report

Address Resolution Protocol (ARP) obtains the Ethernet Media Access
Control (MAC) address for a known IP address.

Type *A” on the Reports menu to display the information shown in the table
below about mappings between Ethernet Media Access Control (MAC)
addresses (hardware addresses) and |1P addresses.

Parameter Description

IP Address | P address that corresponds to the MAC address

Ethernet Address Ethernet address of the device; assigned by the
manufacturer

Interface Theinterface for the Ethernet address

Bridge Forwarding Database Report

To display information about mappings between Ethernet addresses and
devices connected to the LAN, type “B” on the Reports Menu. The IAD
displays the shown in the table below.

Parameter Description

Ethernet Address Ethernet address of the device; assigned by the
manufacturer

Interface Interface for the Ethernet address

Port Port for the Ethernet interface

Timer No. of seconds until this entry deletes from the

database. The time counts down from the bridge
database aging time value, in one-second intervals; at
zero, the entry deletes from the database.

Y ou must enable bridging for this information to display. For more
information on enabling bridging, refer to Bridge Configuration Menu on

page 4-54.
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Bridge Status Report

To display information about bridging, type “*s” on the Reports Menu. The
IAD displays arecord for each interface as shown in the table below.

Parameter Description

Interface interface for the active slot for bridging

Port port for the preceding interface

Spanning Tree Protocol (STP) enabled | disabled

State Spanning tree state: disabled | blocking | listening
[learning | forwarding

Root root port for the bridge—yes| no

Designated designated port for the bridge—yes| no

Timers current values of the spanning state timer (first
value) and the hello timer (second value)

The spanning state timer value is for listening or learning states and counts
down from the forward delay time to zero.

The hello timer value is valid only if the active port is the Root Bridge of the
network. It counts down from the hello time to zero.

* Root priority — priority of the root bridge on the network.
® |D — Ethernet MAC address of the root bridge on the network.

Press any key to return to the Reports menu.

PPP Authorization Entries Report

Type “P” on the Reports menu to display information about PPP
authorization entries. If no PPP authorization entries have been created, the
IAD displays a message to confirm this.
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Otherwise, the information shown in the table below is displayed for each

entry.

Parameter

Description

Authorization type

None | Password Authentication Protocol (PAP)
Client | PAP Server |Challenge Handshake
Authentication Protocol (CHAP) Client | CHAP
Server

Slot #/Interface #/Port #

active slot for the PPP interface

Userid/Password/Peer Name

values for the PPP interface

Press any key to return to the Reports menu.
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System Uptime Report

Type “U” on the Reports menu to display the amount of time elapsed since
the IAD was reset.

Press any key to return to the Reports menu.

Memory Statistics Reports

Total HMemory Size:

Type *0” on the Reports menu to display the Memory Statistics menu. The
Memory Statistics menu (1-0) contains two memory display commands:

Figure 5.8 System Memory Statistics Menu
36 36 36 36 36 36 36 36 36 36 36 3636 36 36 363 36363 IE 36 36 3 36 3636 3636 36 3636 36 3663 363 I I I I N

* Hemory Statistic Henu *
€36 3 36 I IE I I I I I 36 I I I I I3 I I I I I I I I IEIE I I IE I I I IEIE I I I I I I I

M. Display System Memory Statistic
T. Display Kernel Tasks Hemory Statistic

To display a specific memory statistic report, type the option. For details,
refer to the appropriate section below.

Display System Memory Statistics

Type *M” on the Memory Statistics menu to display the System Memory
Statistics report. The System Memory Statistics report displays the following
details about system memory.

Figure5.9 Memory Satistics Menu
8192 KB (8388688 Bytes)

Total Allocated Hemory: 6214 KB (6363416 Bytes)
Total Free HMemory: 1977 KB (2825192 Bytes)
Kernel Memory Size: 1288 KB (1316728 Bytes)
Kernel HMemory Allocated: 847 KB { BG6B256 Bytes)
Allocated Blocks: 331 Blocks
Largest Allocated Block Size: 159 KB { 163248 Bytes)
Highest Memory Used: 030 KB { 262319 Bytes)
Kernel Free Memory: 377 KB { 286792 Bytes)
Free Blocks 6 Blocks
Largest Free Block Size 372 KB ( 381728 Bytes)
Reserved Area Size: 1824 KB (1848576 Bytes)

When you have finished reviewing the report, press any key to return to the
System Memory Statistics menu (Figure 5.8).

Display Kernel Tasks Memory Statistics

Type *T” on the Memory Statistics menu to display the Kernel Tasks
Memory Statistics report. The System Memory Statistics report displays
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details about the kernel tasks. Six are shown in this sample report; usually 24

or more run concurrently.

Figure 5.10 Kernel Tasks Memory Statistics Menu
Total Running Kernel Tasks: 38

Hernel memory allocated by each tasks

TASK
TASK
TASK
TASK
TASK
TASK
TASK
TASK
TASK
TASK
TASK
TASK
TASK
TASK
TASK
TASK
TASK
TASK

Allocated
Allocated
Allocated
Allocated
Allocated
Allocated
Allocated
Allocated
Allocated
Allocated
Allocated
Allocated
Allocated
Allocated
Allocated
Allocated
Allocated
Allocated

L= - - R N = Yy [ L B LR ]

Size: 186 KB { 189456 Bytes)
Size: 493 KB { 584848 Bytes)
Size: B KB { 288 Bytes)
Size: 18 KB { 16832 Bytes)
Size: 96 KB { 99288 Bytes)
Size: 5 KB 5728 Bytes)
Size: 62 KB { 64416 Bytes)
Size: 9 KB o488 Bytes)
Size: 2 KB 2112 Bytes)
Size: 3 KB 3536 Bytes)
Size: 4 KB 4112 Bytes)
Size: 2 KB 2080 Bytes)
Size: L KB 4128 Bytes)
Size: 4 KB 4128 Bytes)
Size: L KB 4128 Bytes)
Size: 2 KB 2888 Bytes)
Size: 11 KB { 11696 Bytes)
Size: 17 KB { 18128 Bytes)

Tasks Run Time

Type “E” on the Reports menu to display the Performance Reports menu ().
These reports show CPU utilization and run time for the software tasks.

Figure 5.11 Performance Reports Menu
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1. Display CPU wutilization 18s
2. Display CPU utilization 1885
3. Display Tasks Run Time

Option 1 displays the time the CPU isin the idle loop. Y ou may view option
2 in either 1-second or 10-second granularity. Option 3 displays the percent of
time used for individual tasks.

Zero All Statistics
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Type “z” on the Reports menu to reset al statistics and redisplay the menu.
This command allows you to reset all statistics using one command. To reset
specific statistics, use the clear statistics command in each report.

Press any key to return to the Reports menu (Figure 5.1).



Introduction

COMMAND LINE INTERFACE

CLI Help

The command line interface (CL1) is often more convenient to use than the
menu interface. Many of the tasks you normally perform using the menu
interface are also available in the command line interface.

To enter CLI mode, type “C” on the Main menu (Figure 2.2). The IAD enters
command mode and allows you to enter IAD commands (described bel ow)
until you type the exit or quit command to return to the menu interface.

Any time you use the menu or CLI to make setting changes, or change any of
the physical characteristics of the IAD (such as changing the MAC address of
the Ethernet port), you must reset (or restart) the IAD for the new settings to
take effect. An aternative to issuing the reset command is to simply turn off

(or unplug) the IAD, and power it back on, forcing it to reboot.

Display alist of al commands in the CLI by typing help at the prompt. To
display the parameters for a specific command, type command, followed by a
question mark (?). For example, set wan ip address?.

Command Line Syntax

The CLI supports the following syntax:

command <required parameters> (optional parameters)

For example:
set wan ip address 192.3.4.5 255.255.255.0 2 0 0 1

The required parameters are |P address <192.3.4.5> and netmask
<255.255.255.0>. The optiona parameters are the slot (2), interface (0), port
(0) and connection (1).

The command and its parameters are NOT case sensitive.
For the commands listed below, the following will apply:
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exit

update entire
system

rename file

tftp receive

ping

tracerte

8000 Series

Slot will always be 0 to 3, where 0 is the WAN port, 1 is the Ethernet port, 2
isthe USI port and 3 is the POTs port.

I nterface will always be 0.

Port will always be from 0 to 7 except for the POTS CLI command where
the values can range between 0 to 23 (the upper-level number is dependant on
the number of POTS ports associated with the specific IAD).

Connection will always be 0 to 7.

Quits the command line interface and returns to the menu system.

exit

Updates al the software in the IAD. This command is typically used to install
a new software release. It does not affect the configuration file.

update entire system <IPaddress>

| Paddress

IP address of the TFTP server.

Changes the name of afile.

rename file <old name> <new name>
old name

File name of existing file

new name

New name of file.

Receives a file from the TFTP server identified by the |P address. The file
must exist in the default directory of the TFTP server.

tftp receive <IP address> <file names>
|P address

IP address of TFTP server.

file name

name of file to receive.

Pings an IP address. The IP address must be on the same subnet. Press Escape
to premature halt the test. Upon termination, displays a summary table.

ping <IP address> (size) (tries)

| P address

IP address of destination in decimal format (999.999.999.999)
size

Packet size, in number of bytes (0-1450, default 32)

tries

Number of attempts (0-1000, 0 is continuous; default 4 tries)

Used to trace the route of an | P address.



tracerte (IPaddress)
| Paddress
Displays ping times between hops.

reset system Performs a soft system reset.

reset system

set system Sets the system to the default parameters.

defaults . system defaults

set password Sets the password for the IAD.
set password <user | netman | supervisor> <passwords
user | netman | supervisor
Password level.
password
Password for the IAD

set hostname Sets the hosthame of the IAD.

Set hostname <name>

set domain Sets the domain name of the network to which the IAD is connected.

Set domain name <name>

set time offset Sets the offset from Greenwich Mean Time (GMT). For example, for Pacific
Standard time, you would type in an offset of —8.

set time offset <hours (-12 -14)> (minutes (0-59))

set time string Defines the time zone.
Set time string <time zone names
time zone name

Text field for any description

set radius server Programs the address of the RADIUS Server. (Use to determine the validity
of unknown user | D/password pairs in the IAD. Verilink does not provide a
RADIUS Server; user must provide a RADIUS Server to use this feature.)

Set radius server <1 or 2> <server address>
lor 2

Allows primary for 1 or secondary for 2.

server address

IP address of RADIUS Server

set radius secret Changes the primary or secondary RADIUS encryption key.

Set radius secret <1 or 2> <secret>
lor 2

Command Line Interface 6-3



Allows primary for 1 or secondary for 2.
secr et
RADIUS encryption key

stvoicegateway  Configures which voice gateway to use.

set voice gateway <names>

Name Gateway Name
callctrl Jetstream
cucomepe CopperCom
sip_rg SIP1.0
mg_rg MGCP 1.0
les elcp AAL2/LES CCS-ELCP
aal2les AAL2/LES CAS
thcpe TollBridge
tdsoft TdSoft

set ip route Setsa static |P route.

set ip route <IP Route> <netmask> <Gateway IP Address>
IP Route

IP address in decimal format (999.999.999.999)

netmask

Subnet mask in decimal format (255.255.255.255)

Gateway | P address

IP address in decimal format (999.999.999.999)

set ip default Sets the default IP address.
route set ip default route <IP addresss>

I P address
IP address in decimal format (999.999.999.999)

set bridge global Enable or disables bridging globally.
set bridge global <on | offs>
on | off
Keyword to enable (on) or disable (off) bridging globally.

set bridge stp Enables or disables Spanning Tree Protocol globally.

global o bridge stp global <on | off>

on | off
Keyword to enable (on) or disable (off) STP globally.

set wan bridge Enables and disables bridging on a WAN port.
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set wan stp
bridge

set wan ip
address

set wan rip

set wan datalink

set wan
framerelay dlci

set wan atm vc

set wan bridge <on | off> (slot) (interface) (port)
on | off
Keyword to enable (on) or disable (off) bridging on the specified port.

Enables and disables Spanning Tree Protocol on the specified WAN port.

set wan stp bridge <on | off> (slot) (interface)
(port)

status
on | off. on enables STP; off disables STP.

Sets the WAN IP address. If you do not enter any optional parameters, it finds
the first available dot, interface, port and connection.

set wan ip address <IPaddress> <netmask> (slot)
(interface) (port) (connection)

Enables and disables RIP on a WAN |P port. If you do not enter any optional
parameters, it will find the first available dot, interface and port.

set wan rip <on | off> <version (1, 2Bcst, | 2M1lti)>
(slot) (interface) (port)
on | off

Keyword to enable (on) or disable (off) RIP on the specified port.
version 1| 2Bcst | 2M Iti

Keyword identifying version to implement. (Must be preceded by keyword
version)

Sets the datalink protocol to Frame Relay or ATM. If you don’t enter optional
parameters, it finds the first available slot, interface and port.

set wan datalink <framerelay | atm> (slot) (interface)
(port)

framerelay | atm
Keyword identifying datalink protocol.

Sets the Frame Relay DLCI number and encapsulation type to RFC1490 or
RFC1483. If you do not enter any optiona parameters, it finds the first
available dlot, interface, and port.

set wan framerelay dlci <dlci number> <1490 | 1483>
(slot) (interface) (port)
dici number

DLCI vaue (16 - 1023—default is 32 for data and 33 for voice)
1490 | 1483
Encapsul ation keyword

Sets an ATM VC on a given WAN port—RFC 1483 and RFC 2364 VC
Muxing PVCs, as well as LLC Encapsulation PVCs. Y ou must specify VPI
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set wan atm ppp
auth

set lan bridge

set lan stp
bridge

set lan ip
address
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number, VCI number and RFC encapsulation type. If you do not enter any
optional parameters, it will find the first WAN sdlot, interface and port.

set wan atm vc <vpi> <vci> <1483 | 2364> (slot)
(interface) (port)

vpi

Virtual Port Identifier (O - 255)

VCi

Virtual Circuit Identifier (32 - 65535—default is 38 for data and 39 for voice)
1483 | 2364

Encapsul ation keyword

Sets the PPPOATM options—RFC 2364 VC muxing PVCs, aswell as LLC
Encapsulation PVCs. If authorization is PAP or CHAP, you must specify an
authentication type, UserlD and password.

set wan atm ppp auth <NONE | PAP | CHAP> <ID>
<password> (slot) (interface) (port)

NONE | PAP | CHAP

Keyword to select authorization type.
ID

PPP user ID

passwor d

PPP password

Enables or disables bridging on a LAN port.

set lan bridge <on | off> (slot) (interface) (port)
on | off

Keyword to enable (on) or disable (off) bridging on the specified port.
netmask

Subnet mask in decimal format (255.255.255.255)

Enables or disables Spanning Tree Protocol on a LAN port.

set lan stp bridge <on | off> (slot) (interface)
(port)

on | off
Keyword to enable (on) or disable (off) STP on the specified port.

Sets the LAN IP address. If you do not enter any optional parameters, the
IAD sets the address on the first available slot, interface, port and connection.
If connection is omitted, the first is used.

set lan ip address <IPaddress> <netmask> (slot)
(interface) (port) (connection)

| P address



IP address in decimal format (999.999.999.999)
netmask
Subnet mask in decimal format (255.255.255.255)

remove lan ip Removesthe LAN IP address. If you do not enter any optional parameters,
address the IAD locates and removes the first available slot, interface, port, and

connection.

remove lan ip address <IP address> <netmask> (slot)
(interface) (port) (connection)

|P address

IP address to remove, in decimal format (999.999.999.999)

netmask

Subnet mask in decimal format (255.255.255.255)

set lanrip Enables or disables RIP on a LAN IP port. If you do not enter any optional
parameters, the IAD performs the command against the first available slot,
interface and port.

set lan rip <on | off> <version (1 | 2Becst | 2Mlti)>
(slot) (interface) (port)
on | off

Keyword to enable (on) or disable (off) RIP on the specified port.
version 1 | 2Bcst | 2M Iti

Keyword identifying version to implement. (Must be preceded by keyword
version)

set nat Enables or disables NAT on the specified port. If you do not enter any
optional parameters, it finds the first available slot, interface and port.

set nat <on | off> (slot) (interface) (port)
on | off
Keyword to enable (on) or disable (off) NAT on the specified port.

set nat alias Each NAT alias entry allowsadevice onthe LAN (inside of NAT) to be
accessible from the Internet via a unique IP address. The IAD only translates

IP addresses for alias entries — port numbers are not changed.

set nat alias <add|remove> <index> <local IP>
<Network IP>

add|remove

This commands adds or removes the nat alias.
index

Index used on the NAT aliastable
local IP

Local |P address
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network IP
Public I P address that is translated

set nat server Configuresthe NAT local server.

set nat server <add|remove> <index> <local IP>
<TCP |UDP|ESP|AH> <Translated Port> <Standard Port>

add|remove

Adds or removes the nat server.

index

Index used on the NAT server table

local IP

Local |P address

TCP|UDP|ESPJAH

Protocol used for traffic across the NAT port.
Translated Port

Local IP port

Standard Port

Port on the server that defines which TCP or UDP port is used

set dhep relay AllowsthelAD to forward DHCP requests from the LAN to a
enable separate DHCP Server.

set dhcp relay enable <on or offs>

on or off
On enables and off disables

set dhcp relay Provides|P address of DHCP server.
SeVer set dhcp relay enable <IP addresss>

IP address
P address of DHCP server

show dhcp relay Displays DHCP relay configuration

configuration

set dhcp server Enables or disables DHCP server on the IAD.

enable .t dhcp server enable <on | off>
on | off

Keyword to enable (on) or disable (off) DHCP server.

set dhcp server Setsthe DHCP server default |P address.

gateway .. dhcp server gateway <IP addresss>

| P address
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set dhcp server
subnet

set dhcp server
dns

set dhcp server
dns2

set dhcp server
netbios

set dhcp server
domain

set dhcp server
range

set dhcp server
lease

set dns server
address

IP address of the DHCP server, in decimal format (999.999.999.999)

Sets the DHCP server default subnet mask.

set dhcp server subnet <subnet masks>
subnet mask

Subnet mask in decimal format (255.255.255.255)

Sets the DHCP DNS server |P address.

set dhcp server dns <IP address>
|P address

IP address in decimal format (999.999.999.999)

Sets the DHCP DNS secondary server | P address.

set dhcp server dns2 <IP address>

| P address
|P address in decimal format (999.999.999.999)

Sets the DHCP NetBIOS server |P address.

set dhcp server netbios <IP address>
|P address

IP address in decimal format (999.999.999.999)

Sets the DHCP server domain name.
set dhcp server domain <domain names
domain name

Fully-qualified domain name

Sets the DHCP server low and high I P address range.

set dhcp server range <low IP address> <high IP
address>

Low IP address
IP address in decimal format (999.999.999.999)
High IP address
IP address in decimal format (999.999.999.999)

Determines how long the lease is valid.

set dhcp server lease <time in sec>

Sets the DNS server |P address.

set dns server address <IP addresss>
|P address

IP address in decimal format (999.999.999.999)

Command Line Interface
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set dns server
address2

set mgcp notified
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entity

set mgcp
listening port

set mgcp
signaling port

set mgcp
bracketing

set mgcp £gdn

set mgcp lcs

set voip rtp
connection

set voip
signaling
connection

8000 Series

Sets the DNS secondary server |P address.
set dns server address <IP address>

I P address
|P address in decimal format (999.999.999.999)

Specifies the DNS name or |P address of the notified entity (call agent). You
can specify one notified entity in the CLI. Use the menu interface to set up a
maximum of four call agents.

set mgcp notified entity <domain name | IP address>
domain name | | P address
Fully-qualified domain name or | P address of the call agent.

Specifies the UDP port the Notified Entity (call agent) is listening on.
set mgcp listening port <ports

port

UDP Port number (any valid port number; usually 2427 or 2727)

Specifies the UDP port the IAD uses for incoming MGCP messages.
set mgcp signaling connection <ports

port

UDP Port number (any valid port number; usually 2427)

When communicating with the notified entity (call agent), indicates whether
the UDP port number should be wrapped in brackets for compatibility.

set mgcp bracketing <on | off>
on | off
Keyword to enable (on) or disable (off) MGCP bracketing.

Sets the fully qualified domain name.
set mgcp fgdn <on | offs>

Sets the line control service.

set mgcp lcs <on | offs

Configures I P address that will be used to send and receive voice RTP
traffic.

set voip rtp connection
(connection)

(slot) (interface) (port)

Configures |P address used for SIP signaling and is used to identify a user to
a SIP proxy.

set voip signaling connection (slot) (interface)

(port) (connection)



set voip server

set voip line
prefix

set voip line
password

set voip rtp port
start

set voip
signaling tos

set voip voice
tos

set voip buffer
size

set voip password

set voip codec

Configures FQDN or IP address of a SIP proxy.

set voip server <server name or IP address>
server name or |P address

Defines a SIP proxy

Configures a name (phone number) or a phone line on an |AD.
set voip line prefix <line number> <prefixs
line number

Defines a line: values are from one to a maximum number of lines.
pr efix

Identifier for a line (phone number)

Enables a password for POTS line used for Vol P.

set voip line password <line number> <passwords>

line number

Determines which POTS line is used.

passwor d

Passwords are case-sensitive.

Configures a starting RTP port on which voice data is sent and received. First

phone line on an IAD will use it. Each following line will use a port number
two higher.

set voip port start <port numbers
port number
Defines starting RTP port

Configures value of the TOS byte of IP header for SIP signaling messages.

set voip signaling tos <0-7>

Configures value of the TOS byte of IP header for RTP voice packets.

set voip voice tos <0-7>

Configures size of RTP voice packets in milliseconds.

set voip buffer size <5-40>

Configures SIP authentication passwords.

set voip password <line> <passwords>
line

Defines phone line

password

Defines password

Sets up which codecs are advertised.
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register port

set jitter

set pots gain

set pots admin

set sdsl speed

set encoding

set framing
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set voip codec <add|removes
<G729a|G726 |uLAW|ALAW|2833 |NSE |ALL>

add | remove

Determinesif you are adding or removing from the codec advertised list.
G729 | G726 | ULAW | ALAW | 2833 | NSE | ALL

List of possible codec selections. ALL selects every available codec.

Used to register the Vol P port with the Proxy.

register port <port|alls

Sets inter-arrival jitter delay.
Set jitter <5-60>
5-60

Values are in milliseconds.

Changes the gain on the POTS port.

Set pots gain <port|alls> <tx|rx> <gains>

tx | rx

Sets transmit or receive gain for the POTS port

gain

Gain value in decibels. The values range from —9 to +3 dB

Displays administration status of the POTS ports as set in the SIP
configuration menu.

set pots admin <port|all> <on|off>
on | off
Enables or disables the port.

Sets the SDSL speed. This command sets the speed to manual framed (Nokia)
or Auto Cycle (Nokia).

set sdsl speed <speed> <auto|manuals>

speed

Keyword identifying speed: 2320 | 1744 | 1536 | 1152 | 768 | 384 | 192
auto | manual

Keyword identifying manual or auto cycle for Nokia

Sets the type of zero suppression used on the T1 network port.
set encoding <ami|b8zs> (slot)

ami | b8zs

Type of zero suppression

Setstype of framing for the T1 network.

set framing <esf|d4> (slot)



esf | d4
Allows ESF or D4 framing

set clocking Sets clock sourcefor the T1 network port.
set Clocking <internal|external> (slot)

internal | external

Allows T1 network port timing to be internal or received from network

set loopback Sets up aloopback for test for T1 Network Port only.

set loopback <line|payload|local|clear|far line|far
payload> (slot)

line | payload | local | clear | far line | far payload
Determines which loopback is used. Clear is used to remove the loop.

set channels Setswhich channelson the T1 network port are enabled or disabled.
set channels <on|off> <low chan> <high chan> (slot)

on | off

Keyword to enable (on) or disable (off) the DSO channelsfor the network
port
low_chan

Lowest channel number you are changing
high_chan
Highest channel number that you are changing

set buildout Determines the buildout level for the T1 network port only.
set buildout <133|266|399|533|655> (slot)
133 | 266 | 399 | 533 | 655

These values are for a DSX-1 short haul and values are in feet.

shownat Displays NAT configuration

configuration

show dhep server Digplays the DHCP server configuration.
configuration

Show lan status DisplaysLAN status

showwan ppp Displays WAN PPP configuration.

configuration
show wan status Displays WAN status.

show mgep config Displays MGCP configuration.
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show sip config Displays SIP parameters.
show time Digplays time.

show snmp Displays SNMP parameters.

configuration

show Digplays the current configuration.
configuration

show config file Displays|AD configuration.
show statistics Displays |AD statistics.

show ip routes Displays the IP route table.
table

showdns Displays DNS configuration.
configuration

quit Quits the command line interface and returns to the menu interface.
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TROUBLESHOOTING AND
DIAGNOSTICS

This chapter describes procedures for troubleshooting and diagnosing
problems that may be associated with the IAD.

Diagnostics are destructive, and may result in loss of connection to network

or voice gateway. After running diagnostics, reset the IAD to return to normal
working order.

V NOTICE: Wnen the IAD prompts you for input, the current value is displayed in

parentheses. To conveniently accept the current value, just press Enter.

Using the Diagnostics Menu

All diagnostic tasks are displayed and accessed on the Diagnostics menu,
which is displayed by typing “*z” on the Main menu.

Figure 7.1 Diagnostics Menu (Except SDSL Units)

36 3636 3636 36 3636 36 IE 3636 I3 3036 IEIE-H-IEIE-B-IEIE I3 I 366

* Diagnostics *
36 J6-36 36 36 66 36336 I 3636363636 363636 36 36 I I IE IE 36 IE 6 363636 36 I 3636 36 I I HE

F. POTS Diagnostics

Figure 7.2 Diagnostics Menu (SDSL Units Only)

36 36 36 I I I I I I I I I I I I I I3 I I I I I IE I IE I IE I N
* Diagnostics *
36 36 36 I I I I I I I I I I I I I I3 I I I I I IE I IE I IE I N
P. POTS Diagnostics
S. SDSL Diagnostics

You may sign on as Supervisor or Network Manager to perform diagnostics

tasks. Options that display in the Diagnostics menu are the same for both
security levels. Type the option and proceed to the appropriate section below.
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POTS Diagnostics
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A WAN uplink is not required to perform POTS testing. To perform POTS
diagnostics, type “P” on the Diagnostics Menu. The IAD loads and
configures the DSP software module, and displays the following menu:

Figure 7.3 POTSDiagnostics Menu

3336 36 36 36 36 3E 36 3 3633636 36 36 36 I I 33 I 36336 36 36 I I3 I I3 IEIE I
* POTS Diagnostics *
36 3E 36 3636 36 3636 36 I I 36363 36 36 36 I 36 33 36 I 36 36 336 3 I 36 I3 I I
. Dialup Test

. Hotline Test

. Ring Test

. On/f0ff Hook Test

. Infineon Codec Test

- Test External DSP Hemory

o B B — = =

CAUTION: Pots diagnostics are intrusive tests. Any active calls will be
terminated. You should terminate all voice gateway activity prior to
employing POTS diagnostic testing. The Infineon CODEC test is
reserved for Verilink use only.

To perform a specific test, type the option and proceed to the appropriate
section below.

Dialup Test

The dialup test verifies the operational status of each telephone station by
allowing the user to dial another POTS phone on the IAD by dialing the port
number. To perform a dialup test, follow the steps below.

1 Type “D” onthe POTS Diagnostics menu to select Dialup Test. The IAD
displays this prompt:
Dialup test mode...
Pick up any handset and dial the number of the line
you want to test

2 Take the selected handset offhook, listen for dial tone, and dial the port
number. Hang up after a successful connection. The IAD reports the status
of each action:

Line 1 off-hook
Line 1 hung up
Line 5 off-hook
Line 5 hung up

3 Press Escape to terminate the test. The IAD terminates the test and displays
the menu.



Hotline Test

The hotline test allows line-to-line telephone connections on a single IAD
without requiring a gateway connection on the WAN port.To perform a
hotline test, follow the steps below.

1

Type “H” on the POTS Diagnostics menu to select Hotline Test. The IAD
displays the following prompt:

Perform an all-lines test? (Y or N):

Type “Y” to enable automatic line connection. The IAD informs you the
test has started. Proceed to step 6.

Type “N” to connect two specific ports. The IAD prompts you for the first
port.

Typethe port and press Enter. The IAD prompts for the second port.

Typethe port and press Enter. The |AD informs you that the lines are
connected and the test is started:

Lines 1 and 2 are connected together
Lines 3 and 4 are connected together
Lines 5 and 6 are connected together
Lines 7 and 8 are connected together
Hotline test started

Press Escape to terminate the test. The IAD terminates the test and displays
the POTS Diagnostics menu.

Ring Test

The ring test verifies that the POTS device attached may be rung by the IAD.
To perform aring test, follow the steps below.

1

Type “R” on the POTS Diagnostics menu to select Ring Test. ThelAD
displays this prompt:

Ring all lines? (YN or ESC):

Enter “Y” to proceed, or “N” or Escape to abort and return to the menu.
THe IAD displays this prompt:

Ring lines concurrently or sequentially? (CS or
ESC) :
Enter »C” (concurrent), “s” (sequential), or Escape.

Listen for the rings to occur, and press Escape to terminate the test. The
IAD terminates the test and displays the menu.

Ring Test

Thering test rings al voice port lines either simultaneously or individually, in
sequence. To perform a ring test, follow the steps below.

1

Type “R” on the POTS Diagnostics menu to select Ring Test. ThelAD
displays the following prompt:
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Ring all lines? (YN or ESC): y

2 Type“Y” totestall lines.
Type “N” to test a specific line. The IAD prompts you for the port number
and prompts you to perform the test sequentially or concurrently:

Ring lines concurrently or sequentially? (CS or
ESC): s

3 Type “s” to perform the test sequentially, or type “C” to perform the test
concurrently. The |AD displays information about the test progress:

Press a key to end ring test...
Ringing onhook lines...

Line 1 2 3 4 5

6 7 8

top ringing all lines...
Line 1 2 3 4 56 7 8
Ring test complete

4  Pressany key to terminate thetest. The IAD displays the POTS Diagnostics
menul.

5 Continue with other tests, or press Escape twice to return to the Main menu.

On/Off Hook Test

The On/Off Hook test reports the hook state of each voice port line. To
perform an On/Off Hook test, follow the steps below.

1 Type “0” onthe POTS Diagnostics menu to select On/Off Hook Test. The
IAD displays the status of the test asit runsin real time:

->0
Display hook state
Legend: .=onhook, “=offhook, #=ring ground, &=no ring ground, ==Fflash hook

Press a key to exit...
12345467 8

2 Press Enter to terminate the test. The IAD displays the POTS Diagnostics
menu.

The following tests listed on the POTS Diagnostics menu (Figure 7.3) are
reserved for Verilink engineers:

I. Infineon Codec Test

C. Select Voice Loop Back Test Channel (8208 Only)

V. Send/Receive Voice

M. Quick Voice Loop Back Test (8208 Only)

N. Burning Voice Loop Back Test (8208 Only)

T. Test External DSP Memory
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SDSL Diagnostics

To perform SDSL diagnogtics, type “*s” on the Diagnostics menu. The IAD
displays the SDSL Diagnostics menu:

Figure 7.4 SDSL Diagnostics Menu
36 36 36 36 36 36 3 36 36 36 3636 36 36 3636 36 36 3636 36 36 3636 36 3636 36 363636 36 36 363336

* SDSL Diagnostics =
36 3 3636 36 3 36 3636 36 I 3636 36 I 3636 36 I 3636 36 363636 3636 3 I63E I I I I I I

Select Diagnostic

P. Transmit Isolated Pulses

2. Continuous 2-lewvel transmission
4. Continuous 4-level transmission
L. Digital Far Loopback

To perform atype of transmission, type the specific option. For option “p”,
select the level to begin the transmission. Press any key to terminate the test.

Troubleshooting the IAD

This section provides information for troubleshooting symptoms associated
with the operation of the IAD. The table below describes symptoms and
probable causes, and suggests what action can be taken to correct the
problem.

Symptom Probable Cause Corrective Action

Power indicator isnot lit Power isnot available | Ensurethe power cord is
to the IAD securely connected.

Ensure the power cord is
plugged into alive outlet.

Ensure the power switch ison.

If powered by an adapter,
ensure the correct adapter is
used.

LAN Link indicator isnot lit | Incorrect Ethernet Ensure an Ethernet cableis
connection properly connected to the IAD
and its upstream connection.

No dial tone is present Incorrect PVC/DLCI | Verify these settings:

set for voice channel | vP|: 0 to 255

VCI: 0to 65535

DLCI: 16 to 1023

(default PV C 0/39; DLCI 33)

Troubleshooting and Diagnostics 7-5




7-6

8000 Series

Symptom

Probable Cause

Corrective Action

IAD isimproperly
provisioned at the
voice gateway

Incorrect network
provisioning

Incorrect directory
number at the Class 5
switch

Verify and correct
provisioning of IAD as
required (refer to page 5-2).

Check and correct network
provisioning at DSLAM,
network switches, etc.

Check and correct as required

Cannot receive or send data

Incorrect PVC/DLCI
set for data channel

Verify these settings:

VPI: 0to 255

VCI: 0to 65535

DLCI: 16 to 1023

(default PV C 0/38; DLCI 32)

View Interface (page 5-13)
and Media statistics

(page 5-22) to check the pack
receive and send status.

Incorrect network
setup

Check and correct network
setup as necessary.

If IAD isconfigured asa router:

Incorrect or missing
LAN or WAN IP
address

Ensure that both the LAN and
WAN |IP addresses are
configured.

Incorrect or missing
default static route

Review the routing table and
correct as necessary

(page 5-30).

Incompatible RIPv1

Check and correct subnet
masks (255.255.255.0)

Update RIPv1 to RIPv2.

If IAD isconfigured asa bridge:

Incorrect bridging
parameters

Review IAD configuration
(page 5-2) and current bridge
status (page 5-32).

Correct as necessary

Incorrect connection

Ensure the IAD is connected
to another bridge

Missing peer or
converter

Install a converter to convert
1483 cellsto Ethernet packets.




The table below lists the IAD provisioning parameters on the voice gateway
that identifies the IAD and affects its performance. Verify these parameters
when troubleshooting the IAD.

Parameter Description

ID Identification number of the IAD (read only)

Serial Number IAD seria number (read only). Same as MAC Address
Profile Name IAD profile name

Interface Group Interface Group that will deliver the subscriber’s calls.

ATM Protection Group

ATM Protection Group to which the IAD is assigned.

VPI

Virtual Path Identifier that identifies the
subscriber-specific logical path between the voice
gateway and the ATM network.

VCI Virtual Circuit Identifier that identifies the
subscriber-specific virtual circuit between the voice
gateway and the ATM network (VCI must be specific
— between 32 and 1023).

Transport ATM or Frame Relay

Signaling L oop Start or Ground Start

Compression No compression, 32k, or 16k

Echo Cancellation

On or off

Admin

Service state of IAD: locked or unlocked

Operational

State of IAD (read only)
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VERIFICATION

This chapter describes how to verify that the 8000 Series IADs operate
properly after installation. It also covers maintenance and how to display the
current configuration. Before you can test the voice capabilities of the IAD,
you must first provision it at the voice gateway and configure the voice
application and parameters as described beginning on page 4-61.

Power-up Test

The IAD displays an indication of normal operation when you first power it
up. When you power it up, verify that the POWER indicator on the front
panel lights green.

Operational Test

Follow the procedure below to verify that the IAD is operating properly after
installation. This procedure assumes that

Y ou have configured Directory numbers (DNSs) in the Class 5 switch for the
associated Voice Ports.

The IAD has been connected to aterminal emulator viathe console port,
displays the normal boot sequence and you can log in.

Y ou have configured PV Cs at the DSLAM (default data = 0, 38; default
voiceis0, 39) when using ATM.

Y ou have provisioned a data network.

Y ou connected and configured a WAN link at the associated DSLAM or
voice gateway. For more information, see WAN Configuration on page 4-2.

Y ou have a PC with Telnet, and an Ethernet adapter running TCP/IP. For
more information, see Connecting via Telnet on page 2-9.

For testing, you and a counterpart logged on to the upstream voice gateway
can communicate via telephone or cell phone.
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Testing the IAD
1 Verify the WAN link status:

® SDSL Interface—the LINK indicator blinks while the |AD synchronizes with
the DSLAM, and lights continuously when the link is established.

® T1/E1 Interface—the LINK indicator blinks while the IAD synchronizes
with the voice gateway, and lights continuously when the link is
established.

2 Connect aPOTS telephone to a provisioned line port on the IAD.

3 Lift thetelephone receiver and check for dial tone. If no dial toneis present,
troubleshoot as necessary. (See Troubleshooting the IAD on page 7-5.)

4 Repeat steps 2 and 3 for each provisioned line port.
5 Disconnect the telephone once you are through testing the line ports.

6 Useacrossover cable to connect the PC to the Ethernet LAN port on the
IAD. Determine that the PC is configured with an I P address on the same
subnet asthe IAD.

7 Observethat the LINK indicator on the IAD front panel lights to verify that
the IAD is connected to the LAN.

8 Run Ping onthe PC to ping a known good address on the IAD and verify the
acknowledgement. If atimeout occurs, troubleshoot the LAN path to the
IAD.

9 Ping aknown good address on the network and wait for acknowledgement.
If a timeout occurs, troubleshoot the LAN path to the IAD.

10 Disconnect the Ethernet cable between the PC and the IAD.

11 Using astraight-through cable, connect the Ethernet LAN port on the IAD
to your local LAN patch panel or hub|switch|router.

12 Connect the IAD telephone portsto the local distribution frame or patch
panel.

The IAD is ready for service.

Maintenance

The IAD menu interface contains utilities reserved for factory maintenance
and development. Before running any System Utilities, call the Verilink
Technical Support Center at 800-285-2755 (toll-free).

Displaying the Current Configuration

To display the current configuration and data transmission status, follow the
steps below.

1 OntheMain menu, type “1” to display the Reports menu.
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Figure 8.1 Reports Menu
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2 Type“c” todisplay the current configuration.

For more information, see Current Configuration Report on page 5-2.

Verification
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APPENDI

X

MENU MAP

This appendix provides a map of the menu interface for the 8000 Series IADs.

ESC
(Log off)

Main Menu

(User ID/Password)

* Requires a Supervisor password.

Reports
Menu

-C.
-N.
1.
=M.
-R.
- A
-B.

Display Current Configuration
Display Network Statistics
Display Interface Statistics
Display Media Statistics
Display Route Table
Display ARP Table

Display Bridge Forwarding
Database

Display Bridge Status
Display PPP Authorization
Entries

Display System Uptime

- 0. Display Memory Statistic
- D. Display All Statistics

-Z. Zero All Statistics

-s.
P

-U.

Configure
IP Router

- C. Configure Port IP Address

- U. Unconfigure Port IP Address

- M. Configure Port Max Transmission
Unit

- S. Add/Remove a Static Route

- R. Enable/Disable RIP

V. Configure RIP Version by Port

+P. Configure RIP Poisoned
Reverse by Port

Configure DNS Client

Configure DHCP Client

Configure DHCP Relay

Configure Telnet Server Port
Configure IP QoS

Configure IP Filtering

Configure IP Header Compression

Configure LAN IP Broadcast
Destination

Configure Domain Name
Configure Host Name
Display Route Table

-N.
-H.
FL:
-T.
A,
-F.
-Q.
-B.

-G.
1.
=D,

Configure
Bridge

- G. Enable Bridging Globally

- P. Enable Bridging by Port

- A. Configure Bridge Aging Timer

- T. Enable/Disable Spanning Tree Globally
- 0. Enable/Disable Spanning Tree by Port

- A. Configure Spanning Tree Bridge Priority
- Q. Configure Spanning Tree Port Priority

- H. Configure Spanning Tree Hello Time

- S. Configure Spanning Tree Max Age

+F. Configure Spanning Tree Forward Delay
- C. Configure Spanning Tree Path Cost

“ D. Delete Bridge Database Entry

B Configure

WAN* LAN*

8 Configure

Configure
SNMP

- Configure System

Login Utilities

- 1. Configure - 1. 10 Mbps Full Duplex E. Enable/Disable - 1. Change User ID L Contact Technical
Datalink Protacol |5 10 Mbps Half Duplex SNMP via IP L 2. Change User ﬁ:iﬁgc;:i:m':u
- 2. Configure B F. Enable/Disable Password
Physical Interface | > |0 MoPS Full Duplex 15 gy io e EOC o Chianias biatik
i - 4. 100 Mbps Half Duplex 4 . Change NetMan
3. Configure PVCs 5. Auto Negotiate the +A. Enable SNMP via Password”
(if Datalink [Fe- Both IP and EOC - 4. Change Supervisor
Pomcdiay | iﬂf::g:;‘;‘::: 8. Disable SNMP via Password®
- 3. fi LCI: e Both IP :
8 E(GS;?;::RD Cls Speed, Half Duplex oth I and EOG -5. Change Primary
i . +P. Configure System RADIUS Server Address
Protocol is FR) L 7. Auto Negotiate the Contact :
4 . Confi Speed and FullHalf 6. Change Primary
4 ‘A?:nngt;l;tti.’ons Duplex Made +N. Configure System RADIUS Encryption Secret
(if Datalink 8. Display Ml and e [-7. Change Secondary
Protocol is ATM) FEC Registers L. Configure System RADIUS Server Address
L4 . Configure Location - 8. Change Secondary
FR Options - T. Configure SNMP RADIUS Encryption Secret
(if Datalink Trap Host IP Address | g pisplay RADIUS
Protocol is FR) FU. Enable{Disable SNMP Configuration
Traps via EOC L X. Disable RADIUS

Menu Map
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* Requires a Supervisor password.

D Configure

DHCP

- E. Enable/Disable DHCP

- H. Enable/Disable Checking for
Additional DHCP Servers

- B. Enable/Disable DHCP
Debug Messages*

- |. Configure DHCP
Server Parameters

- P. Configure DHCP
Address Range Pool

- C. Configure DHCP
Client Entry

- F. Display DHCP
Configuration

- S. Display DHCP
Server Statistics

- A. Display DHCP Server
Assigned Addresses

- U. Display DHCP Server
Unassigned Addresses
+ D. Display DHCP
Entry Details

- X. Delete A DHCP
Client Entry

- Y. Delete A DHCP
Assignment Entry

0.

FE.
X,

FY.

=7,

A Configure Reset £ VoicePath
NAT System Configure*
- B. Enable/Disable NAT - V. Set Voice Gateway
Debug Messages L. Setup Jitter Buffer
P. Enable/Disable NAT . .
Translation by Port - P. Voice Port Settings
: - U. Display Compander Mode
FT. _lt.'_:inr:::g;ra MNAT TCP (u-Law, A-Law)
L U. Configure NAT UDP - C. Set Country Mode
Timeout - S. Set DuSLIC Mode
I A. Configure NAT L G. Enable/Disable G726
Port Range Annex A
I N. Configure NAT Local
Server Entry
I A. Configure NAT Alias Entry
I F. Display NAT Configuration
I S. Display NAT Statistics
I C. Display NAT
Connection Table
- D. Display NAT

Connection Details

Display NAT Local
Sarver Table

Display NAT Alias Table

Delete IP Address
from NAT Tables

Delete NAT Local
Server Entry

Delete NAT Alias Entry



T1/E1 (8208/8208s)

Voice Features

Analog Voice
Voice Ports:

Failover:
Signaling:
Dialing:

Ring Source:
Impedance:

REN:

Loop Current:
Idle State Voltage:
Ring Voltage:
Ring Frequency:
Gain/System L oss:

Digital Voice

Compression for non “s’ Units:

Compression for “s” Units (VolP):

Encoding:
Echo Cancellation:
Protocol Support:

DID/DOD Support
Fax Support:

SPECIFICATIONS

8 POTS ports (RJ-11)

Analog input fail over to Line 1 (RJ-11)
Loop start, ground start

DTMF (tone), Pulse

Internal

600 or 900 Q or complex impedance

5 REN per port, 16 REN tota

20, 24 mA typical (country-specific)
—48 V typical

Balanced 65 V rms+ 5% at 5 REN load
20, 25, 50 Hz (country-specific)
Programmable, +3 to —9 dB

G711 (64 kbps PCM), G726 (32 kbps
ADPCM)

G711 (64 kbps PCM), G726 (32 kbps
ADPCM), G.729 (8 kbps CS-ACELP)

A-law, p-law
G168 compliant (single reflector)

CopperCom, ELCP (af-vmoa=0145),
Jetstream, LES (af-vmoa-0145), MGCP
and SIP (s-version only)

V.17, V.29 support

Specifications B-1



Data Features

WAN Features

Network Interfaces

B-2 8000 Series

Modem Support:
Cdling Features:

Cell Delay Variation Buffer:

LAN Interface:
Bridging:
Routing:

DHCP:
PPP:

HCLC Support
M anagement:

Configuration:

Transport:
Voice Gateways:

Softswitches:
Protocols:

T1

Network Interface:
Line Interface:
Line Rate:

Clock Source:
Line Coding:
Framing:

Line Build Out:
Receive Sensitivity:

Input Jitter Tolerance:

Protection:

V.34, V.90 support

Cdler ID, flash hook, distinctive ring,
stutter dia tone, call forwarding, call
waiting

Configurable 0 — 30 ms

10/100Base-T (RJ-45)
|IEEE 802.1d including spanning tree

Default, Static, RIP1 (RFC 1058), RIP2
(RFC 2453), ICMP for IP Packet
Processing

Server, Client (RFC 2131), Relay Agent
(RFC 1542)

PPOA, PPOE, PAP, CHAP, IPCP (RFC
1332)

SNMP via IP or EOC, MIB1, MIB2
(RFC 1213), Enterprise MIB, LES MIB

Console, Telnet (local, remote)

ATM and Frame Relay

CopperCom, Jetstream, Generad
Bandwidth, TdSoft, and any af-vmoa-
0145-compliant gateway

MGCP v1.0, SIP 1.0 (s-version only)
RFC 1483, RFC 1490, RFC 2364

RJ-48

Balanced, 100 Q

1.544 Mbps

Line/local (s/w selectable)
B8ZS or AM1 per T1.401

D4 (SF)/ESF, AT& T 54016 or ANSI
T1.403

0, -7.5, -15, or —22.5 dB
Automatic

Per ATT TR62411

Over voltage/over current



El

Network Interface:
Line Rate:

Line Framing:
Line Code:

Input Signal:
Connection:
Output Signal:

Transient Voltage:
Jitter Control:
Ones Density:

RJ-48

2.048 Mbps (£50 bps) unframed
CAS, CCs, or 2 Mbits unframed
AMI or HDB3

El, +1to—-27 dB

RJ48 jack at 120 Q (10 %)

3.0V (£10 %) base-peak into 120 Q
with protection

1000 V protection, fused input/output
per G.823 Sections 2.1 and 3.0

HDB3, aternate fill; complies with G.701
and G703

T1/E1 Provisioning (8208s Only)

Provisioning:

Programming:

ATM
Adaptation Layers:

Encapsulation:

AAL?2 Profiles (non-“s” Version):

AAL2 Profiles (s’ Version):
Voice:

Data

Security:

Voice QoS:

Data QoS:

OAM Caell Handling:

Frame Relay
Encapsulation:

Voice:

Data:

Data Link Format:
Data Link Control:
Framing:

Fractionally multiplexed voice and data
(s-version only)

On aDS0 basis

AAL2 (voice), AALS (data), AALS (for
layer 3 voice)

RFC 1483 multiprotocol encapsulation
over ATM; RFC 2364 (PPP over ATM);
ITU 366.1, ITU 366.2 (AAL2)

ATM: 9, 10, 11, and ITU:1

ATM: 7,8,9,10 11, 12, and ITU: 1, 2
Single AAL2 PVC

Up to 8 AALS5 PVCs
Software-configurable payload scrambling
CBR

CBR, UBR

F4/F5 segment and end-to-end loopbacks

RFC 1490 multiprotocol encapsulation
over Frame Relay

Single PVC

8 Data Link Identifiers (DLCIs)
Q.922

FRF.12 support, CMCP

HDL C support
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Configuration and Management

10/100 Ethernet (Management or IP Gateway)

Connection: 8- pin modular

Network Protocol: TCP/IP based networks
Data Rate: 10/100 Mbps
Compatibility: 10/100Base-T

Supervisory Port
Connection: DB-9 femae

Data Rates: 1200, 2400, 4800, 9600, 19200, 38400,
57600, 115200 bps (default: 19.2 kbps)
Upgrades

* Trivial File Transfer Protocol (TFTP) server and client for software upgrades
and configuration

¢ Software download via gateway (wherever supported)
* Automatic Upgrade via DHCP server
* Telnet (local and remote)

Management
e SNMP 1.0, SNMP 3.0, Telnet, Console

Security Features

Integrated Firewall

NAT/PAT: RFC 1631, Port translation, exported
services, multiNAT (up to 8 public IP
addresses)

Security: Multi-level password protection

Other: Radius client support RFC 2865

Management Interfaces

Alarms

Activation: Programmabl e thresholds on al interfaces

Reporting: SNMP traps

Diagnostics

Network Loops: Line loopback, payload loopback, or
mai ntenance loopback

Fractional Loop: Generates and responds to in-band V.54
loop code

DTE Port Loops: V.54 and Local
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Environmental

Power Supply: 90 to 240 Vac, 60/50 Hz

Power: 20 W nominal, 50 W max operating

Operating Temperature: 0to 40 °C

Storage Temperature: -10to-70 °C

Operating Humidity: 5 to 90% non-condensing

Safety: UL 1950, CSA C22.2 No. 950-95, EN
60950:2000, |EC 60950:1999

EMC: FCC Part 15, Class A; EN55022;

EN55024; EN61000-3-2; EN61000-3-3
Industry Canada Registration Number: 2097B-NE8208

LEDs: Power, LAN Link, LAN ACT, WAN
Link, Voice

Dimensions: 11.8in.x 83in. x 1.8 in.

Weight: 181b

Mounting: Stand-alone or Wall-mountable
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Connector Pin Assignments
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Console Port Pin Assignments (DB-9)

Pin Signal
2 Tx Data
3 Rx Data
5 Ground

POTS Port Pin Assignments (RJ-11)

Pin Assignment

Pin Assignment

Line Tip Ring Line Tip Ring
1 3 4 5 3 4
2 3 4 6 3 4
3 3 4 7 3 4
4 3 4 8 3 4

10/100Base-T Connector Pin Assignments (RJ-45)

Pin Signal Pin Signal
1 Tx+ 3 Rx+

2 Tx- 6 Rx-
T1/E1 Connector Pin Assignments (RJ-48)

Pin Signal Pin Signal
1 Rx Ring 4 Tx Tip
2 Rx Tip 6 Tx Ring




T1/E1 (8216s and 8224s)

Voice Features

Data Features

Analog Voice
Voice Ports:

Failover:
Signaling:
Dialing:

Ring Source:
Impedance:

REN:

Loop Current:
Idle State Voltage:
Ring Voltage:
Ring Frequency:
Gain/System L oss:

Digital Voice

Compression:

Encoding:
Echo Cancellation:
Protocol Support:

DID/DOD Support
Fax Support:
Modem Support:
Cdling Features:

Cell Delay Variation Buffer:

LAN Interface:
Bridging:
Routing:

DHCEP:

16 or 24 POTS ports (RJ-21)

Analog input fail over to Line 1 (RJ-11)
Loop start, ground start

DTMF (tone), Pulse

Internal

600 or 900 Q or complex impedance

5 REN per port, 40 REN tota

20, 24 mA typical (country-specific)
—48 V typical

Balanced 65 V rms+ 5% at 5 REN load
20, 25, 50 Hz (country-specific)
Programmable, +3 to —9 dB

G711 (64 kbps PCM), G726 (32 kbps
ADPCM), G.729 (8 kbps CS-ACELP)

A-law, p-law
G168 compliant (single reflector)

CopperCom, ELCP (af-vmoa=0145),
Jetstream, LES (af-vmoa-0145), MGCP
and SIP

V.17, V.29 support
V.34, V.90 support

Cdler ID, flash hook, distinctive ring,
stutter dia tone, call forwarding, call
waiting

Configurable 0 — 30 ms

10/100Base-T (RJ-45)
|IEEE 802.1d including spanning tree

Default, Static, RIP1 (RFC 1058), RIP2
(RFC 2453), ICMP for IP Packet
Processing

Server, Client (RFC 2131), Relay Agent
(RFC 1542)
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WAN Features

Network Interfaces

B-8 8000 Series

PPP:

HCLC Support
M anagement:

Configuration:

Transport:
Voice Gateways:

Softswitches:
Protocols:

T1

Network Interface:
Line Interface:
Line Rate:

Clock Source:
Line Coding:
Framing:

Line Build Out:
Receive Sensitivity:

Input Jitter Tolerance:

Protection:

El

Network Interface:
Line Rate:

Line Framing:
Line Code:

Input Signal:
Connection:
Output Signal:

Transient Voltage:
Jitter Control:
Ones Density:

PPOA, PPOE, PAP, CHAP, IPCP (RFC
1332)

SNMP vialP or EOC, MIB1, MIB2
(RFC 1213), Enterprise MIB, LES MIB

Console, Telnet (local, remote)

ATM and Frame Relay

CopperCom, Jetstream, Generad
Bandwidth, TdSoft, and any af-vmoa-
0145-compliant gateway

MGCPv1.0, SIP 1.0
RFC 1483, RFC 1490, RFC 2364

RJ-48

Balanced, 100 Q

1.544 Mbps

Line/local (s/w selectable)
B8ZS or AM1 per T1.401

D4 (SF)/ESF, AT&T 54016 or ANSI
T1.403

0, -7.5, -15, or —22.5 dB
Automatic

Per ATT TR62411

Over voltage/over current

RJ-48

2.048 Mbps (£50 bps) unframed
CAS, CCs, or 2 Mbits unframed
AMI or HDB3

El, +1to—-27 dB

RJ48 jack at 120 Q (10 %)

3.0V (£10 %) base-peak into 120 Q
with protection

1000 V protection, fused input/output
per G.823 Sections 2.1 and 3.0

HDB3, aternate fill; complies with G.701

and G703



T1/E1 Provisioning
Provisioning:
Programming:

ATM
Adaptation Layers:

Encapsulation:

AAL?2 Profiles (non-“s” Version):

AAL2 Profiles (s’ Version):
Voice:

Data

Security:

Voice QoS:

Data QoS:

OAM Caell Handling:

Frame Relay
Encapsulation:

Voice:

Data:

Data Link Format:
Data Link Control:
Data Interworking:
Framing:

Fractionally multiplexed voice and data
On a DS0 basis

AAL2 (voice), AALS (data), AALS (for
layer 3 voice)

RFC 1483 multiprotocol encapsulation
over ATM; RFC 2364 (PPP over ATM);
ITU 366.1, ITU 366.2 (AAL2)

ATM: 9, 10, 11, and ITU:1

ATM: 7,8,9,10 11, 12, and ITU: 1, 2
Single AAL2 PVC

Up to 8 AALS5 PVCs
Software-configurable payload scrambling
CBR

CBR, UBR

F4/F5 segment and end-to-end loopbacks

RFC 1490 multiprotocol encapsulation
over Frame Relay

Single PVC

8 Data Link Identifiers (DLCIs)
Q.922

FRF.12 support, CMCP

FRF.5, FRF.8 support

HDLC support

Universal Serial Interface (DB-25)

Interface:

Configuration and Management

EIA-530, RS-449, V.35

10/100 Ethernet (Management or IP Gateway)

Connection:
Network Protocol:
Data Rate:
Compatibility:

8- pin modular

TCP/IP based networks
10/100 Mbps
10/100Base-T
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Security Features

Supervisory Port
Connection:

Data Rates:

DB-9 femde
1200, 2400, 4800, 9600, 19200, 38400,

57600, 115200 bps (default: 19.2 kbps)

Upgrades

* Trivia File Transfer Protocol (TFTP) server and client for software upgrades
and configuration

¢ Software download via gateway (wherever supported)
* Automatic Upgrade via DHCP server
* Telnet (local and remote)

Management
e SNMP 1.0, SNMP 3.0, Telnet, Console

Integrated Firewall

NAT/PAT: RFC 1631, Port translation, exported
services, multiNAT (up to 8 public IP
addresses)

Security: Multi-level password protection

Other: Radius client support RFC 2865

Management Interfaces

Diagnostics

Environmental

B-10

8000 Series

Alarms
Activation: Programmabl e thresholds on al interfaces
Reporting: SNMP traps

Network Loops:
Fractional Loop:

DTE Port Loops:

Line loopback, payload loopback, or
mai ntenance |loopback

Generates and responds to in-band V.54
loop code

V.54 and Loca

Power Supply: 100 to 240 Vac, 60/50 Hz

Power:
16 Port: 40 W nominal, 76 W max operating
24 Port: 40 W nominal, 110 W max operating

Operating Temperature:

Oto40°C



Storage Temperature:
Operating Humidity:
Safety:

EMC:

Industry Canada Registration Number:
LEDs:

Dimensions:
Weight:
Mounting:

-10to -70 °C
5 to 90% non-condensing

ANSI/UL 60950-1:2002, CAN/CSA-
C22.2 no. 60950-1-2003, EN 60950:2000,
|EC60950:1999

FCC Part 15, Class A; EN55022;
EN55024; EN61000-3-2; EN61000-3-3

2097B-82xx

Power, LAN Link, LAN ACT, WAN
Link, Voice, DCE Link, DCE ACT

10in. x 17.5in. x 1.75in.
5.6 Ib (2.54 kg)
Stand-alone or rack-mountable
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Connector Pin Assignments
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Console Port Pin Assignments (DB-9)

Pin Signal
2 Tx Data
3 Rx Data
5 Ground

POTS Port Pin Assignments (RJ-21)

Pin Assignment

Pin Assignment

Line Tip Ring Line Tip Ring
1 26 1 13 38 13
2 27 2 14 39 14
3 28 3 15 40 15
4 29 4 16 41 16
5 30 5 17 42 17
6 31 6 18 43 18
7 32 7 19 44 19
8 33 8 20 45 20
9 34 9 21 46 21
10 35 10 22 a7 22
11 36 11 23 48 23
12 37 12 24 49 24
10/100Base-T Connector Pin Assignments (RJ-45)

Pin Signal Pin Signal

1 Tx+ 3 Rx+

2 Tx- 6 Rx-
T1/E1 Connector Pin Assignments (RJ-48)

Pin Signal Pin Signal

1 Rx Ring 4 Tx Tip

2 Rx Tip 5 Tx Ring




USI Connector Pin Assignments (RS-530, V.35)

Signal RS-530 V.35 RS-449
Shield Ground 1 A 1
Transmit Data (A) 2 P 4
Receive Data (A) 3 R 6
Request to Send (A) 4 C 7
Clear to Send (A) 5 D 9
DCE Ready (A) 6 E 13
Signal Ground 7 B 19
Receive Line Signal (A) 8 F 11
Receive DCE Clock (B) 9 X 26
Receive Line Signal (B) 10 29
Transmit DTE Clock (B) 11 W 35
Transmit DCE Clock (B) 12 AA 23
Clear to Send (B) 13 27
Transmit Data (B) 14 S 22
Transmit DCE Clock (A) 15 Y 5
Receive Data (B) 16 T 24
Receive DCE Clock (A) 17 \% 8
18
Request to Send (B) 19 25
DTE Ready (A) 20 H 12
21
DCE Ready (B) 22 31
DTE Ready (B) 23 30
Transmit DTE Clock (A) 24 U 17
25

Specifications
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SDSL (8304/8304s and 8308/8308s)

Voice Features

Data Features

B-14 8000 Series

Analog Voice
Voice Ports:

Failover:
Signaling:
Dialing:

Ring Source:
Impedance:

REN:

Loop Current:
Idle State Voltage:
Ring Voltage:
Ring Frequency:
Gain/System L oss:

Digital Voice
Compression for non “s’ Units:

Compression for “s” Units (VolP):

Encoding:
Echo Cancellation:
Protocol Support:

DID/DOD Support
Fax Support:
Modem Support:
Cdling Features:

Cell Delay Variation Buffer:

LAN Interface:
Bridging:
Routing:

4 or 8 POTS ports (RJ-11)

Analog input fail over to Line 1 (RJ-11)
Loop start, ground start

DTMF (tone), Pulse

Internal

600 or 900 Q or complex impedance

5 REN per port, 16 REN tota

20, 24 mA typical (country-specific)
—48 V typical

Balanced 65 V rms+ 5% at 5 REN load
20, 25, 50 Hz (country-specific)
Programmable, +3 to —9 dB

G711 (64 kbps PCM), G726 (32 kbps
ADPCM)

G711 (64 kbps PCM), G726 (32 kbps
ADPCM), G.729 (8 kbps CS-ACELP)

A-law, p-law
G168 compliant (single reflector)

CopperCom, ELCP (af-vmoa=0145),
Jetstream, LES (af-vmoa-0145), MGCPR,
SIP (s-version only)

V.17, V.29 support
V.34, V.90 support

Cdler ID, flash hook, distinctive ring,
stutter dia tone, call forwarding, call
waiting

Configurable 0 — 30 ms

10/100Base-T (RJ-45)
|IEE 802.1d including spanning tree

Default, Static, RIP1 (RFC 1058), RIP2
(RFC 2453), ICMP for IP Packet
Processing



DHCP: Server, Client (RFC 2131), Relay Agent

(RFC 1542)

PPP: PPoA, PPoE, PAP, CHAP, IPCP (RFC
1332)

HDLC Support

M anagement: SNMP vialP or EOC, MIB1, MIB2
(RFC 1213), Enterprise MIB, LES MIB

Configuration: Console, Telnet (local, remote)

WAN Features

Interface

WAN: RJ-11

Line Rate: 144 kbps to 2.3 mbps to 25,000 ft

Standards: HDSL 2B1Q

Transport: ATM and Frame Relay

Voice Gateways: CopperCom, Jetstream, Generd
Bandwidth, TdSoft, and any af-vmoa-
0145-compliant gateway

Softswitches: MGCP v1.0, SIP 1.0 (s-version only)

ATM

Adaptation Layers: AAL2 (voice), AALS5 (data), AALS5 (for
layer 3 voice)

Encapsulation: RFC 1483 multiprotocol encapsulation
over ATM; RFC 2364 (PPP over ATM);
ITU 366.1, ITU 366.2 (AAL2)

AAL?2 Profiles (non-“s’ Version): ATM: 9, 10, 11 and ITU:1

AAL2 Profiles (“s’ Version): ATM: 7,8,9,10 11, 12, and ITU: 1, 2

Voice: Single AAL2 PVC

Data: Up to 8 AALS5 PVCs

Security: Software-configurable payload scrambling

Voice QoS: CBR

Data QoS: CBR, UBR

OAM Cdll Handling: F4/F5 segment and end-to-end loopbacks

Frame Relay

Encapsulation: RFC 1490 multiprotocol encapsulation
over Frame Relay

Voice: Single PVC

Data: 8 Data Link Identifiers (DLCIs)

Data Link Format: Q.922

Data Link Control: FRF.12 support, CMCP

Framing: HDLC support
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Configuration and Management

10/100 Ethernet (Management or IP Gateway)

Connection: 8- pin modular

Network Protocol: TCP/IP based networks
Data Rate: 10/100 Mbps
Compatibility: 10/100Base-T

Supervisory Port
Connection: DB-9 femae

Data Rates: 1200, 2400, 4800, 9600, 19200, 38400,
57600, 115200 bps (default: 19.2 kbps)
Upgrades

* Trivial File Transfer Protocol (TFTP) server and client for software upgrades
and configuration

¢ Software download via gateway (wherever supported)
* Automatic Upgrade via DHCP server
* Telnet (local and remote)

Management
e SNMP 1.0, SNMP 3.0, Telnet, Console

Security Features

Integrated Firewall

NAT/PAT: RFC 1631, Port translation, exported
services, multiNAT (up to 8 public IP
addresses)

Security: Multi-level password protection

Other: Radius client support RFC 2865

Management Interfaces

Alarms
Activation: Programmabl e thresholds on al interfaces
Reporting: SNMP traps

Environmental
Power Supply: 90 to 240 Vac, 50/60 Hz
Power (8 Port): 20 W nominal, 50 W max operating
Power (4 Port): 15 W nominal, 30 W max operating
Operating Temperature: 0to 40 °C
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Storage Temperature: -10to-70 °C

Operating Humidity: 5 to 90% non-condensing

Safety: UL 1950, CSA C22.2 No. 950-95, EN
60950:2000, IEC 60950:1999

EMC: FCC Part 15, Class A; EN55022;
EN55024; EN61000-3-2; EN61000-3-3

LEDs: Power, LAN Link, LAN ACT, WAN
Link, Voice

Dimensions: 11.8in.x 83in. x 1.8 in.

Weight: 181b

Mounting: Stand-alone or Wall-mountable
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Connector Pin Assignments
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Console Port Pin Assignments (DB-9)

Pin Signal
2 Tx Data
3 Rx Data
5 Ground

POTS Port Pin Assignments (RJ-11)

Pin Assignment

Pin Assignment

Line Tip Ring Line Tip Ring
1 3 4 5 3 4
2 3 4 6 3 4
3 3 4 7 3 4
4 3 4 8 3 4

10/100Base-T Connector Pin Assignments (RJ-45)

Pin Signal Pin Signal
1 Tx+ 3 Rx+

2 Tx- 6 Rx-
SDSL Connector Pin Assignments (RJ-11)

Pin Signal Pin Signal
2 Tip 3 Ring




SDSL (8316s and 8324s)

Voice Features

Data Features

Analog Voice
Voice Ports:

Failover:
Signaling:
Dialing:

Ring Source:
Impedance:

REN:

Loop Current:
Idle State Voltage:
Ring Voltage:
Ring Frequency:
Gain/System L oss:

Digital Voice

Compression:

Encoding:
Echo Cancellation:
Protocol Support:

DID/DOD Support
Fax Support:
Modem Support:
Cdling Features:

Cell Delay Variation Buffer:

LAN Interface:
Bridging:
Routing:

DHCEP:

16 or 24 POTS ports (RJ-21)

Analog input fail over to Line 1 (RJ-11)
Loop start, ground start

DTMF (tone), Pulse

Internal

600 or 900 Q or complex impedance

5 REN per port, 40 REN tota

20, 24 mA typical (country-specific)
—48 V typical

Balanced 65 V rms+ 5% at 5 REN load
20, 25, 50 Hz (country-specific)
Programmable, +3 to —9 dB

G711 (64 kbps PCM), G726 (32 kbps
ADPCM), G.729 (8 kbps CS-ACELP)

A-law, p-law
G168 compliant (single reflector)

CopperCom, ELCP (af-vmoa=0145),
Jetstream, LES (af-vmoa-0145), MGCPR,
SIP

V.17, V.29 support
V.34, V.90 support

Cdler ID, flash hook, distinctive ring,
stutter dia tone, call forwarding, call
waiting

Configurable 0 — 30 ms

10/100Base-T (RJ-45)
|IEEE 802.1d including spanning tree

Default, Static, RIP1 (RFC 1058), RIP2
(RFC 2453), ICMP for IP Packet
Processing

Server, Client (RFC 2131), Relay Agent
(RFC 1542)
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WAN Features

B-20 8000 Series

PPP:

HDLC Support
M anagement:

Configuration:

Interface
WAN:

Line Rate:
Standards:
Transport:
Voice Gateways:

Softswitches:

ATM
Adaptation Layers:

Encapsulation:

AAL2 Profiles:
Voice:

Data

Security:

Voice QoS:
Data QoS:

OAM Caell Handling:

Frame Relay
Encapsulation:

Voice:

Data:

Data Link Format:
Data Link Control:
Data Interworking:
Framing:

PPOA, PPOE, PAP, CHAP, IPCP (RFC
1332)

SNMP vialP or EOC, MIB1, MIB2
(RFC 1213), Enterprise MIB, LES MIB

Console, Telnet (local, remote)

RJ11

144 kbps to 2.3 mbps to 25,000 ft
HDSL 2B1Q

ATM and Frame Relay

CopperCom, Jetstream, Generad
Bandwidth, TdSoft, and any af-vmoa-
0145-compliant gateway

MGCP V1.0, SIP 1.0

AAL2 (voice), AALS (data), AALS (for
layer 3 voice)

RFC 1483 multiprotocol encapsulation
over ATM; RFC 2364 (PPP over ATM);
ITU 366.1, ITU 366.2 (AAL2)

ATM: 7,8,9,10 11, 12, and ITU: 1, 2
Single AAL2 PVC

Up to 8 AALS5 PVCs
Software-configurable payload scrambling
CBR

CBR, UBR

F4/F5 segment and end-to-end loopbacks

RFC 1490 multiprotocol encapsulation
over Frame Relay

Single PVC

8 Data Link Identifiers (DLCIs)
Q.922

FRF.12 support, CMCP

FRF.5, FRF.8 support

HDLC support



Universal Serial Interface (DB25)
Interface: EIA-530, RS-449, V.35

Configuration and Management

10/100 Ethernet (Management or IP Gateway)

Connection: 8- pin modular

Network Protocol: TCP/IP based networks
Data Rate: 10/100 Mbps
Compatibility: 10/100Base-T

Supervisory Port
Connection: DB-9 femae

Data Rates: 1200, 2400, 4800, 9600, 19200, 38400,
57600, 115200 bps (default: 19.2 kbps)
Upgrades

* Trivia File Transfer Protocol (TFTP) server and client for software upgrades
and configuration

¢ Software download via gateway (wherever supported)
* Automatic Upgrade via DHCP server
* Telnet (local and remote)

Management
e SNMP 1.0, SNMP 3.0, Telnet, Console

Security Features

Integrated Firewall

NAT/PAT: RFC 1631, Port translation, exported
services, multiNAT (up to 8 public IP
addresses)

Security: Multi-level password protection

Other: Radius client support RFC 2865

Management Interfaces

Alarms
Activation: Programmabl e thresholds on al interfaces
Reporting: SNMP traps
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Environmental
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Power Supply:

Power:
16 Port:
24 Port:

Operating Temperature:

Storage Temperature:
Operating Humidity:
Safety:

EMC:

LEDs:

Dimensions:
Weight:
Mounting:

100 to 240 Vac, 50/60 Hz

40 W nominal, 76 W max operating
40 W nominal, 110 W max operating

0to40°C
-10to -70 °C
5 to 90% non-condensing

ANSI/UL 60950-1:2002, CAN/CSA-
C22.2 no. 60950-1-2003, EN 60950:2000,
|EC60950:1999

FCC Part 15, Class B; EN55022;
EN55024; EN61000-3-2; EN61000-3-3

Power, LAN Link, LAN ACT, WAN
Link, Voice, DCE Link, DCE ACT

10in. x 17.5in. x 1.75in.
5.6 Ib (2.54 kg)
Stand-alone or rack-mountable



Connector Pin Assignments

Console Port Pin Assignments (DB-9)

Pin Signal
2 Tx Data
3 Rx Data
5 Ground

POTS Port Pin Assignments (RJ-21)

Pin Assignment Pin Assignment
Line Tip Ring Line Tip Ring
1 26 1 13 38 13
2 27 2 14 39 14
3 28 3 15 40 15
4 29 4 16 41 16
5 30 5 17 42 17
6 31 6 18 43 18
7 32 7 19 44 19
8 33 8 20 45 20
9 34 9 21 46 21
10 35 10 22 a7 22
11 36 11 23 48 23
12 37 12 24 49 24
10/100Base-T Connector Pin Assignments (RJ-45)
Pin Signal Pin Signal
1 Tx+ 3 Rx+
2 Tx- 6 Rx-
SDSL Connector Pin Assignments (RJ-11)
Pin Signal Pin Signal
2 Tip 3 Ring
USI Connector Pin Assignments (RS-530, V.35)
Signal RS-530 V.35 RS-449
Shield Ground 1 A 1
Transmit Data (A) 2 P 4

Specifications
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Signal RS-530 V.35 RS-449
Receive Data (A) 3 R 6
Request to Send (A) 4 C 7
Clear to Send (A) 5 D 9
DCE Ready (A) 6 E 13
Signal Ground 7 B 19
Receive Line Signal (A) 8 F 11
Receive DCE Clock (B) 9 X 26
Receive Line Signal (B) 10 29
Transmit DTE Clock (B) 11 W 35
Transmit DCE Clock (B) 12 AA 23
Clear to Send (B) 13 27
Transmit Data (B) 14 S 22
Transmit DCE Clock (A) 15 Y 5
Receive Data (B) 16 T 24
Receive DCE Clock (A) 17 \% 8
18
Reguest to Send (B) 19 25
DTE Ready (A) 20 H 12
21
DCE Ready (B) 22 31
DTE Ready (B) 23 30
Transmit DTE Clock (A) 24 U 17
25




ADSL (8104/8104s and 8108/8108s)

Voice Features

Data Features

Analog Voice
Voice Ports:

Failover:
Signaling:
Dialing:

Ring Source:
Impedance:

REN:

Loop Current:
Idle State Voltage:
Ring Voltage:
Ring Frequency:
Gain/System L oss:

Digital Voice
Compression for non “s’ Units:

Compression for “s” Units (VolP):

Encoding:
Echo Cancellation:
Protocol Support:

DID/DOD Support
Fax Support:
Modem Support:
Cdling Features:

Cell Delay Variation Buffer:

LAN Interface:
Bridging:
Routing:

4 or 8 POTS ports (RJ-11)

Analog input fail over to Line 1 (RJ-11)
Loop start, ground start

DTMF (tone), Pulse

Internal

600 or 900 Q or complex impedance

5 REN per port, 16 REN total

20, 24 mA typica (country-specific)
—48 V typical

Balanced 65 V rms + 5% at 5 REN load
20, 25, 50 Hz (country-specific)
Programmable, +3 to -9 dB

G711 (64 kbps PCM), G726 (32 kbps
ADPCM)

G711 (64 kbps PCM), G726 (32 kbps
ADPCM), G.729 (8 kbps CS-ACELP)

A-law, p-law
G168 compliant (single reflector)

CopperCom, ELCP (af-vmoa=0145),
Jetstream, LES (af-vmoa-0145), MGCP
and SIP (s-version only)

V.17, V.29 support
V.34, V.90 support

Caller ID, flash hook, distinctive ring,
stutter dia tone, call forwarding, call
waiting

Configurable 0-30 ms

10/100Base-T (RJ-45)
|EEE 802.1d including spanning tree

Default, Satic, RIP1 (RFC 1058), RIP2
(RFC 2453), ICMP for IP Packet
Processing
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WAN Features

DHCP:
PPP:

HCLC Support
M anagement:

Configuration:

Interface
WAN:

Standards:

Transport:
DSLAMs:

Voice Gateways:

Softswitches:

ATM
Adaptation Layers:

Encapsulation:

AAL?2 Profiles (non-“s” Version):

AAL?2 Profiles (s’ Version):
Voice:

Data

Security:

Voice QoS:

Data QoS:

OAM Caell Handling:

Configuration and Management
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Server, Client (RFC 2131), Relay Agent
(RFC 1542)

PPOA, PPOE, PAP, CHAP, IPCP (RFC
1332)

SNMP viaIP or EOC, MIB1, MIB2
(RFC 1213), Enterprise MIB, LES MIB

Console, Telnet (local, remote)

RJ-11

ANSI T1.413 Issue 2; ITU-T G992.2,
G992.1

ATM

Cisco, Coppermountain, Innovia, Lucent,
Nokia

CopperCom, Jetstream, AAL2/LES:
PSAX, TdSoft, Zhone, Tollbridge,
General Bandwidth, Accelerated, Alcatd,
and any af-vmoa-0145 complaint gateway

MGCP v1.0, SIP 1.0 (s-version only)

AAL2 (voice, AALS (data), AALS5 (for
layer 3 voice)

RFC 1483 multiprotocol encapsulation
over ATM; RFC 2364 (PPP over ATM);
ITU 366.1, ITU 366.2 (AAL2)

ATM: 9, 10, 11, and ITU:1

ATM: 7,8,9,10 11, 12, and ITU: 1, 2
Single AAL2 PVC

Up to 8 AALS PVCs
Software-configurable payload scrambling
CBR

CBR, UBR

F4/F5 segment and end-to-end loopbacks

10/100 Ethernet (Management or IP Gateway)

Connection:
Network Protocol:
Data Rate;

8-pin modular
TCP/IP based networks
10/100 Mbps



Security Features

Compatibility:

Supervisory Port
Connection:

Data Rates:

Upgrades

10/100Base-T

DB-9 femde

1200, 2400, 4800, 9600, 19200, 38400,
57600, 115200 bps (default: 19.2 kbps)

* Trivia File Transfer Protocol (TFTP) server and client for software upgrades

and configuration

¢ Software download via gateway (wherever supported)

* Automatic Upgrade via DHCP server

* Telnet (local and remote)

Management

®* SNMP 1.0, SNMP 3.0, Telnet, Console

Integrated Firewall

NAT/PAT:

Security:
Other:

Management Interfaces

Environmental

Alarms
Activation:

Reporting:

Power Supply:
Power (8-Port):
Power (4-Port):

Operating Temperature:

Storage Temperature:
Operating Humidity:
Safety:

EMC:

RFC 1631, Port transation, exported
services, multiNAT (up to 8 public IP
addresses)

Multi-level password protection
Radius client support RFC 2865

Programmable thresholds on all interfaces
SNMP traps

90 to 240 Vac, 50/60 Hz

20 W nominal, 50 W max operating
15 W nominal, 30 W max operating
0to40°C

-10to-70 °C

5 to 90% non-condensing

UL 1950, CSA C22.2 No. 950-95, EN
60950:2000, IEC 60950:1999

FCC Part 15, Class A Digital Device;
EN55022 Class A; EN55024; EN61000-
3-2; EN61000-3-3
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Industry Canada Registration Number: 2097B-NE8108

LEDs: Power, LAN Link, LAN ACT, WAN
Link, Voice

Dimensions: 11.8in.x 83in. x 1.8 in.

Weight: 181b

Mounting: Stand-alone or wall-mountable

Connector Pin Assignments

Console Port Pin Assignments (DB-9)

8000 Series

Pin Signal
2 Tx Data
3 Rx Data
5 Ground

SHDSL Connector Pin Assignments (RJ-45)

Pin Signal Pin Signal
1 Tx+ 3 Rx+
2 Tx- 6 Rx-

10/100Base-T Connector Pin Assignments (RJ-48)

Pin Signal Pin Signal
1 Tx+ 3 Rx+

2 Tx- 6 Rx-
ADSL Pin Assignments (RJ-11)

Pin Signal Pin Signal
2 Tip 3 Ring




SHDSL (8504/8504s and 8508/8508s)

Voice Features

Data Features

Analog Voice
Voice Ports:

Failover:
Signaling:
Dialing:

Ring Source:
Impedance:

REN:

Loop Current:
Idle State Voltage:
Ring Voltage:
Ring Frequency:
Gain/System L oss:

Digital Voice

Compression for non “s’ Units:

Compression for “s” Units (VolP):

Encoding:
Echo Cancellation:
Protocol Support:

DID/DOD Support
Fax Support:
Modem Support:
Cdling Features:

Cell Delay Variation Buffer:

LAN Interface:
Bridging:
Routing:

4 or 8 POTS ports (RJ-11)

Analog input fail over to Line 1 (RJ-11)
Loop start, ground start

DTMF (tone), Pulse

Internal

600 or 900 Q or complex impedance

5 REN per port, 16 REN total

20, 24 mA typica (country-specific)
—48 V typical

Balanced 65 V rms + 5% at 5 REN load
20, 25, 50 Hz (country-specific)
Programmable, +3 to -9 dB

G711 (64 kbps PCM), G726 (32 kbps
ADPCM)

G711 (64 kbps PCM), G726 (32 kbps
ADPCM), G.729 (8 kbps CS-ACELP)

A-law, p-law
G168 compliant (single reflector)

CopperCom, ELCP (af-vmoa=0145),
Jetstream, LES (af-vmoa-0145), MGCP,
SIP (s-version only)

V.17, V.29 support
V.34, V.90 support

Caller 1D, flash hook, three-way calling,
distinctive ring, stutter dial tone, call
forwarding, call waiting

Configurable 0 — 30 ms

10/100Base-T (RJ-45)
|EEE 802.1d including spanning tree

Default, Satic, RIP1 (RFC 1058), RIP2
(RFC 2453), ICMP for IP Packet
Processing
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WAN Features

DHCP:
PPP:

HCLC Support
M anagement:

Configuration:

Interface
WAN:
Standards:
Transport:
DSLAMSs:

Voice Gateways:

Softswitches:

ATM
Adaptation Layers:

Encapsulation:

AAL?2 Profiles (non-“s” Version):

AAL2 Profiles (s’ Version):
Voice:

Data

Security:

Voice QoS:

Data QoS:

OAM Caell Handling:

Configuration and Management

B-30
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Server, Client (RFC 2131), Relay Agent
(RFC 1542)

PPOA, PPOE, PAP, CHAP, IPCP (RFC
1332)

SNMP viaIP or EOC, MIB1, MIB2
(RFC 1213), Enterprise MIB, LES MIB

Console, Telnet (local, remote)

RJ-11
ITU-T G991.2
ATM

Cisco, Coppermountain, Innovia, Lucent,
Nokia

CopperCom, Jetstream, AAL2/LES:
PSAX, TdSoft, Zhone, Tollbridge,
General Bandwidth, Accelerated, Alcatd,
and any af-vmoa-0145 complaint gateway

MGCP v1.0, SIP 1.0 (s-version only)

AAL2 (voice, AAL5 (data), AALS5 (for
layer 3 voice)

RFC 1483 multiprotocol encapsulation
over ATM; RFC 2364 (PPP over ATM);
ITU 366.1, ITU 366.2 (AAL2)

ATM: 9, 10, 11, and ITU:1

ATM: 7,8,9,1011, 12, and ITU: 1, 2
Single AAL2 PVC

Up to 8 AALS PVCs
Software-configurable payload scrambling
CBR

CBR, UBR

F4/F5 segment and end-to-end loopbacks

10/100 Ethernet (Management or IP Gateway)

Connection:
Network Protocol:
Data Rate:
Compatibility:

8-pin modular

TCP/IP based networks
10/100 Mbps
10/100Base-T



Security Features

Supervisory Port
Connection:

Data Rates:

Upgrades

DB-9 femde

1200, 2400, 4800, 9600, 19200, 38400,
57600, 115200 bps (default: 19.2 kbps)

* Trivia File Transfer Protocol (TFTP) server and client for software upgrades

and configuration

¢ Software download via gateway (wherever supported)

* Automatic Upgrade via DHCP server

* Telnet (local and remote)

Management

®* SNMP 1.0, SNMP 3.0, Telnet, Console

Integrated Firewall

NAT/PAT:

Security:
Other:

Management Interfaces

Environmental

Alarms
Activation:

Reporting:

Power Supply:
Power (8-Port):
Power (4-Port):

Operating Temperature:

Storage Temperature:
Operating Humidity:
Safety:

EMC:

RFC 1631, Port transation, exported
services, multiNAT (up to 8 public IP
addresses)

Multi-level password protection
Radius client support RFC 2865

Programmable thresholds on all interfaces
SNMP traps

90 to 240 Vac, 50/60 Hz

20 W nominal, 50 W max operating
15 W nominal, 30 W max operating
0to40°C

-10to-70 °C

5 to 90% non-condensing

UL 1950, CSA C22.2 No. 950-95, EN
60950:2000, IEC 60950:1999

FCC Part 15, Class A Digital Device;
EN55022 Class A; EN55024; EN61000-
3-2; EN61000-3-3

Industry Canada Registration Number: 2097B-NE8508
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LEDs:

Dimensions:
Weight:
Mounting:

Connector Pin Assignments

B-32
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Power, LAN Link, LAN ACT, WAN

Link, Voice

11.8in.x 8.3in. x 1.8 in.

181b

Stand-alone or wall-mountable

Console Port Pin Assignments (DB-9)

Pin Signal
2 Tx Data
3 Rx Data
5 Ground

POTS Port Pin Assignments (RJ-11)

Pin Assignment Pin Assignment
Line Tip Ring Line Tip Ring
1 3 4 5 3 4
2 3 4 6 3 4
3 3 4 7 3 4
4 3 4 8 3 4

10/100Base-T Connector Pin Assignments (RJ-45)

Pin Signal Pin Signal
1 Tx+ 3 Rx+

2 Tx- 6 Rx-
SHDSL Connector Pin Assignments (RJ-11)

Pin Signal Pin Signal
1 Tx+ 3 Rx+

2 Tx- 6 Rx-




SHDSL (8512s, 8516s, and 8524s)

Voice Features

Data Features

Analog Voice
Voice Ports:

Failover:
Signaling:
Dialing:

Ring Source:
Impedance:

REN:

Loop Current:
Idle State Voltage:
Ring Voltage:
Ring Frequency:
Gain/System L oss:

Digital Voice
Compression:

Encoding:
Echo Cancellation:
Protocol Support:

DID/DOD Support
Fax Support:
Modem Support:
Cdling Features:

Cell Delay Variation Buffer:

LAN Interface:
Bridging:
Routing:

DHCEP:

12, 16 or 24 POTS ports (RF-21)
Analog input fail over to Line 1 (RJ-11)
Loop start, ground start

DTMF (tone), Pulse

Internal

600 or 900 Q or complex impedance

5 REN per port, 40 REN total

20, 24 mA typica (country-specific)
—48 V typical

Balanced 65 V rms + 5% at 5 REN load
20, 25, 50 Hz (country-specific)
Programmable, +3 to -9 dB

G711 (64 kbps PCM), G726 (32 kbps
ADPCM), G.729 (8 kbps CS-ACELP)

A-law, p-law
G168 compliant (single reflector)

CopperCom, ELCP (af-vmoa=0145),
Jetstream, LES (af-vmoa-0145), MGCP,
SIP

V.17, V.29 support
V.34, V.90 support

Caller 1D, flash hook, three-way calling,
distinctive ring, stutter dial tone, call
forwarding, call waiting

Configurable 0 — 30 ms

10/100Base-T (RJ-45)
|EEE 802.1d including spanning tree

Default, Satic, RIP1 (RFC 1058), RIP2
(RFC 2453), ICMP for IP Packet
Processing

Server, Client (RFC 2131), Relay Agent
(RFC 1542)
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WAN Features
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PPP:

HCLC Support
M anagement:

Configuration:

Interface
WAN:
Standards:
Transport:
DSLAMSs:

Voice Gateways:

Softswitches:

ATM

Adaptation Layers:

Encapsulation:

AAL2 Profiles:
Voice:

Data

Security:

Voice QoS:
Data QoS:

OAM Caell Handling:

PPOA, PPOE, PAP, CHAP, IPCP (RFC
1332)

SNMP vialP or EOC, MIB1, MIB2
(RFC 1213), Enterprise MIB, LES MIB

Console, Telnet (local, remote)

RJ-11
ITU-T G991.2
ATM

Cisco, Coppermountain, Innovia, Lucent,
Nokia

CopperCom, Jetstream, AAL2/LES:
PSAX, TdSoft, Zhone, Tollbridge,
General Bandwidth, Accelerated, Alcatdl,
and any af-vmoa-0145 complaint gateway

MGCP V1.0, SIP 1.0

AAL2 (voice, AAL5 (data), AALS5 (for
layer 3 voice)

RFC 1483 multiprotocol encapsulation
over ATM; RFC 2364 (PPP over ATM);
ITU 366.1, ITU 366.2 (AAL2)

ATM: 7,8,9,10 11, 12, and ITU: 1, 2
Single AAL2 PVC

Up to 8 AALS PVCs
Software-configurable payload scrambling
CBR

CBR, UBR

F4/F5 segment and end-to-end loopbacks

Universal Serial Interface (DB25)

Interface:

EIA-530, RS-449, V.35

Frame Relay (USI Interface Only)

Encapsulation:

Voice:
Data
Data Link Format:

RFC 1490 multiprotocol encapsulation
over Frame Relay

Single PVC
8 Data Link Identifiers (DLCIs)
Q.922



Data Link Control: FRF.12 support, CMCP
Data Interworking: FRF.5, FRF.8 support
Framing: HDLC support

Configuration and Management

10/100 Ethernet (Management or IP Gateway)

Connection: 8-pin modular

Network Protocol: TCP/IP based networks
Data Rate: 10/100 Mbps
Compatibility: 10/100Base-T

Supervisory Port
Connection: DB-9 femae

Data Rates: 1200, 2400, 4800, 9600, 19200, 38400,
57600, 115200 bps (default: 19.2 kbps)
Upgrades

* Trivia File Transfer Protocol (TFTP) server and client for software upgrades
and configuration

¢ Software download via gateway (wherever supported)
* Automatic Upgrade via DHCP server
* Telnet (local and remote)

Management
e SNMP 1.0, SNMP 3.0, Telnet, Console

Security Features

Integrated Firewall

NAT/PAT: RFC 1631, Port transation, exported
services, multiNAT (up to 8 public IP
addresses)

Security: Multi-level password protection

Other: Radius client support RFC 2865

Management Interfaces

Alarms
Activation: Programmable thresholds on all interfaces
Reporting: SNMP traps
Environmental
Power Supply: 100 to 240 Vac, 50/60 Hz
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Power:
12 Port:
16 Port:
24 Port:

Operating Temperature:
Storage Temperature:
Operating Humidity:
Safety:

EMC:

Industry Canada Registration Number:
LEDs:

Dimensions:

Weight:
Mounting:

40 W nominal, 65 W max operating
40 W nominal, 76 W max operating
40 W nominal, 110 W max operating

0to40°C
-10to-70 °C
5 to 90% non-condensing

ANSI/UL 60950-1:2002, CAN/CSA-
C22.2 no. 60950-1-2003, EN 60950:2000,
IEC60950:1999

FCC Part 15, Class A Digital Device;
EN55022 Class A; EN55024; EN61000-
3-2; EN61000-3-3

2097B-85xx

Power, LAN Link, LAN ACT, WAN
Link, Voice, DCE Link, DCE ACT

10in. x 17.5in. x 1.75in.
5.6 Ib (2.54 kg)
Stand-alone or rack-mountable



Console Port Pin Assignments (DB-9)

Connector Pin Assignments

Pin Signal
2 Tx Data
3 Rx Data
5 Ground

POTS Port Pin Assignments (RJ-21)

Pin Assignment

Pin Assignment

Line Tip Ring Line Tip Ring
1 26 1 13 38 13
2 27 2 14 39 14
3 28 3 15 40 15
4 29 4 16 41 16
5 30 5 17 42 17
6 31 6 18 43 18
7 32 7 19 44 19
8 33 8 20 45 20
9 34 9 21 46 21
10 35 10 22 47 22
11 36 11 23 438 23
12 37 12 24 49 24

10/100Base-T Connector Pin Assignments (RJ-45)

Pin Signal Pin Signal
1 Tx+ 3 Rx+

2 Tx- 6 Rx-
SHDSL Connector Pin Assignments (RJ-11)

Pin Signal Pin Signal
1 Tx+ 3 Rx+

2 Tx- 6 Rx-

Specifications
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USI Connector Pin Assignments (RS-530, V.35)

Signal RS-530 V.35 RS-449
Shield Ground 1 A 1
Transmit Data (A) 2 P 4
Receive Data (A) 3 R 6
Request to Send (A) 4 C 7
Clear to Send (A) 5 D 9
DCE Ready (A) 6 E 13
Signal Ground 7 B 19
Receive Line Signal (A) 8 F 11
Receive DCE Clock (B) 9 X 26
Receive Line Signal (B) 10 29
Transmit DTE Clock (B) 11 W 35
Transmit DCE Clock (B) 12 AA 23
Clear to Send (B) 13 27
Transmit Data (B) 14 S 22
Transmit DCE Clock (A) 15 Y 5
Receive Data (B) 16 T 24
Receive DCE Clock (A) 17 \% 8
18
Request to Send (B) 19 25
DTE Ready (A) 20 H 12
21
DCE Ready (B) 22 31
DTE Ready (B) 23 30
Transmit DTE Clock (A) 24 U 17
25
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Frame Relay

APPLICATIONS NOTES

ATM was originaly intended for multimedia applications and, therefore, is
designed for delay-sensitive, real-time implementation. On the other hand,
Frame Relay was originally intended for interactive data applications, which
tend to be bursty and are delay tolerant since loss or errored frames can be
detected and resent. To maximize line utilization, Frame Relay uses variable-
sized frames that expand or contract based on traffic volume. For voice
applications, this can be afatal problem; large frames on aslow link can be
addressed by constraining the frame size on voice DLCIs. The FRF.12
Agreement was formulated to address this problem. Fragmentation queueing
reduces both delay and delay variation by dividing large packets into smaller
packets for transmission and then reassembling them into original packets at
their destination.

Setting the Fragment (Maximum Frame) Size

A good rule to follow when setting the fragment size isto set the size (in bytes)
to the same value as the link rate (in kilobits). For example, if thelink rateis
512 kbps, set the fragment size to 512 bytes. This ensures frame transmission
(seridization) delay stays at less than 8 ms and allows a deterministic value
when addressing network delay calculations. Thisruleworksfor any link rate as
shown below.

If “X” isthe link rate in kilobits per second, then:
Fragment size = X in bytes
so that
Transmission delay = X bytes x 8 bits/byte/(X) x 1000 bits per second,
which = 8/1000 s,
which = 8 ms for any X.

Applications Notes C-1



Peak Cell Rate (PCR) Considerations and Recommendations

Voice-only Applications

The primary requirement to ensure toll-quality voice is to keep packet loss as
close to zero as possible and keep the round-trip-delay rate through the
network below 150 ms. You must employ judicious network design
engineering to control round-trip delay. To avoid packet loss, enforce timely
delivery, and thereby maintain high voice quality, Verilink recommends that
Voice be given the highest priority within the IAD (ATM Service Category
“CBR” as shown on the “ATM Service Category Configuration Menu” on
page 4-26). Verilink also recommends that the PCR value be adequate to
support all configured ports at each port’s highest bit rate, and that the jitter
delay parameter be set between 10 and 20 ms (refer to “ Set Jitter Delay” on
page 4-77). To establish the PCR, use the following approach for Vol P
applications:

* Each ATM cell has (requires) 424 bits (53 bytes per cell x 8 bits per byte).

* Voice Payload is 160 bytes per packet for G.711 (derived by using 20 ms
encoding option.

* Packet overhead is 49 bytes for PPP over ATM (includes RTP, UDP, IP
header).

* A packet is generated every 20 ms (50 packets per second) to carry the
Voice payload plus overhead at the encoding rate for each PCM channel.

With this approach, the bandwidth requirement for an attached POTS port is
the following:

BW = 50 packets per second x 1672 bits per packet
= 83,600 bps
For an IAD with eight attached POTS ports, allocate 8 x 83,600 bps of

bandwidth on the link, or 668,800 bps. The PCR in this case would be the
following:

668,800 bps/424 bits per cell = 1577 cells per second

Voice and Data Applications

Set the PCR for the Voice PVC to the maximum for the link’s transmission
rate and set the PCR for the data PV C to zero. This allows the IAD to
dynamically allocate the bandwidth with Voice having the highest priority.
For example, on an SDSL link running at 512 kbps, set the PCR at 1208 for
the Voice PVC, and set the PCR for Data to O (zero).

Network Address Translation (NAT)
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In an IP network, all devices must have unique IP addresses. NAT allows
multiple devices on the LAN port of an IAD to share Internet access via the
IP address of the WAN port of the IAD. With this configuration, Verilink
recommends that the LAN port of the IAD and all LAN devices use one of
the private |P address ranges as defined in Section 3, Page 4 of RFC 1918:



10.0.0.0 through 10.255.255.255, 172.16.0.0 through 172.31.255.255, or
192.168.0.0 through 192.168.255.255.

Accessing the Internet from the LAN

When you want to access the Internet from the LAN, but do not want to
access any local LAN devices from the Internet, enable NAT translation on
the WAN port that is connected to the Internet Service Provider (ISP). If two
ATM PVCs are defined and one of these is connected to a voice gateway, the
PV C connected to the ISP should have NAT enabled.

Configuring NAT Port Range

When you access the internet from the LAN, the request uses the next unused
port number in the configured NAT port range. For most applications, the
default range of 30000 through 65535 will work, as these port numbers are
not commonly used. If any port numbers in this range are used (i.e.,
multiplayer Internet games), the range must be adjusted. The number of
concurrent requests through NAT is limited by the size of the range. For
current port number assignments, please refer to http://www.iana.org/
assignments/port-numbers.

Configuring NAT TCP Timeout

When a TCP connection is made through NAT, a context block is alocated
from the IAD’s memory. This context block is freed when either the TERM
bit is seen in the TCP header, or when the timeout period has been exceeded
with no data. In most applications, the default value of 5 min (300 s) will be
sufficient. If the application features a large number of aborted TCP
connections, this value may need to be lowered. If the application features
connections with longer idle times, this value may need to be increased.

Configuring NAT UDP Timeout

When a non-TCP connection is made through NAT, a context block is
allocated from the IAD’s memory. This context block is freed when the
timeout period has been exceeded with no data. In most applications, the
default value of 2 min (120 s) will be sufficient. If the application features a
large number of very short UDP, AH, or ESP connections, this value may
need to be lowered. If the application features connections with longer idle
times, this value may need to be increased.

Accessing LAN Devices from the Internet

If you want to access a LAN device from the Internet (i.e., Web server, FTP
server, etc.), the device must be configured in NAT to allow access from the
Internet. There are two ways to do this: through a NAT Local Server entry or
through a NAT Alias entry.
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IP Filtering
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NAT Local Server Configuration

A NAT Local Server entry is used when the local device shares its IP address
with the WAN port of the IAD. Only the configured protocol and port will be
visible from the Internet. When the Local Server is configured, the following
information must be entered:

* Translated | P address — local | P address, as seen from the LAN.
* Protocol — TCP, UDP, AH, ESP, or both UDP and TCP.

* Translated Port Number — port number on which the local server seesthe
service (UDP and TCP only).

¢ Standard Port Number — port number on which the Internet sees the service
(UDP and TCP only).

For current port number assignments, please see http://www.iana.org/
assignments/port-numbers.

Note that TCP port 1723 is used to select Point-to-Point Tunneling Protocol
(PPTP) and TCP port 1720 is used to select ViaVideo. When using ViaVideo
units through NAT, the following limitations apply.

* Only oneViaVideoinside of NAT may accept cals.

¢ All ViaVideo unitsin the network must be configured to use fixed ports 3230
— 3235.

¢ All ViaVideo unitsinside of NAT must be configured to use NAT and must
have the IAD’s WAN address configured.

If Internet access of alocal Telnet server at TCP port 23 is desired, it will be
necessary to reconfigure the Telnet server port of the IAD. Refer to
“ Configure Port IP Address’ on page 4-40 for further information.

NAT Alias Configuration

A NAT Alias entry is used when the local device is assigned a unique IP
address from the WAN port of the IAD. The loca device will be totally
accessible from the Internet. When the Alias entry is configured, the
following information must be entered:

® | ocal IP Address— thelocal | P address as seen from the LAN.
* |nternet IP Address — the | P address of the device as seen from the Internet.

When configuring a NAT Alias entry, the alias's Internet | P address must also
be configured on the WAN port. This must be configured with an IP mask of
255.255.255.255 if the alias' s Internet |P address is on the same subnet as the
IAD’'s WAN IP address. If the alias's Internet IP address is on a subnet
different from the IAD’s WAN IP address, the proper subnet mask should be
used. Refer to “ Configure Port IP Address” on page 4-40 for further
information.

IP Filtering controls IP traffic traveling through an interface by selectively
passing or discarding |P packets based on criteria expressed in the form of a



“filter.” A filter is Ssmply as set of rules that determine whether a packet
should be passed or discarded as it crosses an interface. An interface is any
port that carries IP traffic. On the IAD, it can be on of the following: Ethernet
port, PPP connection, ATM PVC, or FR DLCI. IP filtering can selectively
pass or discard IP packets based on one or more of the following properties:

® Protocol (IP, ICMP, TCP, and UDP)

® Protocol flags (for TCP and ICMP only)
® Source and/or Destination | P address

® Source and/or Destination port number

Information Policy

Before you define a filtering rule set, you must determine what information
you will permit to enter or exit the network and who should have access to
that information. This “information policy” can be divided into two broad
groups: open and closed. An open information policy, by default, allows
access to everything; filters are put in place to block access only to a small
number of sensitive addresses and/or protocols. This type of policy is
typically used in a trusted network situation that places a premium on
openness rather than security. Any filters applied are intended to deny access
to sensitive information not intended for public viewing, such as financial
data. A closed information policy, by default, blocks access to everything;
filters are put in place to allow access only to approved addresses and/or
protocols. A closed information policy is used when security and network
integrity are more important than ease of access. If your network is connected
to the Internet, a closed information policy will make your system less
vulnerable to attack.

Filtering Interface

You may apply IP Filtering to any interface that carries IP traffic. Rule sets
can be defined for both inbound and outbound traffic through each interface.
The block diagram below shows where IP Filtering is performed on the IAD.
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Figure C-1. |AD Block Diagram With IP Filtering Shown
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IP Filtering can be applied to either WAN or LAN ports; these are the only
two that can carry IP traffic. For connections to the Internet, the WAN port is
the best choice. All examples provided below assume the WAN port is the
selected port. Although you may select the LAN port as well, it is not
recommended, as this would make your network vulnerable if support
protocols such as Telnet or TFTP are targeted. Port selection is aso important
because it establishes a point of view for defining filters. An input filter on
the WAN port will block or pass packets entering the WAN port. An input
filter on the LAN port will block or pass packets entering the LAN port.

IP Filtering on a WAN port for inbound traffic is performed after NAT
has occurred. IP Filtering on a WAN port for outbound traffic is
performed prior to NAT.

IP Filtering rule sets are defined using the ifname for each interface.
The ifname for a particular interface can be viewed from Current
Configuration. In general, the ifname is an abbreviated interface name
with the port number. For example, the Ethernet interface ifname is
eth0. ATM PV C interface names would be atm0, atml, atm2, etc.
Other ifnames include pppO, frO, pppoal, hdicO. Please note that when
creating and deleting PVCs and FR DLCIs, ifnames can change. Please
review the IP Filtering rule set after modifying WAN connections to
ensure that the rule set is still valid.



IP Packet Filtering Syntax and Grammar

Each packet is compared to al the rules in the list for the interface and
direction, with the last matching rule being applied (exception: see “quick”
command below). Therefore, the most restrictive rules (block) should be
placed first in the list, with pass rules following. This will allow only certain
packet types to traverse the IAD.

NOTICE: Wnen modifying or deleting PVCs, the interface names can change.
Verify the interface names match the desired interfaces after modifying
or deleting PVCs.

The rules are stored on the |AD in the file, filter.st, and can be viewed
through the user interface. Y ou may edit the filter.st file external to the IAD
and then download it to the IAD.

Grammar

The format used for construction of filtering rules can be described using the
following grammar in BNF:

filter-rule = action in-out [ options ] [ match ] [ keep ]

action = “block” | "pass" | “count”

in-out ="in" | "out"

options = ["quick"] [ "on" interface-name ]

match =[tos][ttl][proto][ip]

keep = "keep state"

tos = "tos" decnumber | "tos" hexnumber

ttl = "ttI" decnumber

proto = "proto" protocol

ip = srcdst [ flags ] [ with withopt ] [ icmp ] [ keep ]
protocol = "tcp/udp" | "udp" | "tcp" | "icmp" | decnumber
srcdst ="all" | fromto

fromto = "from" object "to" object

object = ["1"] addr [ port-comp | port-range ]

addr = "any" | nummask | host-name [ "mask" ipaddr | "mask" hexnumber ]
port-comp = "port" compare port-num

port-range = "port" port-num range port-num

flags ="flags" flag { flag } [ "/" flag { flag } ]

with = "with" | "and"

icmp = "icmp-type" icmp-type [ "code" dechumber ]
nummask = host-name [ "/" decnumber ]

host-num = digit [ digit [ digit ] ]
port-num = service-name | decnumber

withopt  =["not" | "no" ] opttype [ withopt] .
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opttype = "ipopts" | "short" | "frag" | "opt" ipopts .
optname =ipopts [ "," optname ] .

ipopts = optlist | "sec-class" [ secname ] .
sechame =seclvl["," secname].
seclvl = "unclass" | "confid" | "reserv-1" | "reserv-2" | "reserv-3" | "reserv-4" |

"secret" | "topsecret" .

icmp-type ="unreach" | "echo" | "echorep” | "squench” | "redir" |"timex" |
"paramprob"” | "timest" | "timestrep” | "inforeq" |"inforep" | "maskreq"
| "maskrep" | decnumber

icmp-code = decumber | "net-unr" | "host-unr" | "proto-unr" | "port-unr" | "need-
frag" | "srcfail" | "net-unk” | "host-unk" | "isolate" | "net-prohib" |
"host-prohib" | "net-tos" | "host-tos" .

OptlISt — llnopll | Ilrrll | "ZSU" | "mtup" | "mtur" | llencodell | lltSll I "tr" | "SeC" |
“Isrr* | "e-sec" | "cipso” | "satid" | "ssrr" | "addext" | "visa" | “imitd" |
Ileipll | "finn"

hexnumber="0" "x" hexstring
hexstring = hexdigit [ hexstring ]
decnumber =digit [ decnumber ]

compare ="="|"I="|U<t US| =" ">=" | "eq" | "ne" | "It" | "gt" | "le" | "ge" .
range S

hexdigit = digit | "a" | "b" | "c" | "d" | "e" | "f"

digit ="0" "1t 2" |3 4" | "5t | e | T "8 | 9"

flag ="F"|"S"|"R"|"P" | "A" | "U"

This syntax is somewhat simplified for readability, some combinations that
match this grammar are disallowed by the software because they do not make
sense (such as tcp flags for non-TCP packets).

Filter Rules

The "briefest" valid rules are (currently) no-ops and are of the form:
block in all

pass in all

Filter rules are checked in order, with the last matching rule determining the
fate of the packet (exception, see the quick option below).
Actions

The action indicates what to do with the packet if it matches the rest of the
filter rule. Each rule MUST have an action. The following actions are
recogni zed:

block indicates that the packet should be flagged to be dropped.

pass will flag the packet to be let through the filter.

The next word must be either in or out. Each packet moving through the
system is either inbound (just been received on an interface) or outbound
(transmitted or forwarded by the stack, and on its way to an interface). There



is a requirement that each filter rule explicitly state which side of the I/O it is
to be used on.

Options

The list of optionsis brief. Where options are used, they must be present in
the order shown here. These are currently supported options:

quick allows "short-cut" rules in order to speed up the filter or override
later rules. If a packet matches a filter rule which is marked as
quick, this rule will be the last rule checked, allowing a "short-cir-
cuit" path to avoid processing later rules for this packet. The cur-
rent status of the packet (after any effects of the current rule) will
determine whether it is passed or blocked. If this option is missing,
the rule is taken to be a "fall-through" rule, meaning that the result
of the match (block/pass) is saved and that processing will con-
tinue to see if there are any more matches.

on allows an interface name to be incorporated into the matching pro-
cedure. If this option is used, the rule will only match if the packet is
going through that interface in the specified direction (in/out). If this
option is absent, the rule is taken to be applied to a packet regard-
less of the interface it is present on (i.e. on all interfaces). Filter
rulesets are common to all interfaces, rather than having a filter list
for each interface.

This option is especially useful for simple | P-spoofing protection: packets
should only be allowed to pass inbound on the interface from which the
specified source address would be expected, others may be logged and/or
dropped.

Matching Parameters

The keywords described in this section are used to describe attributes of the
packet to be used when determining whether rules match or don't match. The
following general-purpose attributes are provided for matching, and must be
used in this order:

tos packets with different Type-Of-Service values can be filtered. Indi-
vidual service levels or combinations can be filtered upon. The
value for the TOS mask can either be represented as a hex number
or a decimal integer value.

ttl packets may also be selected by their Time-To-Live value. The
value given in the filter rule must exactly match that in the packet
for a match to occur. This value can only be given as a decimal
integer value.

proto allows a specific protocol to be matched against. Protocol names
may be used. However, the protocol may also be given as a DECI-
MAL number, allowing for rules to match your own protocols, or
new ones which would out-date any attempted listing.
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The special protocol keyword tcp/udp may be used to match either a TCP or
a UDP packet, and has been added as a convenience to save duplication of
otherwise-identical rules.

The from and to keywords are used to match against |1P addresses (and
optionally port numbers). Rules must specify BOTH source and destination
parameters.

IP addresses may be specified in one of two ways: as a numerical address/
mask, or as a hostname mask netmask. The hostname is of the dotted numeric
form.

There is a special case for the hostname any which is taken to be 0.0.0.0/0
(see below for mask syntax) and matches all 1P addresses. Only the presence
of "any" has an implied mask, in all other situations, a hostname MUST be
accompanied by a mask. It is possible to give "any" a hostmask, but in the
context of this language, it is nonsensical.

The numerical format "x/y" indicates that a mask of y consecutive 1 bits set is
generated, starting with the MSB, or a hexadecimal number of the form
0x12345678. Note that all the bits of the IP address indicated by the bitmask
must match the address on the packet exactly; there isn't currently a way to
invert the sense of the match, or to match ranges of |P addresses which do not
express themselves easily as bitmasks.

If aport match is included, for either or both of source and destination, then
it isonly applied to TCP and UDP packets. If there is no proto match
parameter, packets from both protocols are compared. This is equivalent to
"proto tcp/udp”. When composing port comparisons, either the service name
or an integer port number may be used. Port comparisons may be done in a
number of forms, with a number of comparison operators, or port ranges may
be specified. See the examples for more information.

The all keyword is essentially a synonym for "from any to any" with no other
match parameters.

Following the source and destination matching parameters, the following
additional parameters may be used:

The with keyword is used to match irregular attributes that some packets may
have associated with them. To match the presence of IP options in general,
use with ipopts. To match packets that are too short to contain a complete
header, use with short. To match fragmented packets, use with frag. For
more specific filtering on IP options, individual options can be listed.

Before any parameter used after the with keyword, the word not or no may
be inserted to cause the filter rule to only match if the option(s) is not present.

Multiple consecutive with clauses are allowed. Alternatively, the keyword
and may be used in place of with, thisis provided purely to make the rules
more readable ("with ... and ..."). When multiple clauses are listed, all those
must match to cause a match of the rule.

flags is only effective for TCP filtering. Each of the letters possible repre-



sents one of the possible flags that can be set in the TCP header.
The association is as follows:

F-FIN
S-SYN
R-RST
P — PUSH
A - ACK
U - URG

The various flag symbols may be used in combination, so that "SA" would
represent a SYN-ACK combination present in a packet. There is nothing
preventing the specification of combinations, such as "SFR", that would not
normally be generated by law-abiding TCP implementations. However, to
guard against weird aberrations, it is necessary to state which flags you are
filtering against. To allow this, it is possible to set a mask indicating which
TCP flags you wish to compare (i.e., those you deem significant). Thisis
done by appending "/<flags>" to the set of TCP flags you wish to match
against, e.g.:

flags S
becomes "flags STAUPRFS" and will match packets with ONLY the
SYN flag set.

flags SA
becomes "flags SA/AUPRFS" and will match any packet with only
the SYN and ACK flags set.

flags S/SA

will match any packet with just the SYN flag set out of the SYN-
ACK pair; the common "establish" keyword action. "S/SA" will
NOT match a packet with BOTH SYN and ACK set, but WILL
match "SFP".

icmp-type is only effective when used with proto icmp and must NOT be
used in conjunction with flags. There are a number of types, which
can be referred to by an abbreviation recognized by this language,
or the numbers with which they are associated can be used. The
most important from a security point of view is the ICMP redirect.

Keep History

The last parameter which can be set for afilter rule is whether or not to
record historical information for that packet, and what sort to keep. The
following information can be kept:

state keeps information about the flow of a communication session. State
can be kept for TCP, UDP, and ICMP packets.

frags keeps information on fragmented packets, to be applied to later frag-
ments.
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Examples

The quick option is good for rules such as

block in quick from any to any with ipopts

which will match any packet with a non-standard header length (IP options
present) and abort further processing of later rules, recording a match and aso
that the packet should be blocked.

The "fall-through" rule parsing allows for effects such as this:

block in from any to any port < 6000
pass in from any to any port >= 6000
block in from any to port > 6003

which sets up the range 6000-6003 as being permitted and all others being
denied. Note that the effect of the first rule is overridden by subsequent rules.
Another (easier) way to do the same is:

block in from any to any port 6000 <> 6003
pass in from any to any port 5999 >< 6004

Note that both the "block" and "pass' are needed here to effect a result as a
failed match on the "block™" action

pass in quick from any to any port < 1024

would be needed before the first block.

The Call Agent can ask the gateway to collect digits dialed by the user. This
facility is intended to be used with residential gateways to collect the numbers
that a user dias; it can also be used with trunking gateways and access
gateways alike, to collect access codes, credit card numbers and other
numbers requested by call control services.

One procedure is for the gateway to notify the Call Agent of each individual
dialed digit, as soon as they are dialed. However, such a procedure generates a
large number of interactions. It is preferable to accumulate the dialed numbers
in a buffer, and to transmit them in a single message.

The problem with this accumulation approach, however, is that it is hard for
the gateway to predict how many numbers it needs to accumulate before
transmission. For example, using the phone on our desk, we can dial the
following numbers:



0 | Local operator |

00 | Long distance operator |
xxxx | Local extension number |
8xxxxxxx | Local number |

|
|
|
|
| #xxxxxxx | Shortcut to local number at|
| | other corporate sites |

| *xx | Star services |

| 9lxxxxxxxxxx | Long distance number |

|

9011 + up to 15 digits| International number |

The solution to this problem is to have the Call Agent load the gateway with a
digit map that may correspond to the dial plan. This digit map is expressed
using a syntax derived from the Unix system command, egrep. For example,
the dial plan described above results in the following digit map:

(0T| 00T | [1-7]xxX | BXXXXXXX | HXXXXXXX | *XX | 9L XXXXXXXXXX |
9011x.T)

The formal syntax of the digit map is described by the DigitMap rule in the
formal syntax description of the protocol — support for basic digit map letters
is REQUIRED while support for extension digit map lettersis OPTIONAL. A
gateway receiving a digit map with an extension digit map letter not
supported SHOULD return error code 537 (unknown digit map extension).

A digit map, according to this syntax, is defined either by a (case insensitive)
"string" or by alist of strings. Each string in the list is an aternative
numbering scheme, specified either as a set of digits or timers, or as an
expression over which the gateway will attempt to find a shortest possible
match. The following constructs can be used in each numbering scheme:

* Digit: A digit from "O" to "9".

* Timer: The symbol "T" matching a timer expiry.

* DTMF: A digit, a timer, or one of the symbols "A",
"B", "C", "D", "#", or "*",  Extensions may be defined.
* Wildcard: The symbol "x" which matches any digit ("0"
to "9m).

* Range: One or more DTMF symbols enclosed between
square brackets ("[" and "]").

* Subrange: Two digits separated by hyphen ("-") which
matches any digit between and including the two. The
subrange construct can only be used inside a range
construct, i.e., between "[" and "]".

* Position: A period (".") which matches an arbitrary
number, including zero, of occurrences of the preceding
construct.

A gateway that detects events to be matched against a digit map MUST
do the following:

1 Add the event code as a token to the end of an internal state variable for
the endpoint called the "current dial string".

2 Apply the current dia string to the digit map table, attempting a match to
each expression in the digit map.
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3 If the result is under-qualified (partially matches at least one entry in the
digit map and doesn't completely match another entry), do nothing
further.

If the result matches an entry, or is over-qualified (i.e., no further digits could
possibly produce a match), send the list of accumulated events to the Call
Agent. A match, in this specification, can be either a "perfect match," exactly
matching one of the specified alternatives, or an impossible match, which
occurs when the dial string does not match any of the alternatives.
Unexpected timers, for example, can cause "impossible matches'. Both
perfect matches and impossible matches trigger notification of the
accumulated digits (which may include other events).

The following example illustrates the above. Assume we have the digit map:
(xxxxxxx|%x11)

and a current dial string of "41". Given the input "1" the current dial string
becomes "411". We have a partia match with "xxxxxxx", but a complete
match with "x11", and hence we send "411" to the Call Agent.

The following digit map example is more subtle:
(0[12].1001[12].1|2x.#)

Given the input "0", a match will occur immediately since position (".")
allows for zero occurrences of the preceding construct. The input "00" can
thus never be produced in this digit map.

Given the input "1", only a partial match exists. The input "12" is also only a
partia match, however both "11" and "121" are a match. Given the input "2",
a partial match exists. A partial match also exists for the input "23", "234",
"2345", etc. A full match does not occur here until a"#" is generated, e.g.,
"2345#". The input "2#" would aso have been a match.

Note that digit maps simply define a way of matching sequences of event
codes against a grammar. Although digit maps as defined here are for DTMF
input, extension packages can also be defined so that digit maps can be used
for other types of input represented by event codes that adhere to the digit
map syntax already defined for these event codes (e.g., "1" or "T"). Where
such usage is envisioned, the definition of the particular event(s) SHOULD
explicitly state that in the package definition.

This is the formal syntax definition:

DigitMap = DigitString / " (" DigitStringList ")"
DigitStringList = DigitString O0*( "|" DigitString )
DigitString = 1* (DigitStringElement)

DigitStringElement = DigitPosition ["."]

DigitPosition = DigitMapLetter / DigitMapRange; NOTE "X"
is now included

DigitMapLetter = DIGIT / "#" / "x» / vwpw / nwBn / nwCn /
"p* / T/ "X"; NOTE "[x]" is now allowed
DigitMapRange = "[" 1*DigitLetter "]"

DigitLetter = *((DIGIT "-" DIGIT) / DigitMapLetter)
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10/100BaseT. 10-Mbps baseband Ethernet specification that uses two pairs of
twisted-pair cabling: one pair for transmitting data and the other for receiving
data. 10/100BaseT has a distance limit of approximately 100 meters per
segment.

100BaseT . 100-Mbps baseband Fast Ethernet specification that uses UTP
wiring. Like 10/100BaseT, 100BaseT sends link pulses over the network
segment when no traffic is present. These link pulses contain more
information than those used in 10/100BaseT.

ADSL. Asymmetric Digital Subscriber Line.

ARP. Address Resolution Protocol. Enables routers to obtain the Ethernet
address for a known IP address. See also Inverse ARP.

ATM. Asynchronous Transfer Mode.

BOOTP. Bootstrap Protocol. Used during network booting by a network node
to determine the IP address of its Ethernet interfaces.

DLCI. Data-Link Connection Identifier. Value that specifiesa PVC or SVC
in a Frame Relay network. In the basic Frame Relay specification, DLCIs are
locally significant (connected devices might use different values to specify the
same connection). In the LMI extended specification, DLCIs are globally
significant (DL CIs specify individual end devices).

E1. Network connection with a capacity of 2.048, divided into 32 separate
channels (or DS0s).

EEPROM . Electrically Erasable Programmable read only Memory.
Nonvolatile memory chips that can be erased using electrical signals and
reprogrammed.

Ethernet. Physical connection commonly used for LANs. Runs over a variety
of cable types and provides theoretical bandwidth of 10 or 100 Mbps.
Invented by Xerox Corporation and developed jointly with Intel and Digital
Equipment Corporation.

Fast Ethernet. Any of a number of 100 Mbps Ethernet specifications.
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Frame Relay. A network interface providing high-speed packet transmission
with minimum delay. Uses variable-length packets called frames. Contrast
with packet.

Full Duplex. Capable of handling simultaneous data transmission between a
sending station and a receiving station.

ICMP. Internet Control Message Protocol. Internet protocol that reports errors
and provides other information relevant to |P packet processing, such as
routing information.

IGMP. Internet Group Management Protocol. Transport layer multicasting
protocol used by IP hosts to register their dynamic multicast group
membership. It is also used by connected routers to discover these group
members.

Inver se ARP. Inverse Address Resolution Protocol. Enables routers to obtain
the 1P address of a known Ethernet address of a device associated with a
virtual circuit. Method of building dynamic routes in a network.

I P. Internet Protocol. Part of the TCP/IP protocol. IP networks are
connectionless, packet switching networks.

| P address. 32-bit address assigned to hosts using TCP/IP. An IP address
contains four octets separated by periods, also known as a dotted quad
address. Each address consists of a network number, an optional sub-network
number and a host number. The network and sub-network numbers together
are used for routing, while the host number is used to address an individual
host within the network or sub-network.

IP SNAP. Sub-network Access Protocol. Internet protocol that operates
between a network entity in the sub-network and a network entity in the end
system. SNAP specifies a standard method of encapsulating | P datagrams and
ARP messages on |IEEE networks. The SNAP entity in the end system makes
use of the services of the sub-network and performs three essentia functions:
data transfer, connection management and QOS selection.

LAN. Local Area Network. Privately owned network-connecting devices over
alimited geographic area—usually limited to an office or office complex.
Often connected to the Internet via IADs, with firewall software to limit
access to the LAN by authorized users. May use TCP/IP or one of severa
other protocols.

LMI. Local Management Interface. A set of the following enhancements to
the basic Frame Relay specification. Called LMT in ANSI terminology.

* akeep-alive mechanism that verifies that datais flowing.

® amulti-cast mechanism, which provides the network server with its local
DLCI and the multi-cast DLCI.

* Global addressing; this gives DLCls global rather than local significance in
Frame Relay networks.

* amechanism that provides an on-going status report on the DL Cls known to
the switch.



MAC. Media Access Control. Lower of the two sub-layers of the data link
layer defined by the |EEE.

MAC address. Standardized data link layer address that is required for every
port or device that connects to a LAN. Other devices in the network use these
addresses to locate specific ports in the network and to create and update
routing tables and data structures. MAC addresses are six bytes long and are
|EEE-controlled. Also known as a hardware address, a MAC-layer address, or
a physical address.

MPEG. Moving Pictures Expert Group.

Notified Entry. IP address of the MGCP Call Agent; controls the call setup
and teardown for al call features under MGCP.

OSl Reference Model. Network architectural model developed by 1SO and
ITU-T. The model consists of the following seven layers, each of which
specifies particular network functions.

The lowest layer is closest to the media technology and the highest layer is
closest to the user. The hardware and software implement the lower two
layers, while only the software implements the upper five layers.

* Physical layer — the actual wires and connections in the network.

* Datalink layer — responsiblefor physical addressing, network topology, error
notification and ordered delivery.

* Network layer — responsible for connectivity, path selection and routing.

® Transport layer — responsible for network communication, virtual circuit
management, fault detection and flow control.

® Session layer — manages sessions between applications.

* Presentation layer — responsible for data structures used by networked
applications.

* Application layer — networked software applications such as e-mail, Telnet
and FTP.

Packet. Logical grouping of information that includes a header containing
control information and (usually) user data. Packets refer to network layer
units of data, with messages divided into several packets. Some networks use
fixed packet sizes; others use variable packet sizes. Packets typically have
standard header information that identifies the packet. In contrast, frames
contain only data; information about the frames transmits on the control plane.

The terms datagram, frame, message and segment describe logical information
groupings at various layers of the OS| reference model and in various
technology circles.

PPP. Point-to-Point Protocol. a successor to SLIP that provides router-to-
router and host-to-network connections over synchronous and asynchronous
circuits.

Poisoned Rever se RIP. Feature to set routes learned on the same port as the
transmitted RIP message an infinite distance. Prevents the propagation of
routes from crashed routers through the network.
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PV C. Permanent Virtual Circuit. PV Cs save bandwidth associated with circuit
establishment and tear down in situations where certain virtual circuits must
exist all the time.

RFC. Request for Comments. Documents that detail operation of the Internet.
To obtain these document, go to www.rfc-editor.org.

RIP. Routing Information Protocol. Internet protocol used to exchange
routing information within a system. RIP uses hop count as a routing metric.

Router. Network layer device that uses one or more metrics to determine the
optimal path to forward network traffic. Routers forward packets from one
network to another based on network layer information. a router may connect
networks using various protocols by encapsulating data within another
network's packet format or by removing layers of packet formatting.

SNM P. Simple Network Management Protocol. Network management
protocol used in TCP/IP networks. SNMP provides a way to monitor and
control network devices and to manage configurations, Statistics collection,
performance and security.

Subnet M ask. 32-hit address mask that indicates the bits of an |P address
used for the subnet address.

SVC. Switched Virtual Circuit. Virtual circuit that is dynamically established
on demand and is torn down when transmission is complete.

T1. Network connection with a capacity of 1.544 Mbps, divided into 24
separate channels (or DS0s).

TCP/IP. Protocols used for IP networks, such as the Internet, Intranets and
many LANS. | P networks are connectionless, packet switching networks.

TFTP. Trivial File Transfer Protocol. Simplified version of FTP that transfers
files from one computer to another over a network.

WAN. Wide Area Network. Data communications network that serves users
across a broad geographic area and often uses transmission devices provided
by common carriers. Frame Relay is an example of a WAN.
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Five-Year Hardware Limited Warranty

Limited Warranty. Subject to the limitations and disclaimers set forth in this Hardware Limited Warranty, Verilink warrants to the original pur-
chaser (“Buyer”) that the Verilink equipment and component parts (“ Goods”) purchased by Buyer shall be free from defectsin material and
workmanship under normal use and service for a period of five years from the date of shipment of the Goods to Buyer (“Limited Warranty”).
Verilink’s sol e obligation and Buyer’s sole remedy under this Limited Warranty shall be to repair or replace any Verilink Goods that Verilink
determines to be so defective. Any claim by Buyer under this Limited Warranty must be presented to Verilink in writing within five years and
fifteen (15) days of the date of shipment of the Goodsto Buyer, as evidenced by Verilink’s packing slip or similar shipment documentation from
a Verilink authorized reseller. Any replacement Goods may be new or reconditioned. Verilink reserves the right to substitute equiva ent Goods
for defective Goods, in its sole discretion. Aslong as Verilink either so repairs or replaces the Goods, this Limited Warranty will not be found to
have failed its essentia purpose. If the defect has been caused by accident, misuse or abnormal operating conditions (including lightning dam-
age) occurring after delivery to Buyer, repairs and/or replacement will be made at Buyer’s expense. In such event, an estimate of cost will be
submitted to Buyer before repair work is started. The Limited Warranty will continue to apply to replaced or repaired Goods for whichever is
longer: the 90-day period after the shipment of such Goods to Buyer or the remainder of the origina Limited Warranty period.

EXCLUSION OF IMPLIED WARRANTIES OR OTHER REPRESENTATION. THE GOODS ARE SOLD BY VERILINK “ASIS’ WITH-
OUT ANY WARRANTY OR GUARANTEE OF ANY KIND OTHER THAN THE LIMITED WARRANTY SET FORTH ABOVE, WHICH
ISMADE EXPRESSLY IN LIEU OF ALL OTHER WARRANTIES, EXPRESS, IMPLIED OR STATUTORY, AND VERILINK HEREBY
DISCLAIMS ANY IMPLIED WARRANTIES OF MERCHANTABILITY, FITNESS FOR A PARTICULAR PURPOSE, NONINFRINGE-
MENT, AND ALL OTHER IMPLIED WARRANTIES ON THE PART OF VERILINK. VERILINK DOES NOT WARRANT THAT THE
BUYER'S USE OF THE GOODS WILL BE UNINTERRUPTED, SECURE, OR ERROR-FREE. Buyer agrees that no oral or written repre-
sentation, advice, advertisement or other statement by Verilink, its reseller, agent, employee, or representative constitutes any warranty, guaran-
tee or modification of the foregoing disclaimer and Limited Warranty, and Buyer acknowledges that no person, including resellers, agents,
employees, or representatives of Verilink, is authorized to assume for Verilink any other liability on its behalf except as set forth in this para-
graph.

LIMITATION ON LIABILITY. INNO EVENT SHALL VERILINK, ITS OFFICERS, DIRECTORS, EMPLOY EES, OR SUPPLIERS BE
LIABLE FOR SPECIAL, CONSEQUENTIAL, EXEMPLARY, INCIDENTAL, OR PUNITIVE DAMAGES (INCLUDING, WITHOUT LIM-
ITATION, DAMAGES FOR LOSS OF PROFITS, BUSINESSINTERRUPTION, DATA LOSS, DAMAGE TO EQUIPMENT, ORTHE LIKE),
REGARDLESS OF WHETHER THE CLAIM ISBASED ON BREACH OF WARRANTY, BREACH OF CONTRACT, STRICT LIABILITY,
OR OTHER LEGAL THEORY, EVEN IF VERILINK OR ITSAGENT WAS ADVISED OF THE POSSIBILITY OF SUCH DAMAGES. IN
NO EVENT WILL VERILINK’SLIABILITY TO BUYER OR ANY SUCCESSOR TO BUY ER EXCEED THE PRICE PAID FOR THE
APPLICABLE GOODS.

LIMITED WARRANTY CONDITIONS. The Limited Warranty shall be void (i) with respect to any Goods that have been repaired or altered
outside Verilink’s factory, unless Verilink specifically authorized such repairs or alterations; (ii) in the event parts not made or recommended by
Verilink are used by Buyer inthe Goods; or (iii) if the Goods are used by Buyer other than in the manner intended by Verilink or other than in
conformance with operating instructions and specifications provided by Verilink.

MODIFICATIONS BY VERILINK. Minor deviations from specifications that do not materialy affect performance of the Goods covered
hereby, as mutual ly agreed upon by Verilink and Buyer, shall not be deemed to constitute a breach of the Limited Warranty. Verilink also
reserves the right to discontinue Goods and change specifications for Goods without notice, provided such changes do not adversely affect the
performance of the Goods manufactured by Verilink or do not reduce performance below any applicable contract specifications between Ver-
ilink and the Buyer. Verilink also reserves the right to make product improvements without incurring any obligations or liability to make the
same changes in Goods previously manufactured or purchased. Non-payment of any invoice rendered within the stated payment terms automat-
ically suspends the application of, but not the running of, the Limited Warranty for the duration of the non-payment.

AMENDMENT OF WARRANTY TERMS. These terms and conditions of this Hardware Limited Warranty may be revised by Verilink from
timetotimein its sole discretion. The termsand conditions in effect at the time of purchase will apply to such Goods.

RETURN OF GOODS. If for any reason the Buyer must return a Verilink product, it must be returned to the factory, shipping prepaid, and pack-
aged to the best commercia standard for € ectronic equipment. Verilink will pay shipping chargesfor delivery on return. The Buyer is responsi-
ble for mode and cost of shipment to Verilink. The Buyer must have a Return Material Authorization (RMA) number marked on the shipping
package. Products sent to Verilink without RMA numbers will be returned to the sender, unopened, at the sender’s expense. A product sent
directly to Verilink for repair must first be assigned an RMA number. The Buyer may obtain an RMA number by calling the Verilink Customer
Service Center at 1.800.926.0085, extension 2282 or 2322. When calling Verilink for an RMA, the Buyer should have the following informa-
tion available:

¢ Model number and serial number for each unit

¢ Reason for return and symptoms of problem

» Purchase order number to cover charges for out-of-warranty items

* Name and phone number of person to contact if Verilink has questions about the unit(s).

A return address will be provided at the time the RMA number isissued. The standard delivery method for return shipments is Sandard Ground
for domestic returns and International Economy for international returns (unless otherwise specified).

GOVERNING LAW. This Agreement is governed by the laws of the State of Alabama, U.S.A., without reference to its conflicts of law provi-
sions. The provisions of the UN Convention on Contracts for the International Sale of Goods shall not apply.
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